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ARTICLE INFO ABSTRACT

Keywords: Industrial Internet of Things (IIoT) is a key technology for building intelligent manufacturing, optimizing
Industrial Internet of Things (1loT) industrial device management, and improving productivity. Currently, an increasing number of cross-domain
Authentication

interaction scenarios exist in which different industries cooperate in production. The communication of
industrial devices across various domains poses additional security and privacy issues. However, most current
cross-domain authentication schemes require a trusted third-party centralized authentication, which reduces
system flexibility and becomes the system bottleneck in multi-domain production environments with a large
number of devices. In this paper, we propose a distributed cross-domain message authentication scheme
with conditional privacy-preserving for the cross-domain communication scenario in IIoT, where multiple
manufacturers jointly deploy devices for collaborative production. The private key generator in each domain
is only responsible for offline registration and traceability, and a set of edge gateways realize distributed
authentication and token distribution to devices through secret sharing technology. In addition, we use batch
authentication technology to reduce authentication latency. Security analysis indicates that the scheme satisfies
the security and privacy requirements of cross-domain authentication in IloT. Experimental analysis shows that
our scheme is more computationally efficient and has lower communication costs than related schemes.

Conditional privacy-preserving
Cross-domain

1. Introduction systems or factories can communicate securely and cooperate during
production. For example, after a major disaster, to rapidly provide
protection for the people affected, multiple industrial manufacturers

need to cooperate to deploy industrial equipment to manufacture emer-

Industrial Internet of Things (IIoT) [1-3] is a network of intelligent
devices comprising highly connected industrial components, which

help enhance the intelligent process of industrial scenarios, such as
manufacturing, mining, and logistics. Through a series of tools and
technology such as intelligent perception, mobile network communica-
tion [4], and intelligent data analysis, IIoT improves the supply chain
management system, optimizes the production process, and achieves
high productivity and low operating costs [5]. IIoT has significantly
enhanced the intelligence of industrial production. However, owing
to the development of productivity and continuous refinement of the
social division of labor, the final product may be the result of the joint
efforts of multiple sectors in different industrial fields [6]. And with
frequent major disasters around the world in recent years, the demand
for immediate and massive production is growing. The IloT architecture
is gradually changing from a vertical integration structure of cloud
servers, edge servers, and terminals to a horizontal structure of multiple
IIoT systems interaction [7]. Industrial devices belonging to different

gency housing and other necessities, where equipment from different
manufacturers may be mixed together. Rescue data are shared between
the industrial rescue equipment deployed by different departments to
ensure rapid rescue.

Compared with single-domain device communication, cross-domain
communication brings more privacy-preserving [8] and security re-
quirements [9,10]. IIoT devices from different domains require a secure
and effective authentication mechanism to ensure the secure exchange
of information. If an attacker can forge or modify intercepted industrial
data, it will seriously jeopardize the production stability of multiple
industrial manufacturers and cause loss of life and property. Therefore,
it is crucial to ensure the integrity and authenticity of industrial data,
and message authentication [11,12] can satisfy this requirement. More-
over, the scheme must provide anonymity [13] to prevent attackers
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from obtaining source privacy from intercepted messages. However,
a completely anonymous scheme cannot be used. If a compromised
industrial device jeopardizes normal industrial production, a trusted
agency should have the ability to trace its identity and revoke it based
on the message. Group signature and pseudonym technology can be
used to achieve identity privacy-preserving [14], but they both have
some drawbacks. Group signature technology incurs huge computation
overhead, while traditional pseudonym technology makes the length of
the certificate revocation list (CRL) positively related to the number of
pseudonyms owned by the device.

To address the above security issues arising from the cross-domain
communication of IIoT devices, some researchers have proposed anony-
mous cross-domain authentication schemes [15-17]. However, most
cross-domain solutions require a trusted third-party authentication
server to centralize authentication. Third-party authority complicates
the interaction process and becomes a system bottleneck, reducing
the security and scalability of the system. Distributed authentica-
tion architecture can distribute the authentication burden to multiple
authentication servers, and is more suitable for multi-domain collabora-
tive production environments with a large number of industrial devices.
Therefore, a secure and efficient cross-domain solution is required to
ensure collaborative production in different industries.

1.1. Related work

In this section, we will present research progress on privacy-pre-
serving and cross-domain authentication, respectively.

1.1.1. Privacy-preserving

In this section, we will present the progress of the group signature-
based and pseudonym-based privacy-preserving schemes.

Based on the feature that the group signature can provide anonymity
for group members, Lin et al. [18] combined identity-based signature
(IBS) and group signature technology to achieve source anonymity and
integrity of the message. Wang [19] applied the short group signature
technique to propose a privacy-preserving scheme for weak identity
end devices, but it has a great computation overhead. Cui et al. [20]
presented an anonymous message authentication solution for semi-
trusted edge IIoT nodes based on the publish-subscribe model, which
ensures the confidentiality of messages through proxy re-encryption
technology. Li et al. [21] proposed a hop-by-hop message authentica-
tion scheme to protect the privacy of message sources. However, Wei
et al. [22] indicated that the former scheme cannot provide message in-
tegrity and proposed a new source anonymous authentication scheme,
which introduced an offline computing mode to reduce latency.

Raya et al. [23] proposed a pseudonym-based scheme to protect
the message integrity and source anonymity. The CA issues many
pseudonyms to the device during the registration phase for subse-
quent authentication, and the device protects its privacy by frequently
changing pseudonyms. However, when the device is revoked, all the
pseudonyms are added to a revocation list, and the time to check the
list is greatly increased. Sun et al. [24] and Jiang et al. [14] used a
hash chain to generate pseudonyms in their schemes, thus reducing
the size of the revocation list. Vijayakumar et al. [25] proposed an
anonymous authentication scheme that can protect the location privacy
of IoT devices. Xiong et al. [26] proposed a privacy-preserving message
authentication scheme based on proxy re-signature for heterogeneous
system scenarios in IIoT. The cloud server uses re-signature technol-
ogy to realize message authentication between the ID-based and the
certificateless-based system.
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1.1.2. Cross-domain authentication

Based on public key infrastructure (PKI), some scholars have pro-
posed several certificate-based bridging cross-domain authentication
schemes. Millan et al. [27] designed a cross-authentication model for
inter-domain communication based on PKI. In this model, a trusted
bridging certification authority (CA) is required to share a cross-
certificate with each domain CA to establish a trust relationship,
reducing the number of certificate paths. Zhang et al. [15] proposed a
virtual bridging CA model for distributed virtual enterprises and used
secret sharing techniques to achieve effective cross-domain authentica-
tion. Yao et al. [28] presented a new bridging CA authentication model
that implements authentication between the PKI and Kerberos domains,
but the management of bridging CAs is complex.

Certificate management is a complex issue in certificate-based cross-
domain systems, and therefore, some certificateless-based cross-domain
authentication schemes have been proposed. Li et al. [29] designed a
layered architecture based on a certificateless public key cryptosystem
that requires only two rounds of interaction to complete the authenti-
cation. He et al. [16] presented a cross-domain handshake scheme for
mobile medical social networks using hierarchical identity-based cryp-
tography (IBC) and proved its security and practicality. Yuan et al. [17]
presented a cross-domain authentication key agreement protocol for
communication between the PKI and the IBC domain, but it still incurs
large computation and communication costs. Liu and Ma [30] designed
a heterogeneous cross-domain authentication key agreement protocol
where users from two different domains can be authenticated directly
without the involvement of domain trusted authorities.

Most of the above solutions require a third-party authentication
server to guarantee the trust relationship. However, a third-party au-
thentication server in centralized cross-domain authentication becomes
a system bottleneck and reduces the flexibility of the system. Andersen
et al. [31] proposed a decentralized authentication framework through
path authentication, but the scheme does not guarantee device privacy
and has low authentication efficiency. Yang et al. [32] introduced a
decentralized authentication architecture in which the authentication
server delegates its authentication ability to the distributed edge nodes
to achieve secure and efficient authentication. In addition, some schol-
ars have proposed some decentralized cross-domain authentication
models based on blockchain [9,33,34], but the participation of domain
CAs is still required in the authentication process, which inevitably
increases some authentication delays.

Although the above protocols have made some progress in address-
ing privacy-preserving cross-domain communication of devices, most of
them require the participation of a trusted third party or domain CAs
during the authentication process, which increases the authentication
latency. Therefore, we propose a new privacy-preserving cross-domain
authentication scheme that uses a set of edge gateways to implement
distributed authentication, reducing authentication latency.

1.2. Contributions

In this paper, we propose a cross-domain message authentication
scheme with conditional privacy-preserving to solve cross-domain com-
munication and privacy-preserving problem for the cross-domain com-
munication scenario in IIoT where multiple manufacturers jointly de-
ploy devices for collaborative production. The main contributions of
this study are as follows:

» We present a distributed cross-domain message authentication
model that solves the performance and flexibility problems caused
by centralized authentication. The private key generator in each
domain is only responsible for offline registration and device
identity tracing, and a set of edge gateways playing the role
of distributed CAs realize distributed authentication and token
distribution to devices through (t, n)-secret sharing technology.
Moreover, our solution implements batch authentication, which
effectively reduces the authentication latency.
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Fig. 1. System model.

» We use a one-way hash chain and identity-based signature tech-
niques to generate pseudonyms and secret keys for devices,
achieving conditional privacy-preserving while reducing the over-
head associated with revoking devices.

« It is proved that the protocol meets the security and privacy
requirements for the cross-domain communication of IIoT de-
vices. In addition, a comprehensive comparison with the existing
schemes shows that our scheme performs better.

1.3. Organization of the rest paper

In Section 2, we describe the preliminaries and background of
the study. The details of the IIoT cross-domain authentication scheme
are presented in Section 3. Sections 4 and 5 describe the security
of the scheme and analyze its performance, respectively. Finally, the
conclusions are summarized in Section 6.

2. Preliminaries and background
2.1. Hash chain

Assuming that A(-) is a secure hash function and SD is the initial
seed value. Given any value S; in a hash chain of length L, where
S; = hi(SD) (i € [1, L] and i denotes the number of hash operations), it
is obvious that without knowing .S D, the computation of S;,; = A(S))
is easy, but not for S;_;.

2.2. Threshold cryptography

A (t,n)-threshold secret sharing scheme based on the Lagrangian
interpolation formula is presented by Shamir [35], in which the dealer
splits the secret s into n parties and distributes them to the correspond-
ing shareholders. Only shareholders with ¢ or more can reconstruct the
key. This can be done in the following steps. The dealer randomly
chooses a polynomial with degree r — 1 such that s = f(0), where
each polynomial coefficient belongs to z; and computes s; = f(i) for
each shareholder. Then given any ¢ sh:s_lres Sips e Sips the secret s can

t 1
be reconstructed by s = ¥, _, s, [, “szk
2.3. Bilinear pairing

Let G and G be an additive and multiplicative cyclic group respec-
tively, both with prime order q. Amap e : G *+ G - Gy is a bilinear
pairing if it satisfies the following properties:

+ Bilinear: e(aP, bQ) = e(P,Q)? for any P,Q € G and a,b € Z;.
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+ Non-degenerate: There exists P € G, such that e(P, P) # 1.
» Computable: There exists an efficient algorithm to compute e(P, Q)
for any P,Q € G.

2.4. Mathematical assumptions

» Elliptic Curve Discrete Logarithm Problem (ECDLP): Given a point
P and another point Q = xP (x € Z;) on an elliptic curve,
determining the integer x from Q is difficult.

» Computational Diffie-Hellman Problem (CDH): Given the triple
(P,bP,cP), where P € G,a € Z:;, and b € Z;, the computation
of abP is difficult.

2.5. System model

The system architecture, as shown in Fig. 1, comprises three entities,
namely the private key generator (PKG), gateway (GW), and IloT device
(DE).

» PKG: PKG is completely trusted and responsible for generating
domain keys to which it belongs, as well as registration and secret
key generation for devices and gateways. PKG is only responsible
for offline entity registration and tracing device identity.

GW: GWs are responsible for negotiating the master key of the
system, authenticating devices, and issuing identity tokens to
legitimate devices. GW is honest but can be compromised by
attackers.

IIoT device: 1IoT device has limited computing power and small
storage capacity but suffices to perform public-key cryptographic
calculations and store pseudonyms, which is reasonable consider-
ing the current microcontroller unit.

Here, we briefly introduce the system workflow. First, IIoT devices
and GWs in each domain register with the domain PKG for private keys,
and devices also obtain pseudonyms. Then, all gateways collaborate
to calculate the system master public and private keys. Devices need
to get their identity tokens before collaborating with other devices
for production. The device can calculate its identity token after it
obtains 7 sub-tokens through mutual authentication with  GWs. Finally,
devices with legal identity tokens can send and authenticate messages
to participate in collaborative production.

2.6. Threat model

Since IIoT nodes are connected via the wireless public channel,
they are potentially vulnerable to several attacks. For passive attacks,
an attacker eavesdrops on the industrial data information transmit-
ted through the wireless network to obtain confidential data or the
identity of the sender. The attacker can also launch active attacks to
intercept and modify transmitted industrial data information or send
fake industrial data to other devices (as defined in the Dolev-Yao
threat model [36]). In addition, gateways may be compromised by
adversaries, and we assume that the number of gateways compromised
is less than the threshold ¢. In short, suppose a polynomial probability
time (PPT) adversary can launch the following attacks.

1. Replay attack: The attacker tries to disrupt normal industrial
processes by replaying outdated messages.

2. Impersonation attack: The attacker impersonates a legal IIoT de-
vice to get an identity token from GWs or send messages over
the common channel.

3. Modification attack: The attacker modifies intercepted legitimate
messages to disrupt industrial production.

4. Man-in-the-middle attack: In the communication between two
IIoT devices or a device and a gateway, the attacker masquerades
as the communication target of two entities to manipulate the
transmitted information.

5. GW compromise attack: The attacker attempts to compromise a
group of gateways to bypass authentication mechanisms and
forge identity tokens for arbitrary devices.
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Table 1
Notations.
PKG Private key generator
GW Gateway
DE; The ith IIoT device
D; The ith domain
TS; The jth time slot
PID,; The pseudonym of DE; at T'S;
k; Secret key of PKG;
Py, Public key of PKG;,
s System master secret key
Pous System master public key
Sign(SK, M) Sign the message M by private key SK
Certgy, GW;’s certificate from PKG
Ver(PK,M,o) Verify the signature ¢ of M by PK

| The concatenation operation

2.7. Security objectives

For the above threat model, assuming that all industrial data in-
formation is encrypted, our scheme mainly focuses on the following
security objectives.

1. Message integrity and authentication: The receiver can use message
authentication to ensure that the message is legitimate and has
not been modified or forged.

2. Identity privacy-preserving: Except for the PKG of the domain
where the device belongs, no entity can obtain the private
information of the device from the intercepted message.

3. Traceability and identity revocation: When the damaged device
sends false industrial data to affect normal industrial production,
the PKG of the domain to which it belongs can obtain its real
identity and revoke it to prevent it from causing greater harm.

4. Unlinkability: Neither the GW nor the malicious device can link
any two messages sent by the same device with a time interval
exceeding At.

3. Proposed scheme

In this section, we will describe our scheme from the following
stages: system setup, IIoT device’s pseudonyms and private keys gen-
eration, GW’s registration, system master key generation, token gen-
eration, message authentication, and update of GWs. First, all PKGs
negotiate the public parameters of the system and generate their own
public and private keys. Then GWs registered in all domains collaborate
to generate the master secret key of the system and obtain their
own shares through secret sharing techniques. Finally, the successfully
registered IIoT devices need to be authenticated by + GWs to obtain
their identity token before sending messages, and the identity token
is used to sign the sent messages to indicate their legitimacy. In our
scheme, due to the division of time slots, both the pseudonym and the
identity token of the device are valid in only one time slot. The updated
secret shares of GWs will take effect at the next time slot, while in the
current time slot, GWs still use the old secret shares to generate sub-
tokens for devices. In this way, devices can communicate with each
other during the dynamic update of GWs. Table 1 lists the symbols used
in this paper.

3.1. System setup

Given the security parameter 6, the PKG in each domain collabo-
rates to generate the public parameters {q, P,0,0’, G,Gr,e, H, H|, H,,
Hj,t,n}, where G is an additive group of order ¢, P, O, and Q' are
three different generators of G, e : G X G — Gy is a bilinear mapping,
H, : {0,1}" - Z;, H, : {0,1}* x{0,1}* X G — Z:;, Hy @ {0,1}* x
{0,1}*XGXxG - Z;‘, H : {0,1}* - G are secure hash functions, n
and ¢ represent the number of domains and the threshold, respectively.
And the PK G, in domain D; generates the domain’s private key k; and
public key Ppyg, = k; P.

Ad Hoc Networks 144 (2023) 103137

3.2. DE’s pseudonyms and private keys generation

In this phase, the PKG in each domain generates a series of
pseudonyms and the corresponding private keys pre-stored in each IIoT
device within the domain. We assume the PKG assigns C pseudonyms
to each device, and each pseudonym has a valid duration of AT. The
valid time range of the pseudonym PID,; of device DE; at the jth
time slot 7'S; is [j - AT, (j + 1) - AT] (j € [1, C]). After receiving the real
identity ID; of device DE; to be registered, PKG, selects two random
seeds SD;; and SD;,, and computes pseudonyms for DE; through two
hash chains according to the following equation, where k, is the private
key of PKG,.

S, =HI(SD,))

C—jtl
Sycoju1 =H TH(SD, )
PID;;, = H|(S;; ® Sy c_j41)
PID,,, = ID; ® Hy(k PID,

1> PID;j 1, Ppgg)

For each pseudonym PID;; = (PID;;,,PID,;,), PKG, uses the
KIBS scheme [37] to compute the corresponding private key SK;; as
following: PKG, randomly chooses 7;; € Z; and computes T;; =
t,;P.h; = HyPID, TS, T;), and S,; = (k. + h;; - 1,;) - Q. Then
PKG, sets SK;; = (T;;,S;;) and securely sends (PID,;,SK;;) to
DE;. In addition, for each IIoT device, PKG, saves the informa-
tion (ID;,SD;;,SD;,) in the database, which is used to reveal all

pseudonyms of the illegal device.

3.3. GW’s registration

For GW; from the domain D;, PKG; generates its certificate Certgy,
as following steps:

(1) PKG; randomly chooses v; € Z; as GW)’s private key and
computes Pgy, = v; P as its public key.

(2) PKG; computes the signature Sgy, on Pgy,, where Sgy, =
Sign(k;, Py, ID;) and || is connect operation.

(3) PKG, sends v;, Py, and Certgy, to GW; over a secure channel,
where Certgy, = (Pgw,, Dj» Sgw,)-

In this step, the gateway stores the domain names and domain
public keys of all cooperative domains obtained from the PKG. In
addition, the number of gateways deployed by each domain does not
exceed the threshold 7.

3.4. System master key generation

In this section, GWs collaborate to generate the master public and
private key pairs (s, P,,;) of the system and their respective share s; and
P, through secret sharing technology.

(1) GW; randomly selects a secret a4;, € Z; and a polynomial
function f;(x) = a;g + a; 1 x + a;5x* + - + a;,_;x'"' mod q with
degree t — 1, where g, ,....a;,_, € Z}.

(2) For j € [0,t — 1], GW; calculates and publishes g, ; P to other
GWs, as well as sends f;(k) secretly to GW, (k € [1,n], k # i).

(3) Upon receiving f, (i) from GW, (k € [1,n],k # i), GW; checks if
[P = Z;_:t i/ -a ; P holds. If the check fails, GW; rejects f,(i).

(4) GW; calculates its own secret share s; = Y"_ f.()), and the
corresponding public share P, =s;P.

(5) GW; computes the system’s master public key P,,, = Y, a;P,
and broadcasts { Py, Py}

(6) Now, the system’s master private key s = Y, a; is distributed
to all GWs and no GW alone knows the exact secret value s.
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3.5. Token generation

An IloT device DE; from domain D, is first authenticated by a group
of GWs and gets the corresponding sub-tokens. Then DE; computes
its identity token through these sub-tokens. In this step, the mutual
authentication between the gateway and the device is realized. The
detailed steps are as follows.

Step 1: First, the device performs the following steps to initiate an
authentication request.

(1) DE; generates an access control information ACI;, which may
include its domain information D,, pseudonym PID; ;, and ex-
piration time.

(2) DE; selects a random number r;; € Z7, and computes R;; =
ri P, h,’.’j = H3(ACI;, 1, T, ;. R, ), and W, = h;y/.S,-'j + r,-'jQ’,
where 17, € [T'S; - AT, TS}, - AT] is the timestamp.

(3) DE; sends the request (ACI,,11,,T, ;, R; ;, W, ;) to t GWs.

W2

ije
Step 2: After receiving the request information, GW, (k = 1,2, ...,1)
will do the following.

(1) GW), checks the legitimacy of PID,; and ACI,. If PID,;, is in
CRL or ACI; not compliant, it will reject the request.

(2) GW, computes the time slot T'S; by #,;, and then computes
h,-_j = HZ(PID,-J,TSJ-,T,-J) and h;,j = H3(ACII-,tt,-,T,-,j,RI-,j).

(3) GW,, checks the legitimacy of DE; by verifying Eq. (1). Reject
DE; if verification fails.

e(hi ;Ppg, + hijhi ;T;;, Q) - e(R; ;, Q') = e(W; ;, P) @

(4) GW, computes the sub-token o;, = s, - H(ACI;) and SG, =
0;x @ v;R; ;, then sends (SGy, Certgy, ) to DE;.

Step 3: Upon receiving (SGk,CertGWk) (k=1,2,...,1) from t GWs,
DE; will do the following.

(1) DE; first checks the legitimacy of GW, by performing
Verify(Ppkg,» Pow, I Di» Sgw,)- Then it recovers o, = SG; @
r; jPow, » where Pgy, is included in Certgyy, .

(2) DE; authenticates GWs in batches by checking Eq. (2). If for
some / € [l,7], the sub-token o;, cannot be authenticated, it
means GW, is illegitimate. Then DE; reports the illegitimate
GW, to the corresponding PKG and requests another GW for the
sub-token.

t t
(Y 0,4 P) = e(H(ACL), Y P,). ®)
k=1 k=1

(3) It computes o; = Y _, 0.0, = 2y, @S H(ACI) = sH(ACI,),
where o, = [])_, ﬁ(l # k). The identity token o; is a BLS
signature and is valid for only one time slot. Once the token
o; is obtained, DE; can participate in the following message
authentication.

3.6. Message authentication

When an IIoT device DE; needs to send a message M;, it selects a
random u; from Z7 and computes U; = u; P, ¢; = Hy(ACI;, M;||11;, Uy,
and o; = c¢;0; + 4;0, where rt; is a timestamp. Then DE; sends
(M;, ACI,,U,,tt;, ;) to the receiver.

Upon receiving the message (M;, ACI,,U,,1t;,a;) from DE;, the re-
ceiver first checks the validity of 77; and ACI;. Refuse to receive if
either is invalid. Then compute ¢; = H,(ACI;, M;||tt;, U;) and determine
whether the message is valid by verifying Eq. (3).

e(a;, P) Z e(c;H(ACI), P,,;) - e(Q,U)) 3)
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If sufficient messages are awaiting authentication, it will take a
lot of time for the receiver to authenticate them. To reduce the au-
thentication overhead, we use batch authentication to reduce pair-
ing operations. Assume that there are m signatures to verify. For
(M, ACI,1t,, U, a) (¢ € [l,m]), batch authentication is done by
applying Eq. (4).

oY 0. P) = oY ¢ H(ACL,), Pyyy) - €(Q. Y U,) )
e=1 e=1

e=1

3.7. Update of GWs

3.7.1. Joining of a GW

When a new gateway GW, is added to the system, GW} requires to
obtain its private share of s. The number of gateways will be changed
to n+ 1 and the threshold to 7. The update process of the secret share
is as follows.

1. GW; (i € [1,n]) randomly generates a polynomial function
f[i(x) = s+ a;1x + apx + - + a,-,,/_lx"_l mod g with degree
' =1, where a;,....a;,p_| € Z;.

2. For j € [1,#' — 1], GW; calculates and publishes s;P and a; ; P
to other gateways, as well as sends f;(k) secretly to GW, (k €
[1,n+ 1],k #i).

3. Upon receiving f; (i) from GW, (k € [1,n+1], k # i), GW; checks
if f,()P = Z’/’l i/ - a; ;P holds. If the check fails, GW; rejects

j=0!
Ji@).
4. GW; calculates its new secret share s/ = Y"_ f.(i) and the
corresponding public share P.r,, = s/ P. Finally, GW; broadcasts
(P!, Py}

3.7.2. Revocation of a GW

When the gateway GW, is revoked, other gateways should update
the secret share so that GW, cannot participate in the subsequent
collaborative authentication. At this time, the number of gateways will
be changed to n — 1 and the threshold to 7. The update process of the
secret share is as follows.

1. GW,; (i € [1,n— 1]) randomly generates a polynomial function
fix) = s,-+a,~’1x+a,-,2x2+---+a,~’,/_1x”‘l mod g with degree t' —1,
where a;,....a,4_, € Z}.

2. For j € [1,#' — 1], GW; calculates and publishes s;P and a; ; P
to other gateways, as well as sends f;(k) secretly to GW, (k €
[1,n—1],k #i).

3. Upon receiving f} (i) from GW, (k € [1,n—1], k # i), GW; checks
if f,()P = Z;/:_Ol i/ - a ;P holds. If the check fails, GW; rejects

Ji .

4. GW; calculates its new secret share s/ = Y | f.() and the
corresponding public share P/ = s]P. Finally, GW; broadcasts
(P!, Pyuy)-

4. Security proof and analysis

In this section, we present the security of the proposed scheme
and show that the scheme satisfies the security objectives described in
Section 2.

4.1. Security proof

The security model of our scheme can be described by the following
game between the adversary A and the challenger S:

Setup: The challenger S inputs the security parameter k, obtains the
system parameters and returns them to A.

Queries: The adversary A can make the following queries:

* Hash Query: A can request the hash function and the challenger
S stores and returns the corresponding hash value.
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Table 2
Execution time.

Symbol Description Time (ms)
T,, Bilinear pairing 0.699

Tty Hash map to G 3.141

Ty Scale multiplication 1.651

T, Exponentiation operation over G 0.109

+ Extract Query: A can request a private key corresponding to
an identity ACI of its choice. Then, S return the corresponding
private key o to A.

+ Sign Query: A can request the signature of a message M of its
choice. Then, S responds to A with 6.

Output: A outputs a signature 6 on M and ACI. A is deemed to win
in the game if i) 6 is a valid signature, ii) ACI has not been queried from
the extract oracle, and iii) the tuple (M, ACT) has not been requested
to the sign oracle.

Theorem 1. If the BLS scheme is (', gy, q, €' )-secure against existential
forgery on the adaptive chosen-message attack, the proposed scheme is
(t,4. 45, 9E> ds- €)-secure against existential forgery under the adaptive
chosen-message attack, for any t and ¢ satisfying ¢ ~ ¢/ and t = 1’ + O(qy).

Proof. Suppose that the adversary A can break the proposed scheme.
Now, we construct a simulator S that can break the BLS scheme in GDH
group based on A. S is given a tuple (P, P,,;, = sP), where s € Zy. The
simulator S interacts with A to simulate as follows.

Setup: The simulator S chooses a random y € z; and computes
Q = yP. Then S sends the public system parameters Params =
(P.Q. P, H.H,) to A.

H Query: When A makes an H Query with the message ACI, S
checks whether the tuple (ACT, X) already appears on the hash list H-
list. If so, S returns X = H(ACI) to A. Otherwise, S forwards the query
to the H oracle of the BLS scheme to get an X = H(ACI) € G. At last,
S returns X to A and adds (ACI, X) to the H-list.

H, Query: When A makes an H, Query with a message tuple
(ACI,M,o5), S checks whether the tuple (ACI, M, c) already appears
on the hash list H,-list. If so, S returns 4 = H,(ACI, M,c) to A. Oth-
erwise, S chooses a random h € Z;‘ and adds the tuple (ACI, M, o, h)
into the H,-list. At last, S returns h = H,(ACI, M,0) to A.

Extract Query: When A makes an Extract Query for the correspond-
ing private key of ACI, S forwards the query to the signature oracle of
the BLS to get a signature ¢ = s - H(ACI) on ACI under P,,. At last,
S returns o to A and stores (ACI, o) to the Extract-list.

Sign Query: When A makes a Sign Query on M and ACI, S finds
whether the corresponding tuple (ACI, c) from the Extract-list.

» If (ACI,0) exists on the Extract-list, S chooses a random r € Z;,
and computes U = rP,h = H,(ACI,M,U), and « = ho+rQ. Then,
S returns § = (U, a) to A and stores (ACI, M, U, h) on the H,-list.

» Otherwise, S makes an Extract Query to get the corresponding
private key o and stores (ACI,o) to the Extract-list. Then, S
calculates the signature § = (U,a) on M and ACI by o, returns &
to A and stores (ACI, M,U, h) on the H,-list.

Output: Ultimately, A outputs a forgery signature 6* = (U*,a*)
on M* and ACI* where ACI* has not been stored on the Extract-list
and the tuple (M*, ACI*) has not been requested to the sign oracle.
According to a* = h* - ¢* +rQ and U* = uP, S computes h*"D(a* —
yU*) = ¢*. Then ¢* is a valid signature on ACI* under P, of the BLS
scheme. Finally, S outputs ¢* as a solution to the BLS scheme. []
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4.2. Security analysis

4.2.1. Message integrity and authentication

According to Theorem 1, we can get that as long as the BLS
scheme is unforgeable, our scheme is secure against existential forgery
under the adaptive chosen message attack in the random oracle model.
Therefore, no PPT adversary can forge a valid message signature

,,
(M;, ACI,,U,, tt;,a;) that can make the equation e(a;, P) = e(c; H(ACI,),

P,.p) - ¢(Q, U;) hold. Therefore, the scheme can achieve authentication
and message integrity.

4.2.2. Identity privacy-preserving

In the scheme, the part of the pseudonym PID, ;, that contains the
real identity of the device is calculated from the PKG,’s master key
k.. The adversary can only get the true identity of the device by cal-
culating the equation ID; = PID; ;, & Hy(k.PID;;,, PID, ;,, Ppgg,)-
Due to the intractability of the ECDLP problem, the adversary cannot
obtain the real identity without knowing k.. As a result, the adversary
cannot acquire any privacy about the device’s identity from the public
message.

4.2.3. Traceability and identity revocation

The PKG of each domain can reveal the real identity ID; of the
malicious device DE; under its domain from the device’s pseudonym
PID, ;. PKG, computes ID; = PID, ;,@&H,(k,PID, ;. PID,; |, Ppx,)
by its master secrets k.. Then PKG, queries the database to obtain
the corresponding hash seeds SD;; and SD,, according to ID;, and
discloses them to revoke all pseudonyms of the device. The unique
pseudonym available for the device at each time slot can be calculated
based on the two hash seeds, so at the jth time slot, only the PID;
of the device DE, is stored in the CRL.

21

4.2.4. Unlinkability

Devices frequently change pseudonyms to ensure privacy, where
PID;; is generated by two hash seeds SD;, and SD,,. If the time
interval between two messages M; and M; sent by a device exceeds
At, the adversary cannot determine whether the two messages are
from the same device without the knowledge of the SD;; and SD,,.
Therefore, our scheme supports long-term unlinkability. In addition,
our scheme achieves short-term linkability, which can resist the Sybil
attacks launched by a malicious device.

4.2.5. Replay attack

For each message (M;, ACI,,U;,t;,a;) sent by the device, the re-
ceiver determines whether the message has expired by checking the
validity of the timestamp ##;. Since the signature «; is relevant on
1t;, when the adversary changes the old timestamp #7; to rt], the new
message (M;, ACI,,U;,tt},a;) cannot pass the verification. Therefore,
replay attacks can be detected in our scheme.

4.2.6. Impersonation attack

From Theorem 1, we know that an adversary who wants to pretend
to be a legitimate device to send a valid message that passes the
equation e(a;, P) Z e(¢;H(ACI)), P,,;) - e(Q,U;) check must have the
corresponding identity token o;. But o; is a BLS signature, and only
the authenticated devices can get it. Therefore, our scheme can resist
impersonation attacks.

4.2.7. Man-in-the-middle attack

For the token generation phase, mutual authentication is achieved
between the IIoT device and the gateway, so that an adversary cannot
successfully launch a man-in-the-middle attack at this point. For the
message authentication phase, the receiver needs to authenticate each
industrial data message. According to Theorem 1, an adversary cannot
modify or forge a legitimate message from an intercepted message.
Therefore, our scheme can tolerate man-in-the-middle attacks.
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4.2.8. GW compromise attack

If a PPT adversary cannot break the BLS signature with non-
negligible probability, then even if ¢/ (# € [0,t — 1]) gateways are
compromised, it cannot generate a valid identity token. In the worst
case, the adversary compromises ¢+ — 1 gateways, i.e., it has ¢ — 1
secret shares sy,...,s,_;. Then it can compute ¢ — 1 sub-tokens ¢; =
s;H(ACI) (i € [0,t — 1]). Assuming that the adversary can generate
a valid identity token ¢* = E;=1 ¢;o;, it can calculate the sub-token
o} =(o" —Z?;} g,.o—,.)-g“, i.e. it can forge a BLS signature o, = s, H(ACI)
without the secret share s,. Therefore, the attacker cannot compute a
valid identity token even with 7 — 1 gateways compromised.

5. Performance analysis and comparison

In this section, we first introduce the experimental environment,
and then we analyze and evaluate the performance of the proposed
scheme in terms of computation cost and communication cost. We
also compare the performance of the proposed protocol with [19,32],
and [26]. We perform the cryptographic operation using the charm
0.50 library on a host running Ubuntu 20.04 TLS with an Intel Core
i5-7500 CPU @3.4 GHz and 16 GB memory. The bilinear pairing e :
G X G — Gy is constructed on the curve y* = x> + x with embedding
degree 2 over a 512 bits finite field, |G| = 1024 bits and |Z;‘| = 160
bits. Table 2 recodes the execution time of the major cryptographic
operations.

5.1. Computation cost

5.1.1. Cost in token generation

We evaluate the computation cost of the token generation phase.
The device needs to be authenticated by at least + GWs and obtain
the corresponding sub-tokens to calculate its identity token. The com-
putation cost of the device is 2Ty, + ¢ - T,,,, + (2t + 3)T},,, while each
gateway is 3Ty, + T, + 4T,,. We evaluate the time for the device
to compute the token when different numbers of GWs cooperate on
authentication, that is, we evaluate the time to compute the token for
different values of t when the value of » is fixed to 10 in the (¢, n)-secret
sharing scheme. The result is shown in Fig. 2(a). Even with 7 = 10, it
only takes 17 ms to compute the token. Furthermore, we also investigate
the effect of different values of r and » on the computation overhead of
the token generation stage. As shown in Fig. 2(b), when the threshold
t is the same, the computation cost is roughly the same even if the
value of n varies, which is a reasonable result. Finally, we evaluate
the authentication cost for IIoT devices and GWs separately. As shown
in Fig. 2(c), as threshold ¢ increases, the computation overhead of
each device also increases, but not proportionally, because our scheme
supports the batch authentication of gateways by the device. Also, the
computation time for each GW is roughly the same because the GW
authenticates each request only once.

5.1.2. Cost in message authentication

IIoT devices can participate in the message authentication process
after getting the identity token. The computation cost for the sender to
send a message is 37}, and the overhead for the receiver to authenti-
cate the message is 37}, + T,,,, + T,,,. In addition, our scheme supports
batch authentication, and the overhead for batch authentication of m
messages is 3Ty, + nT,,, + nT,, effectively reducing the number of
pairing operations.

5.1.3. Overall computation cost

Table 3 shows a comparison between our scheme and related
schemes in terms of computation cost. Since our scheme can perform
multiple message authentication after obtaining an identity token, we
will compare the total computation overhead of multiple message
authentication. Here we assume ¢ = 5, i.e. the IIoT device is authen-
ticated by at least 5 gateways to obtain the token. Fig. 3 depicts the
overall computation overhead for one token generation and m messages
authentication, and the results illustrate the low overall overhead of our
scheme.

5.2. Communication cost

In this section, we focus on the communication cost caused by
the pseudonym, signature, and timestamp. As mentioned previously,
|G| = 128 bytes and |Z;] =20 bytes. In addition, we set the pseudonym
(ID) to 20 bytes and the timestamp to 4 bytes, respectively. Table 4
presents the communication cost of our scheme and related schemes
for one token generation and m message authentication. Since the
token generation stage requires multiple gateways to cooperate to
authenticate devices, the communication cost of our token generation
stage is relatively large. However, our scheme has less overhead in the
message authentication phase. As shown in Fig. 4, when m is greater
than 10, the communication cost of the proposed scheme is significantly
better than other schemes.

6. Conclusion

In this paper, we proposed a privacy-preserving message authenti-
cation scheme to protect cross-domain communication of IloT devices.
We achieved distributed authentication without a trusted third-party
using secret sharing and IBS technology, and the authentication process
between the IloT device and gateway required only one round of
interaction. The pseudonyms of devices were generated using hash
chain technology, which effectively reduces the size of the CRL. Our
scheme implemented batch authentication, reducing the authentication
latency. The security of our scheme was proven, and experimental
analysis showed that our scheme could be applied to practical cross-
domain industrial production. The overhead required by most exist-
ing cross-domain authentication schemes is still a large burden for
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The performance comparison in communication cost.
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resource-constrained devices, such as sensors in industrial environ-
ments. Therefore, future work in this study is to design a lightweight
cross-domain message authentication scheme for resource-constrained
devices.
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