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Abstract—By equipping various sensors and analyzing sensed
data, vehicles can perform automatic driving; these vehicles are
known as connected and autonomous vehicles (CAVs). In CAVs,
tampered data will result in incorrect driving decisions. Hence,
secure data transmission should be ensured to enable correct life-
critical decisions. Untrusted resource-constrained modules allow
attackers to obtain private data from CAVs, such as the key.
Benefitting from trusted computing, the proposed scheme can
verify the trusted status of internal modules and achieve secure
data transmission by adopting the remote attestation and hash
message authentication code. The scheme is proven to be secure
in the random oracle model under the computational Diffie–
Hellman problem. Furthermore, we perform experiments and
evaluate the performance using Intel Software Guard eXten-
sions, which provide part of the trusted computing function. The
experimental results show that the scheme could be efficient and
suitable for CAVs.

Index Terms—Connected and autonomous vehicles (CAVs),
remote attestation, trusted and secure communication, trusted
computing.

I. INTRODUCTION

TECHNOLOGIES, such as artificial intelligence and com-
puter vision, have enabled the development of connected

and autonomous vehicles (CAVs) [1]–[3]. CAVs can collect
data pertaining to the surrounding environment and realize
real-time decisions. The operation of CAVs does not require
human involvement. As shown in Fig. 1, CAVs include at
least three basic components. The sensor modules collect
information around the vehicle, including light detection and
ranging, radio detection and ranging, smart cameras, and GPS.
The vehicle computing/communication unit (VCU) can ana-
lyze and process these data from sensor modules and realize
timely decisions. The actuator modules are used to achieve
quick responses according to the instructions of the VCU, such
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Fig. 1. Generic architecture of CAV.

as braking or changing lanes, when encountering obstacles
ahead [3]. To achieve autonomous driving, some security
issues must be resolved. A CAV’s decision is based on real-
time collected data; these data are vulnerable to many attacks
in communication, such as injection, deletion, modification,
and replay [1], [4]. Therefore, CAV module communication
security must be guaranteed.

In order to ensure secure communication in the message
transmission process, message authentication is adopted [5].
To realize message authentication, many protocols have been
proposed in vehicular ad hoc networks (VANETs) [6]–[8].
However, a CAV’s real-time decision making is based on
the rapid processing of sensor data. Therefore, the message
authentication overhead should be minimized to ensure real-
time processing. These protocols used for VANETs are not
suitable for CAV internal modules. Compared with vehicles
and roadside units in VANETs, the computing and stor-
age capabilities of onboard modules are relatively weak.
Meanwhile, high-cost authentication and key agreement pro-
tocols are suboptimal. Hence, efficient message authentication
is necessary for the internal communication of CAVs.

Message authentication can ensure secure data transmission,
but it cannot guarantee the reliability of the data generated in
the module. For example, an untrusted module may provide
unreliable data, thereby causing VCU to make incorrect deci-
sions and trigger a traffic accident [4]. Untrusted modules may
leak critical secret data, such as private keys. Trusted comput-
ing [9], [10] is a potential solution used to implement trusted
modules. This ensures the module always behaves in the
expected range and protects critical data. Remote attestation
technology [11], [12] in trusted computing can provide trust
measurement and reports. However, the current remote attes-
tation incurs a relatively high computational overhead [13],
and its performance may be affected by the restricted envi-
ronment of the CAV. Moreover, if a participant is identified
as malicious, the trusted authority must revoke it, which is
extremely costly.
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A novel scheme of secure and reliable communication
between CAV internal modules is proposed, which could
guarantee the trust of modules and realize efficient message
authentication. Ensuring the trust of the data sources is a pre-
requisite to realize message authentication. In the proposed
scheme, every module is equipped with additional hardware,
trusted platform module (TPM), which is a vital compo-
nent of trusted computing for collecting status messages and
protecting critical data. The modules could achieve mutual
authentication based on remote attestation. After authentica-
tion, the session key agreement is completed among internal
modules. Subsequently, the hash message authentication code
(HMAC) can be used to achieve efficient message authentica-
tion for real-time data. The main contributions of this scheme
are summarized as follows.

1) A novel secure communication framework based on
trusted computing is proposed for CAV internal mod-
ules. The proposed scheme could achieve fast message
authentication for VCU with the help of TPM, which
can meet the requirements of CAV for efficient authen-
tication of large amounts of real-time data. The security
proof shows that the scheme is provably secure under the
random oracle model, and security analysis shows that
the proposed scheme can achieve the expected security
objectives.

2) The proposed scheme could protect critical data and
operations with the support of TPM. The key operations
are completed by the TPM, and the nonsensitive opera-
tions with higher overhead are realized by the module.
The prototype experiment was implemented, includ-
ing part operations in the Software Guard eXtensions
(SGXs) environment. The experimental analysis indi-
cates that the proposed scheme could balance between
usability and security.

3) The proposed scheme allows VCU to achieve efficient
revocation with the help of TPM when it finds the
compromised module. In addition, the proposed scheme
could achieve efficient key updates by the backward hash
chain.

Related works are described in Section II. Section III pro-
vides the preliminaries and system model of the proposed
scheme. We briefly describe the scheme in Section IV. Then,
the specific security analysis is shown in Section V. In
Section VI, performance is evaluated through experiments and
analyses. Finally, we provide some concluding remarks in
Section VII.

II. RELATED WORKS

In this section, we first describe the typical remote attesta-
tion protocol and show how its current applications is. Then,
this section introduces the typical message authentication
protocol and its wide application in many fields.

A. Remote Attestation

The remote attestation protocol is the most widely accepted
protocol used to implement platform attestation, and it
is implemented through hardware called TPM. It could

achieve authentication and privacy protection simultaneously.
Camenisch–Lysyanskaya (CL) signature is a typical protocol
in remote attestation protocol. The special feature of CL sig-
nature [14] is that it allows one to prove the knowledge of the
signature in zero knowledge. The first remote attestation pro-
tocol was proposed by Brickell et al. [15]. This protocol first
proposed a new scheme that the attestor achieves the platform
authentication for the verifier. Brickell et al. deployed TPM to
protect critical data and achieve important operations.

However, this protocol proposed by Brickell et al. is
based on RSA and it is not efficient enough. In 2008,
Brickell et al. [16] proposed a new scheme to reduce the
computational overhead, which is based on the bilinear map,
the decisional bilinear Diffie–Hellman assumption and the
computational Diffie–Hellman (CDH) problem. Although the
computational overhead is relatively low, it is still expen-
sive. Chen et al. proposed a new protocol [17] by adopting a
property-based attestation (PBA) to accomplish authentication.
It could measure the configuration message and collect the
integrity state of the attestor through TPM registers. However,
the overmuch computation for checking revocation adds extra
time. Feng and Qin proposed a new attestation protocol [18]
to reduce the length of signature and the overhead of checking
revocation, but computational overhead is still expensive.

Due to the characteristics of remote attestation protocol,
it has been widely used in many fields. Amelino et al.
proposed a remote anonymous activation protocol to pro-
tect the intellectual property (IP) license [19], and TPM is
adopted in the device to protect IP, and the validity period
of the IP can be increased or decreased through the hash
chain. Yang et al. [20] proposed a scheme based on remote
attestation to achieve authentication for the vehicles across
different trusted domains. After the session key agreement
between the participants of different domains is realized, the
mutual authentication is realized by remote attestation based
on proxy signature. It makes remote attestation suitable for
different network scenarios. Yang et al. built the trusted cloud
computing platform for tenants [21], and remote attestation
could protect key operations, such as hash verification and
trusted chain measurement. Zhao et al. developed the attribute
certificate scheme [13] for achieving secure data sharing of
smart meters by combining ring signature, and remote attes-
tation could hide the platform configuration and achieve the
trusted detection. Chen et al. achieved mutual authentication
in network-connected unmanned aerial vehicles [22], and it
reduced the computational workload of TPM and Host.

B. Message Authentication

In order to achieve secure communication between multiple
devices, some protocols based on public key infrastructure
(PKI) have been proposed. Wang [23] proposed a scheme
based on group signature and secret sharing to achieve
authentication for Internet of Things end devices. In order
to avoid the attacker obtaining data by unauthorized way,
Zeng et al. [24] proposed the dual authentication protocol for
CAV and roadside units. Liu et al. [25] proposed a distributed
proxy-based authentication scheme, which uses distributed
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TABLE I
PROS AND CONS OF VARIOUS SCHEMES

computing to achieve message authentication for a large num-
ber of vehicles. In order to realize message authentication of
fast moving vehicles, Cui et al. [26] proposed a reliable and
efficient content-sharing scheme based on batch authentica-
tion. In order to realize collaborative data sharing of multiple
vehicles, Cui et al. [27] proposed a secure and efficient data-
sharing scheme based on edge computing and agent vehicles,
and this scheme was based on binary search, which could
find false information efficiently. These PKI-based schemes
can achieve message authentication to ensure secure transmis-
sion. However, there is an obvious flaw that these schemes are
not efficient for real-time communications.

Message authentication code (MAC) is a solution to achieve
fast message authentication. Messages are transmitted over
a public channel. Thus, HMAC could provide a method to
check the message integrity and it could be used for achiev-
ing message authentication in many fields. In [28], HMAC was
used to ensure vehicle secure communication, and HMAC is
used to reduce pairing operations. Ashritha and Sridhar [29]
used HMAC in combination with pseudo-id and timestamp
to achieve efficient authentication between RSU and vehi-
cles. Jiang et al. [6] replaced the certificate revocation list
by computing HMAC to achieve efficient authentication for
the vehicle and RSU. Khemissa and Tandjaoui [30] adopted
HMAC, random numbers, and exclusive-or operations to check
the message integrity after the session key agreement phase.
Halabi et al. [31] proposed a lightweight protocol for sen-
sor nodes by the hash operation and HMAC, and HMAC was
used for achieving lightweight authentication for WSN [32].
Chim et al. [33] achieved the authentication process through
HMAC and pseudo-id for the smart grid. Mahmood et al. [34]
proposed a scheme based on Diffie–Hellman key agreement,
in which HMAC was used to ensure the message integrity of
the smart grid.

Some of the pros and cons for some message authentication
and DAA scheme are listed in Table I.

III. PRELIMINARIES AND BACKGROUND

In this section, we introduce the preliminaries of the
proposed scheme, and we describe the system model in detail.
Then, the security requirements are proposed.

A. Preliminaries

1) Bilinear Maps: Let G1 and GT be cyclic groups of prime
order q, and g1 and gT are generators of G1 and GT . Let
e : G1 ∗ G1 = GT be an efficient map to satisfy the following
property.

1) Bilinearity: For all g1, g2 ∈ G1, and a, b ∈ Zq, there
exist e(ga

1, gb
2) = e(g1, g2)

ab.

2) Nondegeneracy: It is not a trivial map. There exists g1,
g2 ∈ G that e(g1, g2) �= 1.

3) Computability: There is an efficient algorithm to com-
pute e(g1, g2).

Definition 1: Given the three tuple (x, xP, yP), where P is
a generator of G, and x and y are random numbers from Z∗

q ,
Q = xP. It has been proved that calculating xyP from Q is
difficult.

Definition 2: Assuming that the algorithm A solves the CDH
problem in group G within polynomial time, the probability
of success is defined as

SuccCDH
A,G = Pr

[
A(P, xP) = x : x ∈ Z∗

q

]
≥ ε.

Then, algorithm A solves the CDH hypothesis is negligible in
any polynomial time.

2) Property-Based Attestation: Remote attestation is a tech-
nique to solve the measurement and verify whether others are
credible, and is one of the keys to trusted computing. The
remote attestation technology could allow one entity called the
verifier to verify another entity called the attestor. The verifier
sends a challenge to the attestor. Then, the attestor receives this
challenge and invokes TPM to generate attestation response,
and sends the result to the verifier for verification. Then, the
verifier checks the response, and this process succeeds if this
response matches the desired result.

PBA is a kind of hardware-based remote attestation that
achieves attestation through the collected property. These reg-
isters PCR of TPM could collect the configuration property
message during the boot process. The value could extend
through the hash chain PCRi+1 = H(PCRi||input), and the
whole property message of the boot process could be repre-
sented as cs = (PCR0, PCR1, . . . , PCRn) [15]. CL signature
is the basis of the PBA scheme. The main process of CL sig-
nature includes system initialization, signature generation, and
signature verification. The CL signature scheme is generated
as follows [14].

1) The issuer chooses x, y, z ∈ Zq, and computes X =
gx, Y = gy, and Z = gz. Let G1 and GT be cyclic groups
of prime order q, and g1 and gT be generators of G1 and
GT , and let e:G1 ∗G1 = GT . Set secret key sk = (x, y, z)
and public key pk = (G, GT , g, gT , X, Y, Z).

2) During the signature phase, the attestor inputs (m, r),
along with pk and sk, it chooses a ∈ G, and computes
A = az, b = ay, B = Ay, c = ax+mxyAxyr, and the output
signature as σ = (a, A, b, B, c).

3) During the verification phase, the verifier gets σ =
(a, A, b, B, c), pk and (m, r), the verifier just verifies
whether these equations e(a, Z) = e(g, A), (a, Y) =
e(g, B), e(A, Y ) = e(g, B), e(X, a)·e(X, b)m ·e(X, B)r =
e(g, c) are satisfied or not.
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Fig. 2. Framework of the proposed scheme.

CL signature is based on the CDH hard problem, and the
CDH problem is shown as follows. Assuming that G is a cyclic
group with generator g, choose x, y ∈ Zq, and compute gx and
gy. Given g, gx, and gy, no efficient adversary in the polyno-
mial time can output gxy. Thus, the CDH problem is considered
to be difficult.

3) Keyed-Hash Message Authentication Code: HMAC is
a specific type of MAC that could be used for verifying the
integrity and authenticity of a message. HMAC contains hash
function and secret encryption key. If participants A and B
need to establish a secure communication, first A and B need
to negotiate a secure session key. A sends a message and
HMAC, and the receiver B can use the key and message
to calculate a new HMAC and compare it with the received
HMAC.

B. System Model

In some schemes, such as Baidu’s Apollo, generated data
can be processed on the vehicle. In the proposed scheme, all
work is also done in CAVs. This mechanism could process
data and provide real-time services while avoiding the dis-
closure of sensitive information. Fig. 2 illustrates the system
model of this scheme. The entities include TA, module i,
and VCU. The module i represents the sensors and actuators
inside the vehicle, such as LiDAR and RADAR. The module
t could process raw data and VCU could make real-time deci-
sion. Therefore, the module i and VCU are equipped with the
TPM to protect critical operations. The module with TPM can
achieve attestation, so as to verify the trust of the device. TPM
is responsible for collecting configuration property message
through registers. The key operations are completed by the
TPM, and the nondata-sensitive operations with large overhead
are implemented by the module. The TPMt only communicates
to module t. The communication security between TPMt and
module t is guaranteed by a physical method.

TA: TA is a widely reliable and secure entity, and TA
has computational and storage capabilities [35]. TA is fully
trusted in our assumption and responsible for generating the
system parameters. In the proposed scheme, the TA can gen-
erate a certificate for every module. Every module could
achieve authentication with each other based on the certificate.
Furthermore, TA is the only entity that could reveal the identity
and the corresponding certificate for every module. When one

module is compromised, the TA could track that module and
report it to the user.

Modules: Modules represent the sensor modules and vehi-
cle actuators. In CAVs, the sensors can collect real-time
road condition information and information around the vehi-
cle. The sensor modules include the smart camera, LiDAR,
RADAR, and GPS. The vehicle actuators are able to accept
real-time commands and respond positively. Actuators include
accelerator, brake, and steering wheel.

VCU: VCU represents the heterogeneous onboard vehicle
computing/communication unit. During the certificate request
phase, VCU is responsible for transmitting data between the
TA and module i. During the phase of generating real-time
data, the VCU is responsible for processing the data received
by the sensor module and making optimal decisions. It sends
a core command to vehicle actuators. If the module i is
compromised, the VCU could report to the TA.

C. Assumptions

Like other authentication schemes in the literature, the
proposed scheme is based on the following assumptions.

1) The trusted authority is assumed to be secure and fully
trusted. Assume that there is a physical binding between
the TPM and the module. The TPM is physical security
and that the TPM will be damaged if a violent attack
occurs. In the proposed scheme, it is assumed that the
communication between TPM and module is secure and
reliable.

2) Unlike TPM, vehicle internal modules are more suscep-
tible to interference and attack. For example, there are
attacks against sensor modules. It is assumed that these
modules are in the range of receiving messages and can
all receive messages. This scheme does not consider
silent modules, in which case VCU can notify the user
to implement replacement.

3) The proposed scheme only considers verifying the trust
and protecting critical data of the internal modules. The
SGX in the experiment could protect critical data and
perform critical operations by creating enclaves. The
scheme does not consider the other security issues, such
as control-flow hijacking attacks and time-of-use-time-
of-check attacks.

Since Denial-of-Service (DoS) attacks are almost impossi-
ble to resist completely, like other schemes [36], [37], the DoS
attacks are beyond our scope.

Also, without loss of generality, we assume that the TA
located in the control center has higher computing power, and
the VCU is responsible for data processing, and its computing
power is better than other modules (such as sensors).

D. Attack Model

The security of data transmission is the focus of the scheme,
but there are two kinds of attackers: 1) external attackers and
2) internal attackers. External attackers have more comput-
ing power, but they can only get information from messages
transmitted on the public channel. The internal attacker may be
a malicious module that can access confidential information,
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so they can also be extremely destructive. Attacks often
disrupt the normal process of data transmission and prevent
participants from receiving the correct data. Generally, the
attack types include adaptive-chosen-message attacks, selec-
tive attacks, and common attacks, such as impersonation
attacks, modification attacks, and replay attacks.

1) Impersonation Attacks: The attacker wants to pretend to
be a legitimate participant to deceive the verifier.

2) Modification Attacks: The attacker can modify the valid
message and send it to the receiver.

3) Replay Attacks: The attacker resends the previously
obtained legal signature to the receiver to pass
verification.

Definition 3: The proposed scheme includes three steps,
including setup, signature, and verification. In this section, we
define the steps for the scheme under the random oracle model.
These settings are defined as follows.

1) Setup(1k): Given a random system security parameter
k, TA will output public system parameter parameters
pkTA, and system user key skt, pkt.

2) Sign(IDi, ski, m): Given the parameters of the system,
the signer’s secret key ski, the identity IDi, and certifi-
cate of the signer, it will output the corresponding PBA
signature.

3) Verify(IDv, pki, m, σi): Given the parameters of the
system, the user’s public key, identity, signature σ i, and
message m. If σ i is a valid signature, then it outputs 1;
otherwise, outputs 0.

Definition 4: The authentication scheme is secure if the pos-
sibility of an adversary A breaking it can be ignored in any
polynomial time. Under adaptive-chosen-message attacks and
selective attacks, the signature algorithm is secure to prevent
forgery.

Game: According to the adversary’s ability, the security
model of the proposed scheme is defined through the game
between the adversary A and challenger B. The game between
the adversary A and challenger B is defined as follows.

Setup: Challenger B runs the setup step to obtain the system
parameters and system public key, and then sends them to A.

Query: The adversary A asks the following questions to
challenger B.

1) Hash Query: The adversary A requests a hash function,
challenger B returns the corresponding hash value, and
stores the hash value.

2) Attest Query: Adversary A requests the signature of
selected message m. Then, challenger B returns σ i

to A.
Output: When adversary A believes that the entire process

has been completed, A will return a valid signature. If so, the
signature will be accepted and the signature has not yet been
requested. After querying, adversary A is expected to win the
game.

E. Security Objectives

In order to achieve trusted and secure communication
between internal modules, the scheme needs to meet the
following security objectives.

Fig. 3. Interaction model of the proposed scheme.

1) Trust Measurement: Before sending and receiving the
data, the VCU and module i must ensure the reliability of
each other. The trust of the module is the basis of the internal
security communication of CAV.

2) Message Authentication: If the integrity of the message
is not guaranteed, an attacker can launch some attacks, such
as deleting, modifying, and replaying. Thus, when a module i
or the VCU receives one message, it must implement message
authentication.

3) Privacy Protection: If the attacker could get the config-
uration data of one module, it could guess the parameters of
this module based on the same type of module. In order to
protect the security of the module, it is necessary to realize
the privacy protection of the configuration.

4) Resistance to Ordinary Attacks: This scheme should be
able to withstand the typical attacks, such as impersonation,
modification, and replay to ensure the CAV’s internal secure
communication.

IV. PROPOSED SCHEME

We give a detailed description of the proposed scheme
in this section. This scheme consists of three parts. Fig. 3
demonstrates the interactive model of the entire protocol.

1) TA generates system parameters, and every TPM gener-
ates a private key and public key, respectively.

2) Then, module i and the VCU invoke TPMi and TPMv to
collect the configuration message, respectively. Module
i and the VCU send this message to the TA to request
the certificate through a secure manner like encryption.
Then, the TA issues a certificate for every module. After
receiving the certificate, module i and VCU verify and
send a blind certificate.

3) Module i and the VCU generate and verify the PBA
signature to achieve mutual authentication. After veri-
fication, module i and the VCU establish the session
key.

4) The module and the VCU could use the generated key
to generate the HMAC value for verifying message
integrity.

5) The module i is compromised, and TA and TPMi

could revocate the identity of the module. Table II lists
the notations in the proposed scheme. To simplify the
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TABLE II
NOTATIONS

description in Table II, we introduce the entity t to
represent the internal modules, including the VCU and
module i.

A. System Initialization

In this phase, the participants are the TA, module i (with
TPMi), and VCU (with TPMv). The TA chooses two secure
hash functions, h : {0, 1}∗ → {0, 1}l, H : {0, 1}∗ → {0, 1}l.
The TA chooses two groups G =< g >, GT =< gT > of
prime order q and a bilinear map e : G1 ∗G1 = GT . Then, the
TA chooses the random number x, y, z ∈ Zq and lets the secret
key be skTA = (x, y, z) , so that X, Y , and Z are computed as
X = gx, Y = gy, Z = gz . The TA publishes the public key
pkTA = (g, gT , G, GT , X, Y, Z) to all CAVs. TPMi and TPMv

generate their unique keys (ski, pki) and (skv, pkv) based on
attestation identity key (AIK). ski and skv could be protected
by TPMi and TPMv, respectively, and TPMi and TPMv publish
their pki and pkv, respectively.

B. Certificate Generation and Verification

1) Message Collection and Certificate Request: TPMi col-
lects its secret message configuration specification, denoted
by csi = (PCRi0, PCRi1, . . . , PCRin) [38] and sends csi to
module i. Similarly, TPMv collects the configuration message
csv = (PCRv0, PCRv1, . . . , PCRvn) and sends it to the VCU.
Module i gets csi, and then computes EncpkTA(IDi, csi||pki) and
sends it to TA to request the property certificate. The VCU gets
csv, and computes and sends EncpkTA(IDv, csv||pkv) to TA in
the same manner.

2) Verification and Certificate Generation: The TA could
get csi and csv by using skTA to decrypt EncpkTA(IDi, csi||pki)

and EncpkTA(IDv, csv||pkv). The TA has the evaluated property
ps [39], [40], so the TA evaluates the configuration information
based on ps. If csi or csv meet with ps, the TA issues the
property certificate for module i and the VCU.

TA generates the signature related to csi. First, TA
chooses the random number ai ∈ G, then computes
Ai = az

i , bi = ay
i , Bi = Ay

i , ci = ax+xycsi
i Axyps

i , and
sends the certificate σi = (ai, Ai, bi, Bi, ci) to module i.

Similarly, VCU gets the certificate σv = (av, Av, bv, Bv, cv)=
av, az

v, ay
v, Ay

v, ax+xycsv
v Axyps

v (av ∈ G). Thus, module i and VCU
get the certificate, respectively.

3) Certificate Verification: When the module i receives
certificate σi from the TA, module i first checks the valid-

ity of the certificate through computing e(a, Zi)
?= e(g, Ai),

e(X, ai)e(X, bi)
csie(X, Bi)

ps ?= e(g, c), e(A, Yi)
?= e(g, Bi). The

VCU verifies the certificate σv in the same way.
Then, module i and the VCU bind the certificate like [8].

TPMi first chooses the random number ri1 , ri2 ∈ Zq, com-
putes r−1

i1
, and sends r−1

i1
, ri2 to module i. Module i computes

a′
i = ari2 , b′

i = bri2 , A′
i = Ari2 , B′

i = Bri2 , c′
i = cri2r−1

i1 .
σ ′

i = (a′
i, A′

i, b′
i, B′

i, c′
i) as the final bind certificate for module

i. TPMv also chooses random number rv1, rv2 ∈ Zq, com-
putes r−1

v1
, and sends r−1

v1
, rv2 to the VCU. The VCU computes

a′
v = arv2 , b′

v = brv2 , A′
v = Arv2 , B′

v = Brv2 , c′
v = crv2r−1

v1 , and
σ ′

v = (a′
v, A′

v, b′
v, B′

v, c′
v) as the bind certificate for VCU.

C. Mutual Authentication and Session Key Establish

1) PBA Signature Generation: As shown in Fig. 4, for
mutual authentication, First VCU requests the PBA signa-
ture of module i. VCU invokes TPMv to choose two values
Nv, n ∈ Zq, and TPMv computes gn and then sends Nv, gn to
module i through VCU. After receiving this request, module
i invokes TPMi to collect the configuration property csi.

Step 1: Module i and VCU compute and output the PBA
signature. TPMi computes δi = Signski

(Nv, gn) and sends
signature δi to module i to generate PBA signature further.
Module i computes uix = e(X, a′

i), uixy = e(X, b′
i), uis =

e(g, c′
i), and uixyz = e(X, B′

i). These parameters uix , uixy , uixyz ,

and uis are a part of the PBA signature, and they could
be calculated while offline. Meanwhile, TPMi chooses ran-
dom number wi1 , wi2 ∈ Zq and sends to module i. Module i
computes Ti = u

wi2
is

(uix u
wi1
ixy ups

ixyz
)−1, and

cHi = H
(
σ ′

i, uix , uixy , uixyz , uis , Ti, Nv, gn). (1)

Module i computes si1 = wi1 − cHi ∗ csimodq and si2 =
wi2 − cHi ∗ ri1 modq. Meanwhile, TPMi generates two random
number Ni, m ∈ Zq, and TPMi computes gm and then sends
Ni, gm to VCU through module i. Finally, TPMi and module
i send PBA signature along with Ni, gm. Signature σPBAi is
represented as

σPBAi = (
σ ′

i, cHi , δi, si1, si2, Ti, Ni
)
. (2)

Step 2: When the VCU receives Ni, gm and σPBAi, it gen-
erates the PBA signature as follows. VCU first sends Ni, gm

to TPMv to compute δj = Signskv
(Ni, gm), and TPMv sends

δj to the VCU. Then, the VCU computes uvx = e(X, a′
v),

uvxy = e(X, b′
v) ,uvs = e(g, c′

v), and uvxyz = e(X, B′
v). The

VCU computes

cHv = H
(
σ ′

v, uvx , uvxy , uvxyz , uvs , Tv, Ni, gm)
. (3)

TPMv chooses random number wv1 , wv2 ∈ Zq and sends it to
the VCU. Then, the VCU computes sv1 = wv1 − cHv csvmodq
and sv2 = wv2 − cHv rv1modq, and VCU computes Tv =
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Fig. 4. PBA signature generation and verification phase.

u
wv2
vs (uvx u

wv1
vxy ups

vxyz)
−1. Finally, the VCU generates and sends the

PBA signature as

σPBAv = (
σ ′

v, cHv , δv, sv1, sv2, Tv, Nv
)
. (4)

2) PBA Signature Verification: When module i receives sig-
nature σPBAv, module i must verify the PBA signature to verify
the VCU, which then needs to complete the same verification
process.

First, module i uses public key pkv to verify δv by computing

Decpkv(δv)
?= Ni, gm. If it is satisfied, then continue, else reject

and abort.
Module i could verify σ ′

v = (a′
v, A′

v, b′
v, B′

v, c′
v) by

computing e(a′
v, Z)

?= e(g, A′
v), e(a′

v, Y)
?= e(g, b′

v), and

e(A′
v, Y)

?= e(g, B′
v).

Module i verifies the signature by these received data. It
could compute ûvx = e(X, a′

v)), ûvxy = e(X, b′
v), ûvs =

e(g, c′
v), ûvxyz = e(X, B′

v), and T̂v = usv2
vs u−sv1

vxy (uvx ups
vxyz)

cH v−1.

It computes

c′
Hv

= H
(
σ ′

v, ûvx , ûvxy, ûvxyz , ûvs , T̂v, Ni, gm)
. (5)

If (3) is equal to (5) is satisfied, it turns out that the PBA
signature of the VCU is verified by module i.

At the same time, the VCU verifies the PBA signature
of module i. First, the VCU verifies δi. The VCU uses pki

to decrypt δi and checks Decpki(δi)
?= Nv, gn. If it passes

verification, then continue, else reject and abort.
The VCU verifies σi = (ai, Ai, bi, Bi, ci) in the same man-

ner. It could verify e(a′
i, Z)

?= e(g, A′
i), e(a′

i, Y)
?= e(g, b′

i), and
e(A′

i, Y) = e(g, B′
i).

The VCU verifies the PBA signature from module i in
the same manner. It could compute through ûix = e(X, a′

i),
ûixy = e(X, b′

i), ûis = e(g, c′
i), ûixyz = e(X, B′

i), and
T̂i = usi2

is
u−si1

ixy
(uix ups

ixyz
)cH i−1. The VCU computes

c′
Hi

= H
(
σ ′

i, ûix , ûixy , ûixyz , ûis , T̂i, Nv, gn). (6)
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Fig. 5. Backward hash chain to generate the key.

Then, the VCU checks whether (1) is equal to (6), if the
equation does not hold, reject and abort.

After verifying the PBA signature, module i and the VCU
achieve mutual authentication. Though the computation over-
head is relatively high, these phases A–F could be triggered
periodically as the CAV launches.

3) Session Key Establish: Through the Diffie–Hellman key
exchange protocol, TPMi receives gn and has m, so it could
compute kvi = (gn)m. TPMv receives gm and has n, and it
computes kvi = (gm)n. Thus, the root key is established after
the mutual authentication phase. The sets of session keys are
different for these modules.

The root key kvi = gmn can be done by TPMi and TPMv. As
shown in Fig. 5, we could adopt the root key kvi to generate
a set of keys by using backward hash chain. It could generate
d keys by computing ki+1 = h(ki) and k1 = h(kvi).

D. Message Authentication

We adopt the HMAC to verify the message between mod-
ule i and the VCU, when module i sends the message
m1, m2, . . . , md, and TPMi can send kd, kd−1, . . . , k1 to mod-
ule i. Then, module i computes HMACkn+1−i(mi)i ∈ (1, d) and
sends mi, HMACkn+1−i(mi) to the VCU. Note that the i is the
index of the message. TPMv could generate k̂n+1−i through the
index i. Then, the VCU receives mi from module i and gets
k̂n+1−i from TPMv. VCU attends to compute HMAĈkn+1−i

(mi).
The VCU could verify the message by computing

HMACkn+1−i(mi)
?= HMAĈkn+1−i

(mi).

E. Efficient Revocation

When the VCU finds out module i is sending error mes-
sage beyond its expectations, the VCU saves the record
locally. When the record reaches a threshold, the VCU sends
EncpkTA(IDv, m) to the TA. TA supports the compromised
module check and reporting, which could make the user know
the compromised module and take the next action, such as
replacing the compromised module or repairing it. m means
the report message. Then, the TA verifies the message and
finds the certificate of module i. Finally, the TA sends a revo-
cation command to TPMi to delete the configuration message
csi and certificate (ai, Ai, bi, Bi, ci). Since every PBA signature
must include one unique blind certificate, one module cannot
generate the PBA signature without TPM. The TA notifies
TPMi that module i is compromised. The compromised mod-
ule may ignore the revocation command, so the TA sends the
message regularly to TPMi to ensure that the TPM can receive
real-time commands and respond accordingly, which is called
the “heartbeat mechanism” [8], [41]. The message is either
revocation notice or a timestamp message.

Note that before the key ki is exhausted, the hash chain
could be extended synchronously by the typical algorithm
between TPMi and TPMv.

V. SECURITY ANALYSIS

In this section, we achieve the formal security proof for the
PBA signature in the random oracle model. Then, based on the
security requirements proposed above, we analyze the security
of message authentication in detail.

A. Formal Security Proof

The proposed scheme provides the unforgeability of
the PBA signature during the mutual attestation phase
under the random oracle model. In this section, we demon-
strate that the proposed scheme could resist the adaptive
chosen message attack. If adversary A can forge the PBA
signature with a nonnegligible probability, there exists an algo-
rithm B that could solve a mathematically difficult problem
with nonnegligible probability. During the mutual attestation
phase, the PBA signature about the VCU is similar to the PBA
signature about module i; thus, below we just discuss the PBA
signature of module i.

Theorem 1: In the random oracle model, the adversary A
with probabilistic polynomial time executes the game. It wins
the game with a probability that cannot be ignored in the corre-
sponding polynomial time. The simulator may solve the CDH
problem in the polynomial time.

Within the polynomial time t, A could execute at most qh

Hash queries and qI Issue queries. l is the length of hash
values.

Proof: If the adversary A can forge the property attesta-
tion signature, then there is a algorithm B that could utilize
A to solve the CDH problem or the discrete logarithm hard
problem. The simulator builds some lists to control the con-
stant with oracle queries. Lhi means the hash oracle O to
generate cHi . LI i stores the record of the issued certificate
(csi, ps, crei, s), and crei = (ai, Ai, bi, Bi, ci). If csi is revoked,
it lets s = 0, otherwise, let s = 1. Ls stores the record of gen-
erating the PBA signature during the attestation phase. The
record is (Nv, crei, σi, c), and c = 1 means that module i or
the VCU is controlled by adversary A.

Hash Oracle: If there exist (m, h) ∈ Lh, the simulator S
returns h. Otherwise, the simulator S chooses a random
number h, and adds (m, h) into the list and returns h.

Attest Oracle: Suppose that adversary A gets the configu-
ration message csi .The simulator S acts as the TA, and then
simulator S evaluates the csi based on ps and queries the ora-
cle O in this phase, getting the certificate about csi. Then, it
adds (csi, ps, crei, 0) in the record LI . Let Nv, gn be the ran-
dom number controlled by adversary A, and the simulator S
chooses Ni, gm . The adversary chooses (Nv, gm, csi, ps, crei)

and requests the prover (simulator S) to attest. S queries
(csi, ps, crei, 0/1) in the list LI , and computes the PBA
signature on csi. There are two cases in our assumption.

Case 1: The TPM is security and the module i is an honest
participant and acts as expected. The simulator S computes
the signature according to the above protocol.
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1) The adversary challenges the simulator S with random
number Nv, gn, and the simulator S receives this mes-
sage and invokes TPM to generate signature. TPM
computes σi = ski(Nv, gn). The simulator S gets the
signature, and sends (Nv, gn, σi) to module i.

2) The simulator S chooses random number r′, c′, s1, s2 ∈
Zq, and computes a = ar′

, b = br′
, A = Ar′

,

and B = Br′
.

3) The simulator S computes ux = e(X, a′), uxy = e(X, b′),
us = e(g, c′), and uxyz = e(X, B′).

4) The simulator S chooses random cH ∈ {0, 1}LH , and
queries whether cH exists in the LH or not. If exist, then
continue.

5) The simulator S computes T = us2
s u−s1

xy (uxups
xyz)

cH−1.
6) Set w = a′, A′, b′, B′, c′, ux, uxy, uxyz, us, Nv. The simu-

lator S queries (cHi, w). If it exists in the list, then go
to the first step, otherwise, add (cHi, w) to the list LH .

7) The simulator S outputs the PBA signature as σPBAi =
(σ i, cHi, δi, s1, s2, Nv) .

8) The simulator S adds (Nv, gn, crei, σPBAi , 0) into list Ls.
Case 2: The TPM is physically secure, but the prover (mod-

ule i) is controlled by adversary. S simulates the attestation
process in this case. If the attestation is completed, it means
that the S generates the correct signature, otherwise, adversary
A forges the property attestation signature.

The protocol outputs the PBA signature represented as
σPBAi = (σi, cHi, δi, s1, s2, Nv) in the attestation phase, and
PBA signature is indistinguishable between the simulation and
real case. If adversary A forges the PBA signature success-
fully with a nonnegligible probability ε, then we can construct
another algorithm B by using adversary A to solve the discrete
logarithm hard problem as

PrA−DLP ≥ ε

2
(7)

or solve the CDH problem as

PrA−CDH ≥ ε

2
. (8)

If the adversary could forge the PBA signature on (csi, ps),
the simulator chooses random z ∈ Zq, and computes
Z = gz. Algorithm B constructs the system parameter
pk = (q, G, GT , g, gT , e, X, Y, Z), sk = (x, y, z) like the CDH
problem. Suppose that adversary A queries the attest oracle O
q times. (csj, psj)(j = 1, 2, . . . , q) are not queried before, thus
(csj, psj) �= (cs, ps). There are two cases.

1) For any (csj, psj), (j ∈ (1, p)), there exists some j for
csj, psj, j ∈ (1, p) that satisfy

Pr
[
cs + ps ∗ z = csj + psj ∗ z

] ≥ ε

2
. (9)

That is to say, algorithm B can get z by z = (csj −
cs)/(ps − psj). That means, algorithm B could solve the
discrete logarithm problem.

2) For any (csj, psj), (j ∈ (1, p)), there exists some j for
csj, psj, j ∈ (1, p) that satisfy

Pr
[
cs + ps ∗ z �= csj + psj ∗ z

] ≥ ε

2
. (10)

The simulator S acts as the verifier to get the PBA
signature from adversary A. Since the signature does not
belong to the attestation list LS, the simulator S has to
invoke the attest oracle to generate new cHi, and the simula-
tor S could choose the same value (σi, Ci, T, a′, A′, b′, B′, c′)
with different (cHi, s1, s2) and (c′

Hi, s′
1, s′

2). Thus, the signature
can be defined as follows: (δi, T, a′, A′, b′, B′, c′, cHi1, s1, s2)

(δi, T, a′, A′, b′, B′, c′, c′
Hi1

, s′
1, s′

2).
Let a′ = gα , b′ = gβ , c′ = gγ , α, β, γ ∈ Z∗

q , and cHi1 �=
c′

Hi1,si �= s′
i in the two signature. Let �cHi = cHi1 − c′

Hi1,
�s1 = s1 − s′

1, and �s2 = s2 − s′
2. Since the signature is gen-

erated by adversary A, the simulator acts as the verifier could
get T1 = us2

s
u−s1

xy
(uxups

xyz)
cHi1−1, T2 = us′2

s
u−s′1

xy
(uxups

xyz)
c′

Hi1−1,
and two signature both pass verification. The verifier attempts
to get the csi through the following method.

Let T1 = T2, which means u�s2
s = u−�s1

xy (uxups
xyz)

�cHi . Since
cHi �= 0, we can let st1 = �s1/�cHi, st2 = �s2/�cHi. Then,
we can get ust2

s = uxust1
xy ups

xyz, and then the simulator (act as
verifier) could get csi = st1 from the equation uxust1

xy ups
xyz = ur

s.
Let m = st1+ps∗zmodq, and set the (st1, ps) queries the attest
oracle. These parameters must satisfy the equations e(a′, Y) =
e(g, b′), ust2

s = uxust1
xy ups

xyz. Combined with the above equations,
we can get

e
(
g, c′)st2 = e

(
X, a′)e

(
X, b′)st1 e

(
X, B′)ps

. (11)

That means: 1) these equations are true e(a′, Y) = e(g, b′),
e(gα, gy) = e(g, gβ), gαy

T = gβ
T , based on αy = β mod p and

2) by simple calculation, the equation is satisfied

e
(
X, B′) = e

(
X, A′y) = e

(
X, a′yz) = e

(
X.b′)z

. (12)

By combining (1) and (2), we can know γ st2 = (xα+xβm),
γ st2 = (xα + xαym).

Then, we can review the whole phase and analyze the possi-
bility that adversary A solves the CDH problem. The algorithm
B outputs a′ = gα , b′ = gβ , c′ = gγ . Let a = a′, b = b′,
c = c′st2, which shows a = gα , b = gβ = gαy = ay,
c = c′st2 = gγ st2 = gα(x+xym) = ax+xym. The adversary A wins
the game when the following events happen simultaneously.

1) Event E1: The collision happened on two hash functions
H and h. The maximum probability is Pr[E1] = [(q2

h +
q2

H)/(2l+1)].
2) Event E2: The collision happened on issue queries. The

maximum probability is Pr[E2] = (q2
I /2q).

If these two event happened, A will win the game and the
advantage of adversary is Adv(A). We obtain

Adv(A) = Pr[E1] + Pr[E2] = q2
h + q2

H

2l+1
+ q2

I

2q
. (13)

As a result, if adversary A could calculates xyP in a polyno-
mial time with the advantage of [(q2

h+q2
H)/(2l+1)]+[(q2

I )/2q],
it would solve the CDH problem, which satisfies Theorem 1.
However, it is difficult to solve the CDH problem within
a short time. Therefore, the proposed scheme could against
the adaptive chosen message attack under the random oracle
model.
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B. Security Analysis

1) Trust Measurement: After getting the corresponding cer-
tificate from the TA, module i and VCU send the request to
get PBA signature. The VCU first verifies the signature σPBAi
including δi, cHi, and σ ′

i . In the same manner, module i vali-
dates the VCU by verifying whether δv, cHv, and σ ′

v in σPBAv
are efficient. The TPMi cannot be compromised; thus, even if
the module i is compromised, the attacker cannot impersonate
as module i.

2) Message Authentication: As mentioned earlier, the key
is stored in the TPM and the key can be updated. The diffi-
culty of guessing the key value is based on the CDH problem.
Therefore, the recipient can use HMAC to verify the integrity
of the received message.

3) Privacy Protection: The configuration message cst is
different for every module, but only TPMt gets cst at the
beginning. Then, cst satisfies the property of TPM, and cst is
securely sent to the module. In the entire authentication pro-
cess, cst is only sent to the TA after encryption. That is to say,
the module is attacked before the system setup, and the TPM
cannot work successfully and will not generate cst. During the
transmission after encryption, the security of cst is ensured by
the encryption algorithm. At the last phase of attestation, cst

is included in σPBA. If one attacker could get cst successfully,
it must solve the discrete logarithm hard problem.

4) Resistance to Ordinary Attacks: This scheme could
resist the following common attacks.

Impersonation Attacks: An attacker who wants to imper-
sonate a legitimate module needs to successfully deceive the
verifier, that is, to produce its unique PBA signature. The cer-
tificate and the PBA signature are associated with a unique cst.
Even if the adversary gets the certificate, it does not acquire
the secret value cst, nor does it succeed in generating the cor-
rect PBA signature. So it cannot successfully pass the verifier’s
authentication.

Modification Attacks: In this scheme, every message m is
sent with HMACk(m). If the attacker tries to modify the mes-
sage, the attacker must modify the HMAC value at the same
time. However, the key ki is different every time; thus, the
message authentication with HMAC can resist the modification
attack.

Replay Attacks: The VCU and module i check the received
message m, HMACk(m) every time. In most instances, the
message is different each time, but mk and mi+1 are sometimes
the same. At this time, the receiver compares HMACk(m).
Since k and k + 1 are different, the two values of HMAC are
also different even though m and m + 1 are the same. If the
computed value and received value are equal, the message is
dropped.

Some security comparison has been shown in Table III, only
the scheme could achieve more target when compared with the
related scheme [6]–[8].

VI. PERFORMANCE EVALUATION

In this section, the computation and communication over-
head of different schemes are compared in detail. Among
them, the computation cost of different schemes has been

TABLE III
SECURITY COMPARISON

compared. The large integer operation is based on GMP library
version 6.1.2, and the pairing calculation is based on PBC
library version 0.5.14. The operating system is Ubuntu 16.04,
and CPU is Intel Core i7-6700 4 GHz, and the memory is
16 GB. As mentioned earlier, we use SGX as the implemen-
tation of TPM [20]. More precisely, the graphene-SGX shown
in [42] and [43] is used to build a trusted environment.

Table IV shows the computation overhead comparison of
different schemes, where the basic operation execution time is
shown in Table V. As mentioned earlier, G1 and Gt are 128
bytes, and the message and timestamp lengths are 20 and 4
bytes, respectively. The experiment uses an A-type curve, and
it could achieve an 80-bit security level.

In similar scenarios, there are some schemes for mes-
sage authentication in VANETs. We compare the computa-
tional overhead of achieving the same function in related
schemes [6]–[8]. The functions of the scheme include mes-
sage authentication, batch authentication, and key update.
Jiang et al.’s scheme [6] adopted bilinear pairing cryptoop-
erations, and the vehicle sends the message PIDi,j, Mi, tti, Yi,j

that requires 3×128+20×2+4 = 428 bytes. For n messages,
it could cost 428n bytes. Zhang et al.’s scheme [7] sent a mes-
sage Mi, IDi, Ti, σ i that will cost 84 bytes, and it will cost 84n
bytes to send n messages. Desmoulins et al.’s scheme [8] sent
the signature message that will cost 2 × 128 = 256 bytes,
and it will cost 256n bytes to send n messages. The proposed
scheme sends the PBA signature and HMAC, which will
cost 128 × 2 + 20 × 3 = 316 bytes to send the signature
σ ′

i, chi, si1, si2. It costs 20×2n = 40n bytes to send n messages
as mi, HMACkn+1−i(mi).

To achieve batch authentication, for n messages,
Jiang et al.’s scheme [6] will cost 2Tbp.m+3Tbp+nTe.a+nTh =
0.0276n + 16.051 ms. Zhang et al.’s scheme [7] will cost
(n+2)Te.m +nTe.sm +nTe.a + (2n)Th = 0.4578n+0.884 ms to
achieve batch authentication. Desmoulins et al.’s scheme [8]
will cost nTe.m +nTe.sm +nTe.a = 0.4144n ms. In the proposed
scheme, it will cost 3Tbp + nTh = 0.013n + 8.422 ms to
achieve message authentication for n messages. In order
to achieve key update, Jiang et al.’s scheme [6] will cost
Te.m = 1.7090 ms. Zhang et al.’s scheme [7] will cost
Te.m = 0.4420 ms to achieve the key update. The proposed
scheme will run a hash operation Th, which will cost
0.0138 ms.

The results of the experiment show the associated compu-
tational overhead. Fig. 6 shows the computational overhead
of the certificate generation and mutual authentication. The
certificate generation phase costs 4.945 ms, and the certifi-
cate verification costs 6.736 ms. The PBA signature includes
δi generated in the SGX environment, and it costs 3.314 ms.
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TABLE IV
COMPARISON OF THE AUTHENTICATION SCHEMES

TABLE V
EXECUTION TIME OF BASIC CRYPTOGRAPHIC OPERATIONS

Fig. 6. Computational overhead of certificate generation and mutual
authentication.

Note that although the computational overhead increases by
1 ms compared with operation in the normal environment, the
SGX guarantees higher security. It costs 11.152 ms for module
i to generate the PBA signature. It costs 6.840 ms to verify
the PBA signature and generate the session key.

The generation and verification of signatures are necessary
in the remote attestation. It would take milliseconds, but it is
essential to ensure trust of the modules. All the processes of
remote attestation can be implemented periodically, such as
when the vehicle starts, this overhead is acceptable.

The related experiment shows the computational overhead
of generating and verifying the HMAC with different mes-
sage lengths (1 KB to 2 MB). The experiment is based on the
HMAC-SHA256 algorithm. As shown in Fig. 7, the message
length is 1 KB, generating HMAC and verifying the message
cost of 30 and 49 μs, respectively. The message length is
2 MB, generating HMAC and verifying the message cost of
2050 and 2119 μs, respectively. Note that the key is generated
by TPM in the proposed scheme. It could protect key genera-
tion in the SGX environment. It takes 90 μs to generate a key
in the SGX environment.

Fig. 8 shows the computational overhead of massive mes-
sage authentication. In the massive authentication process, the
proposed scheme has a lower computational cost. Through the

Fig. 7. Computational overhead of HMAC generation and verification.

Fig. 8. Overhead of massive message authentication.

above comparison, the proposed scheme is superior to other
schemes for massive message authentication. Since data are
being generated all the time, achieving fast message authenti-
cation is a crucial requirement for secure CAV communication.
The result shows that the proposed scheme can meet the
security and efficiency of CAVs.

VII. CONCLUSION

CAVs can realize automatic driving without human inter-
vention, and its decision is based on real-time data provided by
internal modules. Therefore, the secure transmission of real-
time data between internal modules is particularly important.
Data are generated by these modules, and untrusted modules
may generate misleading data, which are fatal to CAVs. Hence,
the module trust is a prerequisite for data trust. This article
presents a reliable and secure communication scheme based
on remote attestation technology. Security analysis indicates
that the scheme can satisfy the security requirements, such as
message authentication, integrity, and revocation. Based on the
CDH problem, the scheme is proved to be forgery resistant in
the random oracle model.

The experimental environment is based on graphene-SGX,
and the experimental results demonstrate that the scheme
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balances usability and security. Therefore, this scheme can
realize the secure communication of CAV internal modules
and meet the practical requirements.
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