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Efficient Fine-Grained Data Sharing based on
Proxy Re-encryptionin lloT

Qingyang Zhang, Yujie Fu, Jie Cui, Debiao He, Hong Zhong

Abstract—With the development of the industrial Internet of Things (lloT), the amount of data generated by industrial manufacturing
equipment will increase. To reduce the cost of data management while achieving secure data sharing, data owners generally upload
the resulting ciphertexts to a cloud server after encrypting their data. Attribute-based encryption (ABE) is a valuable technology that
implements fine-grained access control over shared information; however, its computational complexity is not suitable for resource-
constrained lloT devices, making it difficult to apply directly to an lloT environment. To address this problem, we design a fine-grained
data sharing scheme based on proxy re-encryption in IloT. In the proposed scheme, data files are encrypted through an identity-based
encryption and a data owner can authorize a semi-trusted proxy server to transform the ciphertext into an ABE ciphertext. This realizes
fine-grained access control and decreases a data owner's computational cost in data sharing. In addition, the computational burden
is outsourced to a cloud server, and users only need to perform simple computing operations. A formal security proof indicates the
proposed scheme’s selective chosen-plaintext attack security. Theoretical and experimental analyses illustrate that our construction is

more efficient than previous schemes.

Index Terms—Industrial internet of things, data sharing, attribute-based encryption, proxy re-encryption, access control

1 INTRODUCTION

ITH the rapid progress of wireless communication
Wtechnology, the Internet of Things (IoT) [1] has be-
come a promising paradigm that significantly promotes
the connection between the Internet and various physical
objects in the real world. In the last few years, IoT has
been employed in various fields, particularly in the indus-
trial field. Industrial IoT (IIoT) [2], [3] upgrades traditional
industries to intelligent industries, which improves manu-
facturing efficiency and reduces production costs. The IloT
needs real-time online processing to improve the efficiency
and cost-effectiveness of industrial production. Therefore,
encryption and other confidential transmissions should be
lightweight [4]. However, with a substantial increase in IIoT
data, the processing and sharing of massive amounts of
real-time data have become the main challenge [5]. Cloud
computing [6], [7] is leveraged to handle large amounts
of IIoT data. However, the cloud server is “honest-but-
curious”, which means it performs its tasks honestly but
does not ensure the privacy of user data. In this case, to
achieve secure data sharing, data owners generally adopt
an encryption mechanism [8] to upload encrypted data to
a cloud server. As a novel cryptographic solution, attribute-
based encryption (ABE) [9] is usually used to realize one-to-
many data sharing mode and implement fine-grained access
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control for encrypted data [10], [11], [12]. Fig. 1 shows the
access control model of ABE in the IIoT. IloT devices are
deployed by the data owner to collect real-time data, which
is encrypted based on ABE with the specific access policy.
And, the generated ciphertext can be decrypted if the data
consumer’s attributes match the access policy.
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Fig. 1: Access Control Model of ABE in the IloT

However, ABE has a high computational cost for en-
cryption and decryption, especially for typical IIoT devices,
which have resource-constrained in terms of computing
and storage capacity. Taking time consumption on essential
cryptographic pairing operation for ABE as an example, it
is almost 600 ms under 128-bit security level on Raspberry
Pi 3b with 1.2GHz ARM Cortex-A53 CPU, while an IIoT
device is typical without such a powerful CPU. In addition,
the number of pairing operations for ABE encryption and
decryption increases linearly with the number of attributes.
Thus the high overhead of ABE fundamentally hinders the
wide deployment in the IIoT [13].
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To solve the problem of high ABE encryption cost, Ho-
henberger and Waters [14] applied an online/offline tech-
nology to ABE. Some complex encryption computations are
executed during the offline stage, and only a small number
of computations are required in the online stage, which
improves the efficiency of the encryption stage. To address
the problem of the high cost of ABE decryption computa-
tion, some ABE schemes [15], [16], [17] with outsourcing
decryption support have been proposed. This technology
provides a mechanism for re-encrypting a complex ABE
ciphertext into a simple ElGamal ciphertext, which reduces
the computational cost of user decryption. However, the
major drawback of aforementioned method is that access
policy cannot be changed; that is, the storage service or data
owner must decrypt and then encrypt data with new access
policy for new shared users.

Proxy re-encryption (PRE) [18], [19], [20] is a potential so-
lution to the above case. In PRE, a semi-trusted proxy server,
usually the storage server in ABE schemes, is authorized to
transform an encrypted message under one public key to
another without exposing the underlying original data. By
combining PRE and identity-based encryption (IBE), Zhang
et al. [21] proposed an identity-based PRE (IBPRE) scheme
to realize data sharing in the IIoT, but this scheme can not
realize efficient data sharing. If the data owner needs to
share data with multiple data consumers, he needs to per-
form multiple ciphertext transformations. Attribute-based
PRE (ABPRE) [22], [23], [24] was proposed by combining
the notions of PRE and ABE, which can achieve one-to-
many data sharing mode. In ABPRE, the data owner can
allow a proxy server to transform an encrypted message
created by original access policy into an encrypted message
generated by new access policy, thereby allowing access
policy changes and realizing flexible data sharing. Yu et
al. [25] designed an ABPRE scheme to realize data sharing
in the IIoT. However, these schemes have some efficiency
problems, and users must suffer from high computation
cost. He et al. [26] proposed a PRE scheme that transforms
IBE encrypted ciphertext to ABE encrypted ciphertext, re-
ducing the encryption computational overhead of the data
owner. However, during the re-encryption key generation,
their scheme requires the data owner to communicate with
the data consumer, and can not realize non-interactive trans-
formation. Besides, the data owner needs to bear complex
computational overhead to generate a re-encryption key.

Considering these existing problems, the development
of a flexible data sharing scheme in the IloT that supports
fine-grained access control of ciphertext data while reducing
users’ computational cost is challenging.

1.1 Related Work

In this part, we first introduce the application of ABE in data
sharing and analyze the problems that may be encountered
in its application in the IIoT environment. Second, we intro-
duce the application of PRE technology in data sharing.
ABE-based data sharing. ABE can achieve a one-to-
many data sharing pattern, while allowing a fine-grained
access control for shared data. Sahai et al. [9] first proposed
the notion of ABE, and Goyal et al. [27] divided ABE into
key-policy ABE (KP-ABE) [27] and ciphertext-policy ABE

2

(CP-ABE) [28]. ABE has been applied to IloT to realize
data sharing and storage [29], [30]. A user can recover
the original data if their attributes match the access policy.
Unfortunately, the high computational cost of ABE makes its
direct application difficult in the IIoT environment. To lower
the computational overhead in the encryption process, Guo
et al. [31] formally introduced online/offline encryption
technology, which divides the encryption procedure into
offline and online phase. In this technology, the offline phase
performs complex computations, whereas the online phase
only executes a few simple operations. Considering the com-
putational cost, complexities of the access policy, and linear
relationship between the number of attributes, Hohenberger
et al. [14] suggested applying the online/offline technology
to ABE, which reduced the encryption computation cost for
users; however, the decryption cost of users was still high.

To solve the problem of the high cost of ABE decryp-
tion computation, Green et al. [15] suggested an ABE
scheme, which allows for decryption outsourcing. Most
decryption operations are delegated to a proxy decryption
server, thereby reducing users’ decryption cost. Wang et
al. [32] proposed a verifiable ABE scheme, which supports
decryption outsourcing and verified the correctness of the
transformed ciphertext. Zhang et al. [33] designed a fully
outsourced ABE scheme that outsources all complex com-
putations to proxy servers. Ma et al. [34] suggested an
outsourced ABE scheme that was verifiable and exculpable
to realize exculpability in ABE settings for the first time.
However, these schemes cannot achieve flexible data shar-
ing. They do not allow access policy changes, implying that
only the user designated by the ABE ciphertext’s access
policy can decrypt the transformed ciphertext. However,
in multiuser IloT environments, the data owner may want
to share the ciphertext data with users other than those
originally specified. Therefore, access policy changes are
necessary so that users beyond those originally designated
by the access policy can also recover the original data.

PRE-based data sharing. PRE is a valuable crypto-
graphic mechanism and enables newly specified users to
access data while ensuring data privacy. Identity-based en-
cryption (IBE) [37] is an efficient encryption technology that
uses an arbitrarily identifiable string as the public key. Deng
et al. [35] suggested a hybrid PRE scheme, which trans-
forms ABE encrypted ciphertext to IBE encrypted cipher-
text, allowing access policies changes, and reducing users’
decryption computation overhead. However, this scheme
has efficiency problems when the data owner needs to
share data with multiple data consumers. By combining
the concepts of PRE and ABE, Shao et al. [38] designed
an online/offline ABPRE scheme to realize efficient data
sharing and reduce the online computational cost of mobile
devices through online/offline technology. However, their
scheme is not effective for low-end mobile devices. Ma et al.
[36] suggested an ABPRE scheme aimed at low-end mobile
devices that adopts an outsourcing technology to minimize
the computing overhead of users. However, the encryption
cost on the user side of this scheme linear growth as the
number of attributes grows.

He et al. [26] suggested the first IBE-ABE PRE scheme,
which transforms a ciphertext in IBE format to a cipher-
text in ABE format to realize cross-domain transformation
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TABLE 1: The comparison between related works

Schemes Online/Offline encryption

Outsourced decryption PRE One-to-many data sharing

Feng et al. [29]

X

Hohenberger et al. [14]

Green et al. [15]

Deng et al. [35]

Ma et al. [36]

x [ x| x [< ] x

He et al. [26]

X |< | 1] | x

Y] X[ x| %
X

(transform ciphertext in one encryption format into cipher-
text in another encryption format). Although this is similar
to the concept of our scheme, there are some significant
differences between their model and ours. During the re-
encryption key generation process, their scheme requires the
data owner to communicate with the data consumer to gain
the essential information, which destroys the practicality of
the model. In addition, the data owner must produce an
ABE ciphertext during the re-encryption key generation.
While the ABE encryption operation is computationally
intensive, this scheme can not apply to resource-limited
devices in the IIoT. In Table 1, we provide the comparison
between related works.

Although the above studies have been successful in
reducing users’ computational cost, realizing fine-grained
access control, and achieving flexible data sharing, they
cannot be effectively implemented simultaneously. Thus,
addressing the aforementioned issues in the IIoT environ-
ment remains a challenge.

1.2 Our Contribution

To address the aforementioned issues, we design an efficient
data sharing scheme for the IloT to achieve fine-grained
access control and flexible data sharing while lowering the
computational cost, which applies to data users with limited
resources in the IIoT. The following are contributions of our
study:

o We propose a non-interactive IBE-ABE PRE scheme
that reduces the encryption computation cost of a
data owner and achieves fine-grained access control
of ciphertext data.

e Our scheme realizes flexible data sharing. Data
owner can transform IBE encrypted ciphertext into
ABE encrypted ciphertext. Thus, a group of data
consumers with attributes matching the access policy
can access the data. Simultaneously, it allows a data
owner to make some changes to the access policy
dynamically, realizing flexible data sharing.

e A formal security proof indicates the proposed
scheme’s selective chosen-plaintext attack (CPA) se-
curity. In addition, theoretical and experimental anal-
yses illustrate that our construction is more effective
than the previous schemes.

1.3 Organization

The remainder of this paper is organized as follows. Section
2 introduces the preliminaries of the proposed scheme. The
system and security models are described in Section 3. In
Section 4, we provide a detailed description of the proposed

scheme. Section 5 presents the correctness analysis and
security proof. In Section 6, we compare the performance
of our scheme with those of other schemes. Finally, the
conclusions of this study are presented in Section 7.

2 PRELIMINARIES
2.1

Definition 1. Let G and G represent two multiplicative
cyclic groups with prime order p. The bilinear map e : G X
G — G has three attributes:

Bilinear Maps

e Bilinearity: Vui,u2 € G, v and w € Z,, we have
e(uy,uy) = e(uy, uz)?™.

o Non-degeneracy: Juy, us € G, e(uq, ug) # 1.

o Computability: Yui,us € G, e(u1,uz) can be effec-
tively computed.

Assume ¥ is an effective bilinear group generation algo-
rithm. The bilinear generator ¢ returns a tuple (G, Gr, p, €)
when given a security parameter A as input.

2.2 Access Structures

Definition 2. Let {Uy,Us,...,U,} represents a group par-
ties, and access structure A is a non-empty subsets of
{U1,Us,...,U,}, ie, 2{U1’U2""’U"}\ {0}. A collection A is
monotonic if it satisfies the property: VB, C: if B € A,
B C C,then C € A. A setin A is referred to as an authorized
set, whereas a set not in A is referred to as an unauthorized
set.

2.3 Linear Secret Sharing Schemes (LSSS)

Definition 3. The secret sharing scheme [] for a group of
parties is defined as linear on Z,, if

1) The shares for each parity can comprise a vector on
L.

2) There exists a share-generating matrix My, for [].
Vi € [1,1], p is a function that maps each row of M to a
specific parity and the ith row of M is associated with the
p(i). Suppose the vector 7 = (s,vy,...,v,)" €g Z!, and
s is the secret to be shared. According to [], the vector of
shares of the secret s is M ¥. The share (M 7); relates to party
p(i).

Suppose [] is an LSSS associated with the access struc-
ture A, let S € A be any authorized set, and let I C
{1,...,1} be defined as I = {i:p(i) € S}. [] satisfies
the property that for valid shares {)\;} of s, constants
{wi}ier can be computed in polynomial time such that

Ziel wL/\L = S.
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TABLE 2: Notations

Notation Description

PKiBE IBE public key
PKaABE ABE public key
MSK;gr  IBE master secret key
MSKapr  ABE master secret key
SKip IBE private key

SKg ABE private key

TK transformation key
RtK retrieval key

CTrp original ciphertext
CTy re-encryption ciphertext
CTs transformed ciphertext

IK intermediate re-encryption key
RK re-encryption key

3 SYSTEM ARCHITECTURE

In this part, the system and security model are described in
detail.

3.1 System Model

In the proposed system, there exist four entities: private
key generator (PKG), cloud server, data owner, and data
consumers. Table 5 includes the notations for use in our
scheme. The organization of these entities is depicted in Fig.
2.

o PKGis in charge of setting up the system and gener-
ating private keys for data users.

o Data owner employs a collection of IloT devices to
gather data and perform some cryptographic com-
putations. The data owner first encrypts the data
and then uploads the resulting ciphertexts to the
cloud server. He can also generate a re-encryption
key and then delegate the cloud server to transform
the ciphertext to previously unspecified data con-
sumers. In the re-encryption key generation, complex
computations are completed with the assistance of
the cloud server.

o Cloud server is in charge of storing ciphertexts
from the data owner, generating intermediate re-
encryption keys for the data owner, responding to
transformation requests from the data owner, and
providing outsourced decryption services for data
consumers.

o Data consumers use IIoT devices to perform decryp-
tion operations. Data consumers first obtain cipher-
text from the cloud server and then use the retrieval
key to recover the plaintext.

In our system, PKG initializes the system to generate
public keys and master secret keys. It sends public keys
PKipr and PKspg to users (step (D) and keeps master
secret keys MSKipr and MSK spr confidential. When
users want to join the system, PKG generates and issues
private keys SK;p and SKg to users (step ). To achieve
data privacy protection, the data owner uses the IBE encryp-
tion mechanism to encrypt data and uploads the resulting
ciphertext C'I7p to the cloud server (step ). When the
data owner desires to implement fine-grained data sharing
with other data consumers, he can specify an access policy
and delegate the cloud server to generate an intermediate

Data Consumers
Re-encryption

Cloud Server

Fig. 2: System model

re-encryption key I K related to the access policy (step @).
Then, the data owner combines the /K to generate a re-
encryption key RK and sends the RK to the cloud server
(step ®). After receiving the RK, the cloud server trans-
forms the IBE encrypted ciphertext to the ABE encrypted
ciphertext related to the access policy (step ®), allowing
specified data consumers to access original data. When a
data consumer with attributes that match the access policy
of the ciphertext desires to access the original data, he
can deliver a transformation key T'K to the cloud server
(step @). The ciphertext can be partly decrypted by the
cloud server using the T'K, and then sends the transformed
ciphertext C7T’s to the data consumer (step ), who uses the
retrieval key RtK to recover the original data.

Based on the proposed system models, the system in-
cludes the following algorithms:

. SetupIBE()\) — (PK[BE,MSK[BE)I It is per-
formed by PKG. Given a security parameter ), it
returns an IBE public key PK;pg and an IBE master
secret key M SKpE.

o Setup,,.(A\U) = (PKapg, MSKspg): It is per-
formed by PKG. Given a security parameter A and
a universe description U used to define the maxi-
mum number of system attributes, it returns an ABE
public key PKspr and an ABE master secret key
MSKapg.

. KeyGel’lIBE(ID7MSK]BE,PKIBE) — SKip: It
is performed by PKG. Taking an identity /D, an
IBE master secret key M SKpg, and an IBE public
key PKpg as input, it returns a private key SK;p
related to ID.

. KeyGenABE(S,MSKABE,PKABE) — SKg: Itis
performed by PKG. Taking an attribute set S, an
ABE master secret key M .SK 4pfr and an ABE public
key PK spg as input, it returns a private key SKg
associated with S.

o KeyGengut(SKs) — (TK,RtK): It is performed
by data consumers. Taking an ABE private key SKg
as input, it returns a transformation key T'K and a
retrieval key RtK.

e Encrypt,,.(ID,PKipgp, M) — CTip: It is per-
formed by the data owner. Taking an identity ID, an
IBE public key PK;pp, and plaintext M € Gr as
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input, it returns an IBE ciphertext C'Typ.

o RKGenowt(PKapg,(M,p)) — IK: It is per-
formed by the cloud server. Taking an ABE public
key PKapg and an LSSS access structure (M, p)
related to a set of data consumers as input, it returns
an intermediate re-encryption key I K.

o RKGenyser(PKapg, PKipE, SKip,IK) — RK:
It is performed by the data owner. Taking the ABE
and IBE public key PK spr and PK ;gg, an IBE pri-
vate key SK;p, and an intermediate re-encryption
key I K as input, it returns a re-encryption key RK.

e ReEnc(RK,CTip) — CTy: It is performed by the
cloud server. Taking a re-encryption key RK and
an IBE ciphertext C'I7p as input, it returns a re-
encrypted ciphertext C'T'4 associated with the access
structure (M, p).

e Decryptout(TK,CTs) — CTs/ L:Itis performed
by the cloud server. Taking a transformation key
TK and a ciphertext C'T4 as input, and it returns
a transformed ciphertext CTs or the error message
1.

o Decryptyser(PK apg, RtK,CTs) — M: It is per-
formed by data consumers. Taking an ABE public
key PK ApE, aretrieval key RtK, and a transformed
ciphertext C'T’s as input, it returns the plaintext M.

Correctness. The correctness states that,
for V CTy <~  ReEnc(RK,CTip), where
RK — RKG@TLUSET(PKABE,PK[BE,SK]D,IK),

1K — RKGGTLout(PKABE,(M,p)), CT[D —
Encrypt,,,(ID, PK g, M), and any private key SKg <
KeyGenABE (S, MSKABE, PKABE) and (TK, RtK) —
KeyGenyy:(SKg), if S matches (M, p), the outsourced
decryption algorithm  Decrypto(TK,CT4) always
outputs the correct transformed ciphertext C'Ts, and the
decryption algorithm Decryptyser(PK apg, RtK,CTs)
always recovers the plaintext M.

For a re-encrypted ciphertext, the correctness defines
that the ciphertext can be correctly re-encryption from the
original IBE ciphertext, if the re-encryption key used in
the re-encryption is created by a user who can decrypt the
original IBE ciphertext. Also, the correctness defines that the
re-encrypted ciphertext can be decrypted by data consumers
with attributes that match the access structure.

3.2 Secutity Model

In our scheme, assuming that the cloud server is “honest-
but-curious,” that implies it will obey the protocol while
attempting to obtain as many sensitive details as possible.
We consider realistic attacks by unauthorized users, who
may collude with the cloud server to try to acquire original
data. Therefore, we simulate an adversary who can query
both the ABE and IBE public keys and private keys. Be-
sides, the adversary can request the selected attribute sets
and identities for the intermediate re-encryption keys, re-
encryption keys and re-encrypton ciphertexts. We consider
two selective CPA security games, depending on the adver-
sary’s attack target.

Game GAME-Or. Aiming at the original ciphertext, the
proposed scheme is selective CPA-secure if there has an
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adversary A with a negligible probability of breaking the
following game.

Init. A selects a challenge identity /D* and a challenge
access structure A*, and outputs them to the challenger C.

Setup. C executes Setup,,,, and Setup,,, and returns
PK]BE and PKABE‘ to A.

Phase I. A queries:

o FEuxtractsk,,,(ID): A performs a query for

ID if ID +# 1ID*, C executes SK;p =
KeyGen,,,(MSKpp, PK1pg,ID) and returns
SK]D tOA.

e FEuxtractsgs(S): A  performs a  query
for S if S ¢ A* C executes SKg =
KeyGen , ., (MSKspg, PK ApE,S) and returns
SKg to A.

o Euxtractri(S): A queries a transformation
key for S ¢ A*, C executes SKg =
KeyGen, .., (MSKapg, PK aApg,S) and runs

KeyGenyy:(SKg) to obtain TK, sends TK to A.

o FEuxtractixg(A): A  queries an  interme-
diate re-encryption key, C runs I[IK =
RKGenout(PK apg, A) and returns 1K to A.

o FEuxtractri(ID,A): A queries a re-encryption key,
C runs IK = RKGen,(PKapg,A), SK;p =

KeyGenIBE(ID,MSKIBE,PKIBE) and RK =
RKGenyser(PK Apr, PK1pE, SKIp,IK), returns
RK to A.

e FExtractg.(CTip,ID,A): A performs a

re-encryption query on (CTip,ID,A),
C runs IK = RKGenout(PKapg, A),
SK[D = KeyGe’nIBE(ID,MSK]BE,PKIBE),

RK = RKGenuser(PKABE,PK]BE,SK[D,IK)
and CT4 = ReEnc(RK,CTyp), returns CTy4 to A.

In Phase I, A is not permitted to perform the following
queries:

o FEuxtractsi,,,(ID)if ID = 1D*;

o FEzxtractsi,(S), where S € A*;

e Extractri(S), where S € A*;

o Euxtractpix(ID,A) if ID = ID* and A has queried
Extractsi(S) where S € A and A is an arbitrary
access structure.

Challenge. A chooses a message tuple (M, M) satis-
fies |[Mo| = |M;| and outputs it to C. C randomly selects
¢ € {0,1} and sets the challenge ciphertext CT;, =
Encrypt,,,(ID*, PKpg, My). It returns CT}}, to A.

Phase II. A performs requests as in Phase I apart from:

o FEuxtractsi,,,(ID)if ID = 1D*;
e FEzxtractsi,(S), where S € A*;
o Euxtractri(S), where S € A*;

e Extractgik(ID,A), Extractsi,(S) and
Extractri(S), where ID = ID*, S € A.
o Euxtractre(CTip,ID,A), Ezxtractsg,(S) and

Extractri(S), where ID = ID* and S € A.

Guess. A submits a guess ¢’ € {0,1}. Awinsif ¢’ = .

In the above GAME-Or game, we define the advantage
of A to be Adv P70 = |Priy’ = ¢] — 1/2|.

Game GAME-Re. Aiming at the re-encrypted ciphertext,
the proposed scheme is selective CPA-secure if there has an
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adversary A with a negligible probability of breaking the

following game. Init, Setup and Guess are the same as in

GAME-Or. Phase I, Phase II and Challenge are as follows.
Phase I. A queries:

e FEzxtractsi,,,(ID): A performs a query for

ID if ID # ID*, C executes SK;p =
KeyGen,, . (MSK;pgp,PKgg,ID) and returns
SKirp to A.

o FEuxtractsg,(S): A  performs a  query
for S if S ¢ A", C executes SKg =
KeyGen , .,(MSKapg, PK apg,S) and returns
SKg to A.

o FExtractri(S): A queries a transformation
key for S ¢ A*, C executes SKg =
KeyGen ., (MSKapg, PKaopgr,S) and runs

KeyGenyy:(SKg) to obtain TK, sends TK to A.

o Euxtractrix(A): A queries an interme-
diate re-encryption key, C runs I[IK =
RKGenout(PK apg,A) and returns I K to A.

o FEuxtractrx(ID,A): A queries a re-encryption key,
C runs IK = RKGen,(PKapg,A), SKip =
KeyGenIBE(ID, .Z\fs’]:{]BE7 PK]BE) and RK =
RKGenuser(PKABEa PKipg,SKip, IK), returns
RK to A.

o Euxtractr.(CTip,ID,A): A performs a

re-encryption query on (CTip,ID,A),
C runs IK = REKGenout(PK apg, A),
SK]D = KeyGenIBE(ID,MSKIBE,PKIBE),

RK = RKGenuser(PKABE7PKIBEvsKIDaIK)
and CT4 = ReEnc(RK,CTrp), returns CTy to A.

In Phase I, A is not permitted to perform the following
queries:

e FExtractsk,,,(ID)if ID =1D%;
o Euxtractsis(S), where S € A*;
e Euxtractri(S), where S € A*;

Challenge. A chooses a message tuple (Mg, M;) sat-
isfies |[My| = |M;| and outputs it to C. C randomly
selects ¢ € {0,1} and calculates the challenge cipher-
text CT, = ReEnc(RK, Encrypt,,.(ID,PKpg, M,)),
where RK = RKGenyse(ID,A*). Tt returns CT7 to A.

Phase II. A performs requests as in Phase I apart from:

e FExtractsk,,,(ID)if ID = ID*;
o Euxtractsis(S), where S € A*;
e FExtractri(S), where S € A*;

Guess. A submits a guess ¢’ € {0,1}. Awins if ¢’ = .
In the above GAME-Re game, we define the advantage
of A to be Advi PSR = | Pryp’ = ¢] — 1/2].

Definition 4. The proposed scheme is selective CPA-secure
if GAME-Or and GAME-Re are secure.

4 PROPOSED SCHEME

In this section, we instance the proposed scheme, which uses
proxy re-encryption technology to realize the transforma-
tion from the ciphertext of an IBE scheme in [39] to the
ciphertext of an ABE scheme in [40], and realizes efficient
data sharing and fine-grained access control. And in this
section, we describe our specific scheme in detail.

4.1 Setup

PKG initializes the system by calling the Setup,,, algo-
rithm and the Setup, ,, algorithm.

Setup,,.(A\): Given a security parameter A, PKG
executes the bilinear generator ¢ to generate a tuple
(G,Gr,p,e). Then, PKG randomly chooses g9 € G as a
generator and go, g3, h € G. It randomly selects oy € Z),
and defines g; = g;*. The IBE public and master secret key
are respectively:

PKrpe = (90,91,92,93.h) MSKipg = a1.

Setup, .. (A, U): Given a security parameter A and a
universe set U. First, PKG performs the bilinear generator
% to generate a tuple (G, G, p, e). Then, PKG selects g € G
as a generator. It randomly selects a group value h; € G for
each attribute ¢ € U. PKG also selects random elements
ag,a € Zp. Besides, PKG selects a cryptographic hash
function F : Gy — G. The ABE public and master secret
key are respectively:

PKABE' = {gaga7e(gag)a27{h’i}i€U 7]:} MSKABE = 9a2~

4.2 Key Generation

This phase consists of two algorithms: KeyGen,,,
and KeyGen,,,. The KeyGen,,, algorithm and the
KeyGen, ,, algorithm generate private keys for data users
(data owner or data consumers).

KeyGen,,.(ID,MSKpgp, PKpg): Taking an iden-
tity 1D, an IBE master secret key M SK;pg, and an IBE
public key PK;pp as input, PKG randomly selects u € Z,,
then calculates:

SKip = g5 (91"h)", SKip = g

PKG sets the IBE private key as SK;p = (SK}p, SK?p).

KeyGen,,.(S,MSKspr, PK apg): Taking an at-
tribute set S, an ABE master secret key M. SK 4pp, and an
ABE public key PK 4pg as input. PKG chooses t € Z, at
random, then computes:

K = gaggat’

L=g', VzeS:K,=h.

PKG outputs the ABE private key SKs = (K, L, {K;},cg)-

4.3 Data Encryption

Before uploading data to the cloud server, the data owner
calls the Encrypt, ,, algorithm to encrypt the data.

Encrypt,,.(ID, PKpg, M): Taking an identity ID,
an IBE public key PK;pg and plaintext M € Gy as input,
the data owner randomly chooses w € Z, and executes:

Ci = g(l)v, Cy = (Q{Dh)wa C3=M- e(gl,gg)w, Cy= 9§U~

It sets an IBE ciphertext as CT;p = (C1,Cs,Cs5,Cy).
The ciphertext C'T; p is the same as the BB-IBE ciphertext
in [39] if the component C, does not exist. If users want to
share date with other users, they need to compute Cy when
encrypting the data. The component Cy is not required
during IBE decryption, but is necessary for re-encryption.
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4.4

In this phase, the cloud server generates an intermediate
re-encryption key to reduce the computing cost of the data
owner.

RKGenout(PK apg, (M, p)): Taking an ABE public
key PK 4pp and an LSSS access structure (M, p) connected
with a collection of data consumers as input, where the
matrix M has [ rows and n columns, and p is a function that
maps each row of M to attributes. First, the cloud server
selects 7/ € Z, at random, and calculates dy = gT/. Then,
the cloud server randomly chooses \}, 7} € Z, fori = 1 to
and executes:

Intermediate Re-encryption Key Generation

di 1

_ aX,p T
=97 o)

It sets intermediate re-encryption key as
(M, p), 7", do, AN, 15 di1o dia} ey gp)-

din=g".
IK =

4.5 Re-encryption Key Generation

In this step, the data owner combines I K to generate a re-
encryption key.

RKGenuser(PKABE, PKIBE7 SK[D, IK) Takmg the
ABE and IBE public key PK spg and PKipg, an IBE
private key SK;p of the data owner, and an intermediate
re-encryption key I K as input. The data owner randomly
chooses t/, T € Z,, and executes:

ds = SK}ip-gh, dy=SK?,.
and
ds = F(e(g.9)™) g5, ds=7—7"

Then, it selects vs,...,v, € Z, at random, creates the
vector 7 = (T,vs,...,v,)7, and calculates shares of T as
A1y, A)T = M%. For i = 1 to [, it randomly selects
r; € Zy, and calculates:

dig =XNi— N, dig=1r; =1}
This will correct to the shares of 7 and ran-
domize 7;. Set the re-encryption key as RK =

(d07 ds,dy,ds,dg, {di,l, di72, di77, diaS}ie[l,l]) and give it to
the cloud server.

4.6 Re-encryption

After receiving the RK, the cloud server uses the ReEnc
algorithm to re-encrypt the original ciphertext.

ReEnc(RK,CTrp): Taking a RK =
(do7 dg, d4, d57 d6, {di,h di2 s di7, dzg }ie[l,l]) and a ciphertext
CTip = (C1,05,C3,C4) as input, the cloud server
computes:

o €(d4, 02) - 1
6(d37cl) 6(95/79(1)1})6(91792)1”.

Then it follows that:

Cl = 03' E7 Cé = d07 Ci = d5a 01{72 == di,17 01{73 = di,27

04/1 == 047 Cé = dG, CI’G = di’77 C;"? == di,S'

7

Finally, the re-encrypted ciphertext is set as CT4 =
(C/7CO,C{aOZLvCé7{, 1(,23 z{,37 1(,6’01{,7 ien l]).

4.7 Transformation Key Generation

This phase generates a transformation key for partial de-
cryption of ABE ciphertext.

KeyGenoyut (SKg): Taking an ABE private key SKg as
input, the data consumer randomly chooses z € Z;, then
computes:

K = Kl/z :gag/zgat/z’ I = Ll/z — gt/z7
VoeeS: K, =KY*=hl/>

The transformation key as TK is (K',L',{K/}, .q), the
retrieval key as RtK is z. It should be noted that the TK
is delivered to the cloud server to decryption outsourcing,
and the RtK is held by the data consumer to recover the
plaintext.

4.8 Data Decryption

For reducing the decryption computation overhead for data
consumers, we outsource complex computing to the cloud
server to lessen their computing burden. There are two
algorithms in this phase: Decrypt,,; and Decrypt,ser-

Decryptout(TK,CT4): Taking a transformation
key TK = (K',L',{K.},cgq) connected with
an attribute set S and a ciphertext CTy, =
(C", Co, L, O, CL, {c;,g, Cl 4, Clg, c;j}ie[l ) associated
with the access structure (M, p) as input. If S matches the
access structure, it defines I = {i : p(i) € S} and calculates
constants {w; };cs to make ;. ; w;A; = 7. The cloud server
calculates:

e(C’(’).gCQ’K/)
aC! -C, / ws
[Licr(e(Ci a9 . oy '77L/)€(O{,3'QC"77K;(i))) ‘
=e(g,9)7".

The transformed ciphertext is set as CTs = (C', C1, A, C}).
Decryptuyser (PK Apg, RK,CTs): Taking an ABE pub-

lic key PK 4pE, a retrieval key RtK, and a transformed

ciphertext CTs as input, the data consumer executes:

g5 = C1/F(A%), M=C"elgh,Ch).

A=

5 SECURITY ANALYSIS

In this section, we first indicate that our construction is
correct and then present security proof of our scheme.

5.1 Correctness Analysis
We present the correctness of decrypting the re-encrypted
ciphertext. In the process of re-encryption, if the identity
1D of the RK equals the identity I.D of the C'I7p, then the
cloud server calculates:
_e(ds,Ca) _ elgh, (917h)")
e(ds, C)  e(gy" (91”h)" - 95 . g8)
_ 1 _ 1
e(95 98)e(95", 95)  e(g5, 9¢")e(9r, g2)*
Then, the cloud server can compute:
M- 6(91, gQ)w
e(g5 98 )e(g1, g2)"
= M/e(g5,95')-

C'=C;3-FE=
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In the decryption phrase, we first compute the value of
intermediate decryption ciphertext. If the attribute set S’ of
the T'K matches the access structure A of the C'T4, then the
cloud server calculates:

(G, 9, K)
[Tier(e(Cyr 9" be. hp( )L " Le(C 5 g, K i)
e(gr g T 7gozg/zgat/z)
[Lics(e(g™ih, (1 geXD, gt/=)e(gmigm 5, Bl )

_A:

8

randomly chooses t, € Z,. X is the collection of
indexes 7 and p* (i) = x, B computes:

hw — gtﬂc H galwzl/bi . ga21\4;2/bi o gan* M:"* /bl
i€X
B sets h, = g'= if X is an empty set. B also chooses a
cryptographic hash function 7 : Gy — G. Finally, B
outputs PKape = (9,9 €(9,9)**, {ha} e iyev + F)
to A.

e(g™, g®2/7 gt/ %) Phase I. A queries:

[Lics(e(geh, s, gt/ )e(gre, by ) .
e(g,9)*2™*e(g, g)t7/*
e(g7g)atr/z

asT/z

=e(9,9)

Then, the data consumer can compute:

F(elg,9)7)- gb :
C!'/F(A?) = = gt.
P = Fle(g, gy =%
It follows that

M=C"e(gh,Ch) = M/e(gh ,gy) - e(gh . g¥).

5.2 Security Proof

In this section, the selective CPA-secure of the proposed
scheme will be indicated.

Theorem 1. Aiming at the original ciphertext, the proposed
scheme is selective CPA-secure if the assumption of deci-
sional g-parallel BDHE [40] is held.

Proof. Assuming an adversary .4, whose advantage of
breaking the GAME-Or security is non-negligible. We utilize
A to create an algorithm B to solve the problem of decisional
g-parallel BDHE. O

Initially, the lists of IBE private key, ABE private key,
transformation key, intermediate re-encryption key, and re-
encryption key are nothing.

e List;p: stores the tuple (ID, SK;p).

o Listg: stores the tuple (5, SKg).

o Listrg: stores the tuple (S, TK).

o Listyk: stores the tuple (A, I K).

o Listgg: stores the tuple (ID, A, RK, number) with
number € {0,1}. RK is a right re-encryption key
if number = 1, and RK is chosen randomly if
number = 0.

Init. A selects a challenge identity /D* and a challenge
access policy A*, and outputs them to B.
Setup. B simulates:

o IBE-Setup. B selects random elements fl, fo, f3, 19 6
Zy,, g € G and executes gg = g, g1 = g™, go = ¢°
g3 = ¢°, h = g1 P ¢gfs. Then, the master secret
key is set as MSKipr = af,. B outputs PKpg =
(90,91, 92,93, h) to A.

e ABE-Setup. B chooses random element 3, and sets o
e(g,9)** = e(g,9)? - e(g?, g*"). This equation means
that iy = a?t! + B. For each attribute z € U, B

Extractsk,,,(ID): A performs a query for ID if
ID # ID*. If the List;p contains (ID,SK;p), B
sends SK;p to A. Otherwise, B chooses a random
value u € Z,, and calculates:
—a’fafs .
SKIlD = g(ID-ID") (Qafl(ID—ID )gfa)u
_aqu

SK?, = gUD=1D%) gu

B returns SK;p = (SK}p,,SK?,) to A and adds
(ID7 SK[D) to Listrp.

Extractsi,(S): A performs a query for S if S ¢ A*.
If the Listg contains (S, SKg), B sends SKg to A.
Otherwise, B first forms a vector ¥ = (v, ..., V)
with v;1 = —1 and then ¥ - M; = 0 for all ¢ where
p*(i) € S. B randomly selects r € Z,, and calculates:

L=g Tl ) = g,

(g

—

i=1

This equation indicates that ¢ = r 4+ 37, v;a?™11,
Then, B computes:

K — gaggat

= gaq+l+'g . gar+2?il viaq+27i

Tl
S G

B sets K, = L'= for x € S, if the equation p*(i) = z
is false for all i.

X is the collection of all 4, and for z € S, p*(i) = =.
Then, B sets:

K, =h,
L a+1—j—k/b; *
== I II ™ IIt" M,
i=X j=1 k=1
k#j

B retumns SKg = (K,L,K,;) to A and adds
(S,SKg) to Lists.

Extractrk(S): A queries a transformation key for
S ¢ A*.If the Listpk contains (S,TK), B sends TK
to A. Otherwise, B makes a query Extractsig(S)
to get SKg and then computes TK with SKg as in
the KeyGeng,, algorithm. Finally, B adds (S, TK)
to Listrk.

Extractig(A): A queries an intermediate re-
encryption key for A. If the List;x contains (A, I K),
B sends IK to A. Otherwise, B computes I K with
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A as in the RKGeny,; algorithm. Finally, B adds
(A, IK) to Listk.

o Euxtractri(ID,A): A queries a re-encryption key. If
the Listrk contains (ID, A, RK, number), B sends
RK to A. Otherwise, B executes:

- If ID = 1ID* and there exists an entry
(S,SKg), where S € A, in Listg, outputs L.

- Else if ID = ID* and no such an entry
(S,SKg), where S € A, exists in Listg, B
chooses RK at random, and (ID,A, RK,0) is
added to the Listgg. Otherwise,

- B queries  Extractsk,,,(ID)  and
Extractix(A) to get SK;p and IK, and
then computes RK using SK;p and IK
as in the RKGenyse algorithm. Finally,
(ID,A,RK,1) is added to the Listrx by B.

o Euxtractr.(CTip,ID,A): If ID = ID* and there
exists an entry (S,SKg), where S € A, in Listg,
outputs L. Otherwise, B first obtains the RK
through query Extractrx(ID,A) and then re-
encrypts C'I;p using the RK.

Challenge. A chooses a message tuple (Mg, M) satis-
fies [My| = |M;| and outputs it to B. B selects ¢ € {0,1}
at random and executes:

C; =M, -ThP 5 =g° C; =g, CF = C3°.

Phase II. A performs requests as in Phase I, with limita-
tions described in the game GAME-Or.

Guess. A submits a guess ¢'. If ¢’ = ¢ then B returns
1, indicating that T' equals e(g, g)“qHS. Else, it returns O,
indicating that 7" is chosen randomly from Gr.

Analysis. If T' = e(g,g)“q+1s, Cf =M, -Thiz = M, -
e(gft, g% 2)* = M, - e(g1,92)*, which is a correct form
with Pr[B(y,T) = 1] = 1/2+ 6. Else T is chosen randomly
from Gp, Pr[B(y,T)] = 1/2. Therefore, the advantage that
B solves the assumption of decisional g-parallel BDHE is
non-negligible.

Theorem 2. Aiming at the re-encrypted ciphertext, the
proposed scheme is selective CPA-secure if the assumption
of decisional g-parallel BDHE is held.

Proof. Assuming an adversary .4, whose advantage of
breaking the GAME-Re security is non-negligible. We utilize
A to create an algorithm B to solve the problem of decisional
g-parallel BDHE. O

Initially, the lists of IBE private key, ABE private key,
transformation key, intermediate re-encryption key, and re-
encryption key are nothing.

o Listp: stores the tuple (ID, SK;p).
o Listg: stores the tuple (5, SKg).
o Listrg: stores the tuple (S, TK).
o Listyk: stores the tuple (A, I K).
o Listgy: stores the tuple (ID, A, RK).

Init. A selects a challenge identity /D* and a challenge
access policy A*, and outputs them to B.

Setup. Same as that of Theorem 1 proof.

Phase I. A queries:

o Extractsgk,,,(ID): Same as in the Theorem 1 proof.

Extractsi,(S): Same as in the Theorem 1 proof.
Extractrk(S): Same as in the Theorem 1 proof.
Extract;k(A): Same as in the Theorem 1 proof.
Extractri (ID, A): A queries a re-encryption key. If
the List px contains (ID, A, RK), B sends RK to A.
Otherwise, B executes:

- If ID = ID*, outputs L.

- Else B first queries Extractsk,,,(ID) and
Extractiix (A) to get SKyp and I'K, and then
computes RK using SK;p and IK as in the
RKGenyser algorithm. Finally, (ID, A, RK) is
added to the Listry by B.

o Euxtractre(CTip,ID,A): If ID = ID*, outputs
L. Otherwise, B first obtains RK through query
Extractri (ID, A) and then re-encrypts CT;p using
the RK.

Challenge. A chooses a message tuple (Mg, M;) sat-
isfies |My| = |Mj| and outputs it to B. B first chooses
an identity where ID # ID*, and generates a pri-
vate key SK;p and intermediate re-encryption IK =
Extractix(A*). B computes RK using SK;p and IK as
in the RKGenyse, algorithm. Then, B computes C1rp =
Enc(My,ID) as in the Challenge phase in Theorem 1
proof. Finally, B calculates CT% = ReEnc(RK,CT;p), and
outputs CT7 to A.

Phase II. A performs requests as in Phase .

Guess. A submits a guess ¢’. If ¢’ = ¢ then B returns
1, indicating that T equals e(g, g)“q+15. Else, it returns 0,
indicating that 7" is chosen randomly from Gr.

Analysis. If T = e(g, g)“q+15, CT} is a correct form with
PriB(y,T) = 1] = 1/2 + 6. Else T is chosen randomly
from Gr, Pr(B(y,T)] = 1/2. Therefore, the advantage that
B solves the assumption of decisional g-parallel BDHE is
non-negligible.

Thus, the proposed scheme is selective CPA-secure.

6 PERFORMANCE EVALUATIONS

In this part, the performance of the proposed scheme will
be evaluated.

6.1 Theoretical Analysis

In our theoretical analysis: ¢, represents the exponentia-
tion computation, ¢, represents the computation in bilinear
pairings, |Z,| represents the size of an element in Z,, |G|
represents the size of group G, |Gr| represents the size of
group Gr. The number of attributes contained in each algo-
rithm is represented by z. Besides, we make no distinction
in exponentiation operations of Gy and G.

For transforming IBE encrypted ciphertext into ABE en-
crypted ciphertext, a trivial way is Decrypt-and-Re-Encrypt.
And the data owner does not need to generate a re-
encryption key and delegate the cloud server to perform
the re-encryption operation. To this end, we compare the
efficiency of this way with our scheme. Table 3 shows the
efficiency comparison results between the two methods,
the trivial Decrypt-and-Re-Encrypt way and the usage of
PRE to transform the IBE encrypted ciphertext to the ABE
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TABLE 3: Comparison with Trivial Decrypt and Re-Encrypt way

Trivial Decrypt ane Re-encrypt IBE—ABE
. IBE.Dec+ABE.Enc: RKGen (data owner side): 3te
Computation -
2tp + (2 + 3z)te ReEnc(cloud server side): 2t
.. (IBE.CT+ABE.CT)Size: RK.Size (from data owner to cloud server):
Communication
2|Gr| + (3 4 22)|G| (4 + 22)|G| + (1 + 2x)|Zy|
TABLE 4: Comparison with related schemes
Costs at Data Owner side Costs at Cloud Server side
Schemes Public key Private key RK generation Original ciphertext Transformed ciphertext Re-encryption
storage storage computation storage storage computation
He et al. [26] 4|G| 2|G| (3x + 8)te 2|G| + |G| (22 +1)|G| + 2|Gr| 3tp + (2 + 2)te
Deng et al. [35] | 6|G|+ |G| (2z + 2)|G| 6te Bz + 1)|G| + |G| 3|G| + |G| Bz + 1)tp + ate
Ma et al. [36] | 5G|+ |Gr| | (22 +2)|G| + (x + 1)|Zp| 0 Bz + 1)|G| + |G| + 3x|Zp| | 3z +3)|G| + |G|+ 2z + 1)|Zp| | Bz + 1)tp + (3z + 1)te
Our 4|G| 2|G| 3te 2|G| + |G| 2z + 3)|G| + |Gr| + (2z + 1)|Zp| 2tp
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Fig. 3: Experimental Results

encrypted ciphertext in our scheme. In the trivial Decrypt-
and-Re-Encrypt way, the data owner first downloads IBE
ciphertext data provided by the cloud server, then recovers
the underlying data through the IBE private key, re-encrypt
the data into ABE ciphertext form, and finally uploads
ABE ciphertext to the cloud server. In terms of computing
overhead, as seen in the table, the trivial way needs that the
data owner spends linear cost in pairings. In our scheme,
complex computing is done by the cloud server, while the
data owner is only required to perform three exponentiation
operations in the RK generation, which significantly reduces
the computing overhead of the data owner. Although in
terms of communication overhead, our scheme is slightly
larger than the trivial Decrypt-and-Re-Encrypt way. But in
general, our scheme has better performance than the trivial
way.

Table 4 compares our scheme to others, including storage
costs for the data owner and the cloud server, computational
costs for generating RK and performing re-encryption. As
depicted in Table 4, our scheme has the lowest cost on the
data owner side, the storage cost of public and private keys
is fixed, and the data owner is only required to execute three
exponentiation operations in the RK generation. In He et
al.’s scheme [26], the cost of RK generation is high, which
increases the computational load on the data owner. Deng
et al.’s scheme [35] and Ma et al.’s scheme [36] have low
computational overhead to generate RK, but the data owner
has a high storage overhead, and the size of the private
key linear growth as the number of attributes grows. In
terms of the cloud server cost, the storage cost of several

schemes is almost the same. Our scheme has the smallest
overhead in the RK generation, while the overhead of other
schemes linear growth as the number of attributes grows,
which increases the computing overhead of the cloud server.

6.2 Experimental Analysis

We performed a series of experimental analyses to compare
the performance of our scheme with other related schemes.
The schemes are performed in Ubuntu 20.04 LTS 64-bit by
using Python 3.8 with the SS512 elliptic curve from the
charm 0.50 framework on an Intel Core i5-7500 CPU @3.40
GHz with 16 GB RAM. The access policy’s complexity influ-
ences the computational cost of these schemes. To consider
the worst case, we set “A; and As and ... and A, as the
access policy, which ensures that all attributes are included
in this access policy. Where attributes are represented by any
string.

We use the 55512 elliptic curve (a symmetric curve with
a 512-bit base field and a security level of 80 bits) in the
charm library to realize pairing operations. We implemented
our scheme and three other comparison schemes, which are
all based on the symmetric group. To reflect the effect of the
number of attributes on the running time, we set the number
of attributes from 0 to 50, and record the specific running
time for each number of attributes. Considering the accuracy
of the experimental analysis, the running time is calculated
in our experiments by averaging the results of executing
each operation 50 times. The time is given in milliseconds.
The detailed experimental results are as follows.
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1) Encryption Time: As depicted in Fig. 3a, Deng et
al.’s scheme [35] has the largest encryption cost, because
the encryption time of the ABE algorithm is linear growth
as the number of attributes grows. Ma et al.’s scheme [36]
and VEOABE [34] adopt outsourcing ABE encryption, and
the complex encryption computation is completed by the
cloud server, so the encryption overhead of the data owner
is much less than Deng et al.’s scheme [35]. Our scheme
adopts IBE encryption, so the data owner’s encryption
overhead is constant (about 3.85ms). When the number of
attributes is small, the encryption overhead of Ma et al.’s
scheme [36] and VEOABE [34] is slightly smaller than our
scheme. However, when the number of attributes grows,
their encryption overhead linear growth as the number
of attributes grows and is significantly greater than our
scheme. Therefore, our construction considerably minimizes
the encryption computational overhead of the data owner
through IBE encryption.

2) RK Generation Time: Fig. 3b shows that He et
al.’s scheme [26] has the highest cost for generating the
RK and the time overhead linear growth as the number
of attributes grows. The time cost Ma et al.’s scheme [36]
and our scheme is similar, and they both outsource part of
the RK computation to the cloud server, lowering the data
owner’s computing cost. Deng et al.’s scheme [35] has the
lowest cost to generate the RK because it transforms the ABE
encrypted ciphertext to the IBE encrypted ciphertext, but it
does not support efficient data sharing.

3) Re-encryption Time: As depicted in Fig. 3¢, the
re-encryption cost of our scheme is the smallest. The re-
encryption cost of the other three schemes linear growth
as the number of attributes grows, because they perform
ABE decryption operation, while our scheme performs IBE
decryption operation in the re-encryption algorithm.

4) Decryption Time: Fig. 3d shows that He et al.’s
scheme [26] has the largest decryption cost, which linear
growth as the number of attributes grows. In our scheme
and Ma et al.’s scheme [36], the data owner’s computing
cost is lowed by outsourcing the decryption operation and
the decryption overhead is almost the IBE decryption over-
head of Deng et al.’s scheme [35].

The above experimental results indicate that our con-
struction is effective and practical. Through outsourcing
encryption and decryption technology and using the simple
characteristics of IBE encryption operation, the computing
overhead of the data users is significantly reduced and fine-
grained data sharing is realized.

TABLE 5: Function comparison with related schemes

Schemes CDT NIT EDS
He et al. [26] VA X Vv
Deng et al. [35] Vv Vv X
Ma et al. [36] X v 4
Our v v Y

6.3 Function comparison

Table 5 compare our scheme with other schemes in terms of
cross-domain transformation (CDT), non-interactive trans-
formation (NIT) and efficient data sharing (EDS). CDT here
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refers to transforming ciphertext in one encryption format
into ciphertext in another encryption format. He et al.’s
scheme [26] supports cross-domain transformation by using
PRE to transform the IBE encrypted ciphertext to the ABE
encrypted ciphertext, but this scheme does not support non-
interactive transformation. In the RK generation, the data
owner needs to communicate with the data consumer to
gain the essential information, destroying the model’s prac-
ticability. Deng et al. [35] transform the ABE encrypted ci-
phertext into the IBE encrypted ciphertext, but their scheme
can not achieve efficient data sharing. If the data owner
needs to share data with multiple data consumers, he needs
to perform multiple ciphertext transformations. Ma et al.’s
scheme [36] can not realize cross-domain transformation,
and it can only be transformed into one encryption system.
Compared with these schemes, only our scheme supports
cross-domain transformation, non-interactive transforma-
tion, and efficient data sharing.

7 CONCLUSION

In this paper, we designed a fine-grained data sharing
scheme for resource-constrained devices in the IIoT, which
not only accomplishes flexible data sharing and fine-grained
access control, but also lowers data users’ computational
cost. We used PRE technology to transform the IBE en-
crypted ciphertext to the ABE encrypted ciphertext, realiz-
ing non-interactive transformation. In the re-encryption key
generation, the cloud server generated an intermediate re-
encryption key, which reduces the computing overhead of
the data owner. Moreover, we outsourced most decryption
operations to the cloud server, reducing the decryption
computing overhead of data consumers. A formal security
proof verified the proposed data sharing scheme’s security.
Theoretical and experimental analyses showed that our
scheme’s effectiveness and flexibility, and adaptability to
devices with limited resources in the IloT.
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