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With the development of IoT, more and more data is offloaded from the cloud to the edge for computing, even-
tually forming a collaborative computing model at the edge. However, in this model, the problem of secure
data transmission has not been solved. In this model, data is transmitted and forwarded in multiple messaging
systems, and existing security schemes cannot achieve end-to-end security in a multi-hop, broadcast trans-
mission model. Therefore, in this paper, we propose a new security scheme based on proxy re-encryption
and broadcast encryption techniques. Moreover, the performance and security of the scheme are further en-
hanced by using online-offline techniques and a trusted execution environment when integrating the scheme
with edge collaboration. Finally, this paper proves the security of the scheme in theory, compares the func-
tionality of the scheme, analyzes the theoretical performance of the scheme, and finally measures the actual
performance of the scheme in the edge collaboration system.
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1 INTRODUCTION

With the development of hardware and communication technology, by connecting to the 5G net-
work, an increasing number of Internet of Things (IoT) devices can access the Internet at any place
and any time, enabling human-thing and thing-thing interconnection, also called the Internet of
Everything [26]. At the same time, a mass of data is generated by IoT devices and uploaded to the
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Fig. 1. Edge collaboration in the loT.

cloud, which places a serious burden on traditional cloud computing as well as the software in-
frastructure layer for data forwarding and management, such as message queue systems in cloud
computing. Recently, the concept of edge computing [13, 23, 25] has been proposed, which en-
ables data to be processed by nearly edge nodes with a trade-off, that is, lower data transmission
latency than cloud computing and higher computational power processing than IoT devices. Fur-
ther, the concept of edge collaboration has been proposed and noticed. In the edge collaboration
environment [32, 36], [oT data are no longer transmitted to a cloud computing or edge computing
environment for analysis. Instead, data are processed directly through the collaboration between
things and things and between edges and things, reducing the cost of data transmission and im-
proving the quality of data services [10, 14, 35]. However, IoT data usually necessitate a large
amount of user privacy, and the data transmission and processing on untrusted entities may lead
to serious privacy leakage issues.

In traditional IoT scenarios, the data collected or processed at the device side are collected by
various middleware systems to the cloud for final processing and distribution, such as message
queue systems. However, the network environment is more complex in the edge collaboration
environment. Data are no longer transmitted directly from one device to another; rather, data
may go through multiple message-forwarding nodes to reach the collaboration node. In such a
scenario, the data are forwarded by a third-party entity. Transmitted data maliciously tampered
with will seriously affect data security issues and cause degradation of service quality [12]. As
shown in Figure 1 of the edge collaboration environment, data not only collaborate within a single
domain but there may also be cross-domain collaboration issues. In addition, the collaboration
relationship might be dynamic. For example, a connected and autonomous vehicle (CAV) pushes
computing tasks to different collaborating edge nodes and CAVs as it moves. Therefore, it is critical
to ensure the security of data transmission between the collaborating parties in such a scenario.

The proxy re-encryption technique could transform one ciphertext to another ciphertext en-
crypted by different public keys without data decryption [3]. Thus, it could be used to enable
end-to-end security in IoT software infrastructure. At the same time, the messaging system can-
not know the plaintext of transmitted data. Some works have been proposed recently in cloud
storage and email systems [31]. In addition, the proxy re-encryption technique is often combined
with other techniques to address security issues in different scenarios. For example, by combin-
ing proxy re-encryption and attribute-based access control, the efficiency of data sharing in cloud
storage is improved [15]. To solve the problem of this article’s scenario, the combination of proxy
re-encryption and broadcast encryption techniques is a potential solution. However, the current
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schemes still have some issues in terms of efficiency and functionality. For example, the num-
ber of participants has been limited in the initialization process in the traditional identity-based
broadcast encryption scheme [7], which poses certain problems for the implementation of security
protection in large-scale IoT scenarios, especially in the case of the explosion of the number of IoT
nodes in the Internet of Everything scenario.

This article aims to design an end-to-end security scheme for dynamic edge collaboration envi-
ronments. In the following, we present the application scenarios that motivate us, summarize the
contributions of this article, and introduce its organization.

1.1 Motivation Applications

The edge collaboration scenario is the focus of this article, in which multi-hop data processing is
often adopted. The multi-hop collaborative model described in this scenario is actually an instance
of the computation path proposed by the early edge computing model [25, 34]. Here, we will
introduce the edge collaboration applications motivating us.

Edge video analytics. As a killer application, edge video analytics [34] is used to propose the
promotion of edge computing. As shown in the AMBER alert assistant [35], the video data will
not only be transmitted to the local edge but also may be transmitted to the peripheral edge nodes
because of the limited computing power of the local edge, and certain task scheduling will be
performed based on the processing results.

Connected and autonomous vehicle. In fact, the CAV can be seen as a specific typical appli-
cation in edge collaboration. We consider the CAV to solve its own data processing problem by
collaborating with passengers’ devices in the vehicle, as discussed in [28]. At the same time, the
excess computing power can also be shared with other CAVs, thus, forming collaborative comput-
ing that requires multiple layers and multiple hops through the infrastructure among numerous
vehicles and passengers’ devices.

Unmanned aerial vehicles. Unmanned aerial vehicles (UAVs), commonly known as drones,
are often used in disaster rescue [27]. However, the network infrastructure may be damaged in a
disaster and cannot provide a reliable network. Therefore, drones build ad-hoc networks to trans-
mit data. Network robustness can be greatly improved if drones from different organizations col-
laborate with each other. However, this leads to multi-hop data transmission across drones from
different organizations, which raises data security issues.

1.2 Our Contribution

The main contributions are summarized as follows.

e We introduce the data transmission model and security issues in the edge collaboration en-
vironment and analyze the security requirements.

e In response to the security requirements, we propose a scheme, called ME2E-PBRE, based
on proxy re-encryption and broadcast encryption techniques and integrate the proposed
scheme into an edge collaboration framework with optimizations, supported by a trusted
execution environment (TEE). This provides bidirectional, broadcast end-to-end security in
multi-hop data transmission for edge collaboration.

e We prove the security and analyze the performance of the scheme in theory. In addition,
we experimentally evaluate the actual performance of the scheme. The experimental results
show that the data-forwarding nodes have less computation burden in our scheme and that
the optimized scheme can significantly improve performance.
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1.3 Organization

The remainder of this article is organized as follows. We first review related works in Section 2.
We introduce the system model and security design goal in Section 3, followed by techniques used
to construct our scheme and system in Section 4. Section 5 presents the framework of our scheme
and the security model. The designed scheme is presented in Section 6, and the integration with
optimizations is introduced in Section 7. In Section 8, we prove and analyze the security of the
proposed scheme and system. We analyze the performance of the proposed scheme and evaluate
it at the system level in Section 9. We present our conclusions in Section 10.

2 RELATED WORK

Proxy re-encryption. The concept of proxy re-encryption was first proposed by Blaze et al. [3] in
1998 at the European Cryptology Conference. Proxy re-encryption introduces a proxy role to the
traditional public-key cryptosystem, which can transform ciphertext from one user’s ciphertext
to another’s using the re-encryption key without decryption, ensuring data confidentiality from
beginning to end. Many proxy re-encryption schemes followed. For example, Canetti et al. [5]
proposed a two-way, multi-hop proxy re-encryption scheme that can resist selective ciphertext
attacks. However, it is not efficient due to its bilinear pairwise operation. Due to the need for data
confidentiality for the proxy, proxy re-encryption is used in a large number of applications, such
as distributed file storage [2] and email systems [31]. Ateniese et al. [2] proposed a one-way proxy
re-encryption scheme and applied it to distributed file storage systems for the first time.

By combining different public key cryptography techniques, proxy re-encryption schemes with
other functionalities have been proposed competitively. For example, Weng et al. [30] proposed a
conditional proxy re-encryption scheme. Shao et al. [24] proposed a proxy re-encryption scheme
with keyword search. However, these schemes cannot meet the security and functionality require-
ments of this article, which requires a bidirectional, multi-hop proxy re-encryption scheme and
the ability to transform a single user’s ciphertext into a group’s ciphertext.

Therefore, it is feasible to construct a proxy re-encryption scheme in conjunction with broad-
cast encryption techniques. Chu et al. [7] proposed a conditional proxy broadcast re-encryption
scheme. In this scheme, only ciphertexts that meet certain conditions can be re-encrypted by the
proxy; thus, they do not meet the requirements of the work in this article. Similarly, Xu et al. [31]
proposed an identity-based conditional broadcast proxy re-encryption scheme, which also cannot
be directly applied to the scenario of this article. In addition, Ge et al. [8] proposed an identity-based
broadcast proxy re-encryption for data sharing in clouds. However, these identity-based schemes
cannot simultaneously meet the requirements for function identity and node identity in this
article.

Security in systems. In this part, we focus on security systems. First, we introduce the se-
curity of the publish/subscribe system, which is the common messaging system used in the IoT.
Ion et al. [11] proposed a secure data transmission scheme for publish-subscribe systems based
on attribute-based encryption and searchable encryption. Here, attribute-based encryption (ABE)
protects the confidentiality of data in publish/subscribe systems. Similarly, Pal et al. [17] used a
ciphertext policy attribute-based encryption scheme to secure data in a secure message queueing
middleware system P3S, which makes messages decrypted only at the receivers that hold a set of
attributes that satisfy the decryption policy. However, the ABE-based data security transmission
scheme requires the data sender to encrypt against the attributes of the data receiver, which poses
a high requirement for key management. Pallickara et al. [18] proposed an end-to-end encrypted
topic-based message queuing system with an identity-based key management scheme to manage
the keys of the nodes and symmetric encryption techniques to ensure the confidentiality of the
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Fig. 2. System model of edge collaboration.

transmitted message. Similarly, Rajan et al. [20] also proposed an identity-based end-to-end en-
cryption scheme to guarantee the confidentiality of data. However, this requires the data sender
to know the identity of the data receiver, which does not make sense in this article.

Some studies have introduced the proxy re-encryption technique to publish-subscribe systems.
However, there are still some problems for edge collaboration in the IoT. Borcea et al. [4] pro-
posed an end-to-end secure publish-subscribe system PICADOR utilizing a lattice-based proxy
re-encryption scheme proposed by Polyakov et al. [19]. In the PICADOR system, the publisher en-
crypts the published data using the public key, while the publish-subscribe system receives the mes-
sage and re-encrypts the ciphertext data according to its topic. Although the proxy re-encryption
algorithm of Polyakov et al. [19] has higher security based on the lattice difficulty problem con-
struction, the algorithm does not have bidirectional and broadcast characteristics. This leads to
the PICADOR system needing to encrypt with different re-encryption keys for different recipients
during the re-encryption process, thus affecting efficiency. Zhang et al. [33] proposed a hardware-
enhanced proxy re-encryption scheme using a secure TEE enclave. In fact, the proposed scheme
is not a proxy re-encryption since the ciphertext will be decrypted in the secure enclave. Similarly,
it does not support broadcast encryption.

3 SYSTEM MODEL

In this section, we will introduce the system model first. Then, the threat model is presented,
followed by the analysis of the security objectives.

3.1 System Model

In an edge collaboration scenario, the data may be multi-hop transmitted with distributed nodes,
as shown in Figure 2. An edge collaboration system consists of four entities: data publisher, data
receiver, messaging infrastructure, and trusted authority. The functionalities of these four entities
are as follows.

(1) Data publisher. The data publisher is the entity of publishing collaborative tasks. One data
publisher senses data and sends data to its messaging infrastructure, which can communicate
with other systems, forwarding collaborative tasks to other edge collaborative systems or
finding a data receiver within the collaborative system to collaborate with.

(2) Data receiver. The data receiver is the entity of a collaborative task processor, which accepts
the collaborative task forwarded from the collaborative system infrastructure and returns
the result. A data receiver can also act as a data publisher and collaborate with other nodes.
By concatenating multiple publishers and subscribers, a computation path is constructed.
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(3) Messaging infrastructure. The infrastructure mainly includes various orchestrators and mes-
saging systems. In the scenario of this article, it mainly accomplishes the forwarding of
collaborative tasks and the transforming of ciphertexts according to the forwarding rules.

(4) Trusted authority. A trusted authority is mainly responsible for the key distribution of all
nodes, including public system parameters, private keys, and re-encryption keys.

3.2 Threat Model

In an edge collaboration system, four different entities are included; we focus on the security of the
messaging infrastructure. Here, we divide the attacks into internal attackers and external attackers.
In this article, an external attacker is an attacker outside the four entities, which may be a wireless
monitor or network switch and has access to all of the transmitted information. Thus, they monitor
the forwarded messages, try to decrypt the data, or forward the data to other unpermitted nodes to
obtain the plaintext. An internal attacker in our edge collaboration system is mainly an untrusted
messaging infrastructure. Similar to an external attacker, an internal attacker tries to decrypt the
data, but with additional information, such as re-encryption keys or private keys.

In addition, we assume that the data publisher, data receiver, and untrusted messaging infras-
tructure are equipped with a TEE. The TEE can guarantee the execution of the program on the
untrusted messaging infrastructure and ensure that the internal data is not known to the messag-
ing infrastructure. We take advantage of this property to enhance the proposed scheme.

3.3 Security Objectives

To protect the data in edge collaboration, a scheme should have the following objectives.

(1) End-to-end. End-to-end security means that the communication data between collaborat-
ing nodes will not be known to forwarding infrastructures. Here, we distinguish between
local security and cross-domain security. We consider a solution as locally secure when it
can satisfy end-to-end security for data senders and receivers under the same infrastructure.
Also, when data is transmitted through multiple infrastructures, end-to-end security can still
be guaranteed, which we consider to be cross-domain security. The goal of this paper is to
accomplish cross-domain security. The collaborative nodes might not be connected on the
same infrastructure; rather, they are distributed across multiple infrastructures, that is, in
a computation path or due to network limitations. Therefore, there is a requirement that a
re-encrypted ciphertext could be re-encrypted again, ensuring that data in infrastructures
are not decrypted.

(2) Broadcast. The data or results in the system might be forwarded to multiple nodes simulta-
neously, including data receivers and other messaging infrastructures. The different cipher-
texts are obtained from encrypting with different keys for different receivers, increasing
computation and data transmission. Therefore, the broadcast encryption feature is needed
to reduce the overhead, especially the communication overhead.

(3) Isolated. Different messages are tagged by different topics for communication in the mes-
saging infrastructure. Even if they are the same receiver and publisher, the topics used for
communication are different as long as the types of collaborative tasks are different. Thus,
in terms of data security, isolation should also be done for security, that is, the ciphertext
should be function related or topic related.

(4) Bidirectional. The transmission of data is bidirectional. For example, the data to be pro-
cessed for the collaborative task and the results of the computation need to be transferred in
collaboration. If different keys are used to encrypt the data, the number of keys will double,
which is a key management burden for a trusted authority. Therefore, the bidirectionality of
transforming ciphertext can preferably be supported as well.
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Fig. 3. The architecture of the hardware-assistant trusted execution environment.

4 BLOCKS

In this section, we will introduce the preliminary knowledge of this article.

4.1 Pairing and Related Computational Assumption

Let G be an additive group and G a multiplicative group with the same prime order p, while g is
a generator of Gy. Then, a bilinear pairing map e : G X G — Gr is constructed with the following
properties:

(1) Bilinearity: e(g%, ¢°) = e(g”, 9%) = e(g, )" for all (a, b) € Z;z.
(2) Non-degeneracy: e(g,g) # 1.
(3) The result of e(g, h) can be calculated in polynomial time for allg € Gand h € G.

Our scheme is based on a complexity assumption that has been used in some works, such as
[21], the decisional truncated bilinear Diffie-Hellman exponent assumption (q-TBDHE), which is
described as follows. Given a vector of g + 3 elements (¢, g, g“,g“z, . ,g“q,P) e G9*? x Gr,
no adversary can decide whether P = e(g’, g)"‘q+1 in probability polynomial time (PPT), where
9.9'inG, a € Zj, and P € Gr are random. Formally, for any PPT adversary, the probability is
negligible as follows.

’ 2 , +1 , 2
\PrA(g 9.9%, 9% .....q"" e(g’.9)*" )] - Pr[A(g'. 9.9 9% ,....9*" . P)] (1)

4.2 Trusted Execution Environment

As shown in Figure 3, a TEE is a secure area in a processor for applications [22], the functionality of
which is typically provided through hardware and software collaboration mechanisms. Currently,
TEEs have been widely adopted in the industrial community, and mainstream processor vendors
have implemented TEE in their products, such as Intel Software Guard eXtensions (SGX) [16],
ARM TrustZone technology [9], and the AMD Platform Secure Processor. For example, the ARM
TrustZone technology usually supports biometric authentication in mobile payment, such as facial
and fingerprint authentication.

An important security feature of TEE is isolation. The application must be verified without any
modification, and TEE applications could be isolated from rich execution environments (REEs).
The other applications, rich operating systems, and even hypervisors cannot access, modify, and
control one isolated application in TEE as well as application data inside TEE. Thus, the integrity
and isolation of applications are guaranteed along with the confidentiality of their assets.
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In this case, we will use a TEE to enable an isolated and secure environment in messaging
infrastructures, to improve the performance of the proposed scheme, and to provide confidential
computing for data publishers and data receivers.

5 DEFINITION

In this section, we present the definition of our proposed scheme, ME2E-PBRE. We also briefly
introduce the security model used in the security proof of ME2E-PBRE.

5.1

Definition of ME2ZE-PBRE

As mentioned before, we focus on proposing a multi-hop proxy broadcast re-encryption scheme
in this article, which consists of the following seven algorithms.

Setup(A)— (msk, mpk): The Setup algorithm is run by a trusted party. The input of this al-
gorithm is a security parameter A.The algorithm outputs the master public parameters mpk
and the master secret key msk.

KeyGen(mpk, msk, ID;, fung,S)— sk; y: The KeyGen algorithm is run by a trusted party, as
is the Setup algorithm, to generate private keys for entities. This algorithm takes the master
public parameters mpk, master secret key msk, entity identity ID;, requesting function iden-
tity funys, and the set of allowed decryptions S as inputs and outputs an entity private key
sk; ¢ of entity i for function fun;.

MsgEnc(mpk, M, fung, S, {Uj}jes )= CT: The MsgEnc algorithm is run by a sender entity. The
inputs of this algorithm consist of the master public parameters mpk, message M, private key
sk ¢, function identity funys, and allowed decryption set S with public information {U;};es.
This algorithm outputs the ciphertext CT.

ReKeyGen(mpk, sk ¢,S’, fung)— rk;s_s,r: The ReKeyGen algorithm is run by a trusted
party to generate a re-encryption key rk; s, », which could transform a ciphertext under
the set S to set S’”. This algorithm is fed by the master public parameters mpk, private key
sk; r, encrypted set S, and function identity funy.

ReEnc(CTs, rk; s—s.»)— CTs: The ReEnc algorithm is run by a proxy to transform ciphertext
from the set S to set S’. This algorithm takes as input the ciphertext CTs and re-encryption
key rk; s—s,» and outputs the re-encrypted ciphertext CTs .

Dec-I(mpk, CTs, sk; r )= M: The Dec-I algorithm is run by a receiver entity. The inputs of
this algorithm consist of the master public parameters mpk, private key sk; s and ciphertext
CTs, which is the output of MsgEnc. The algorithm outputs decrypted plaintext M.
Dec-Il(mpk, CTs, sk;, f)—> M: Similar to the Dec-I algorithm, Dec-II is run by a receiver entity.
The inputs of this algorithm consist of the master public parameters mpk, private key sk; r,
and ciphertext CTs, which is the output of ReEnc. This algorithm outputs decrypted plaintext
M.

Consistency: The consistency of an ME2E-PBRE scheme means that any correct ciphertext CTs
can be decrypted by the Dec-I or Dec-II algorithm with a valid private key. For multi-hop features,
we have that

Dec — I(MsgEnc(M,S’), skig.r,...) =M (2)

Dec — II(ReEnc(ReEnc(. . . (ReEnc(ReEnc(MsgEnc(M), .. .),...), ...)) .. ) rki st S's o)y Skiag . .) = M, (3)

n

where n > 1, id € §’, and all re-encryption keys have rights to transform ciphertext.
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5.2 Security Model for ME2E-PBRE

Now, we define the security game between an adversary A and a challenger C in the security
model for ME2E-PBRE. We should note that the proxy will not collude with the receiver. For sim-
plicity of description, we omitted some parameters, such as function identity funs and master
public parameters mpk.

Definition 2 (IND-CCA). A ME2E-PBRE scheme is indistinguishable chosen-ciphertext attack se-
cure if no adversary A can win the following game Exp/NP~CCA with a non-negligible advan-
tage in probability polynomial time.

(1) Setup. The challenger C runs the Setup algorithm to get the master public parameters mpk
and then gives mpk to the adversary A.

(2) Phase 1. The adversary A is allowed to adaptively issue the following queries.

e Key generation query (ID;,S). The challenger C executes a key generation algorithm to
generate a private key for entity identity ID; and function identity funy under the set S.
Then, the challenger C forwards this information to the adversary A.

e Re-encryption key generation query (51,5;). The challenger C executes the re-encryption
key generation algorithm to generate a re-encryption key with the ability to transform
ciphertext under S; to ciphertext under S;, where the input private key sk of this algo-
rithm is generated by the KeyGen algorithm with a random identity in the set Sy, and the
adversary A should never query any private key in S,. Then, the challenger C returns the
re-encryption key to the adversary A.

e Re-encryption query (sk; r,CTs,,S1,S2). If ID; € Si, the challenger C executes the re-
encryption algorithm to transform ciphertext CTs, and returns transformed ciphertext,
where a re-encryption key is generated. Here, the adversary A never queries any private
key in S,.

e Decryption query (ID;, CTs). The challenge C executes a decryption algorithm to decrypt
ciphertext CTs with a stored private key sk; by the KeyGen algorithm before and included
in the set S.

(3) Challenger. The adversary A outputs two equal length messages {M,, M} and the chal-
lenger C chooses a random bit w € {0, 1}. Then, the challenger C makes the challenge
ciphertext to be CT;. = MsgEnc(M,,,S",...) and returns ciphertext CT;, to the adversary
A. Here, the adversary A should never query any private key in $* U Sy and make any
re-encryption key generation queries, which can transform CTs- to CTs,.

(4) Phase 2. The adversary A is allowed to continue making queries as in Phase 1, except for
the following.

e Key generation query (ID). The adversary A cannot query any private key skrp, where
the corresponding identity is included in any decryption set queried before.

e Re-encryption key generation query (S*, Sy) and key generation query (ID). The adversary
A cannot make any re-encryption key generation query and key generation query if any
identity in key generation queries is included in the set Sy.

e Re-encryption key generation query (5", S¢) and decryption query (sk, CTs,). The adver-
sary A cannot make re-encryption key generation queries, which could transform cipher-
text CTy. to ciphertext CTs, and then query decryption to ciphertext CTs,..

e Re-encryption query (S*, S¢, CT.) and key generation query (ID). The adversary A cannot
make a re-encryption query that transforms ciphertext CTg. to ciphertext CTs, and then
query any private key, where ID € S¢.

e Decryption query (sk;, CTg.). The adversary A cannot query decryption on ciphertext
CT;..
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Table 1. Notations Table

Notations Definitions

G A multiplicative group generated by generater g with order p
e() A bilinear map G X G — Gr

Hy, Hy Secure one-way collision-resistant hash functions
msk/mpk The master private key and public key of the trusted party
ID; The identity of node i

fung The identity of function f

ski f The private key of node i for function f

S The set authenticated for decryption

CcT Ciphertext

CTs/CTss  Ciphertexts that could be decrypted by any node in the set S and the set S’, respectively
rki s—s.r The re-encryption key of node i for function f to transform decryption set from S to S’

(5) Guess. The adversary A outputs the guess w’ € {0, 1}.
If w' = w, the adversary A wins the game. Thus, the advantage that the adversary A can break

the scheme in this game can be defined as follows:

AdvTP=CCA = prw’ = w)] -

©)

If for all PPT algorithm adversary A and negligible function e, AdvI;{V D=CCA < ¢(k), so that a
MEZE-PBRE scheme is IND-CCA secure.

[N

6 PROPOSED SCHEME

In this section, we first give an overview of the proposed scheme. Then, a detailed introduction of
the proposed scheme is presented, followed by a consistency analysis. The definition of notations
in our scheme is summarized in Table 1.

6.1 Overview

Inspired by Ren and Gu’s identity-based broadcast encryption scheme [21], as well as Chu and
Tzeng’s identity-based proxy re-encryption scheme [6], we propose a multi-hop proxy broadcast
re-encryption scheme. However, Wang et al. [29] have proved that the scheme [21] is insecure,
where a private key holder could calculate any private key in the system. In this case, we first fix
this problem by adding one random element in the key generation phase, and we use identity ID;
and function identity fun, in keys to ensure that the used keys are related to corresponding func-
tions. Similar to [6], a random element R is embedded into re-encrypted ciphertext and encrypted
as the re-encryption key to implement multi-hop proxy re-encryption. Figure 4 is a flowchart of
the proposed scheme.

6.2 Construction

Our proposed ME2E-PBRE scheme consists of the following algorithms.

6.2.1 Setup(A) — (msk, mpk). Given a security parameter A, this algorithm first constructs
a bilinear map e : G X G — Gr, where G and G are two multiplicative groups with prime
order p (|p| = 7). Let g be the generater for G. Then, the algorithm randomly chooses a € Z;, and

calculates g; = g*. Also, (g2, g3, ho, b1, hz) € G° are randomly selected. A polynomial f(x) = ax+b
is randomly generated, where (a,b) € Z;Z. Note that these two numbers should be re-generated for

security concerns when g, = g5 or hy = g5 b Finally, two cryptographic hash functions H; : G? x
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Fig. 4. The flowchart for proposed scheme.

Gr* — Z;, H, : Z; x {0,1}* — Z; and two functions F; : {0,1}! & Gr, F, : Gr — G are chosen,
where [ is the length of a symmetric encryption key. Hence, the algorithm outputs the master
private key msk = « and the master public key mpk = {g, g1, g2, g3, ho, h1, h2, f, Hy, Hy, F1, F}.

6.2.2 KeyGen(mpk, msk,ID;, fung,S) — sk; r. When anode with ID; € Zj, requests a private
key for the special function funs and set S, this algorithm will be launched. Two random large

numbers (r; f,1,7i,f,2) € Z}‘,z are chosen, and (r; f,1, 7 f,2) should be re-chosen if hog;i’f’zgg(ri’f’Z) =
1. Thus, u; r, -1 = 1 f,2 and u; 5,0 = g"*/'. The algorithm randomly chooses a U; € G and inserts
U; in mpk as public. Then, the algorithm calculates u; f,; and set {u; 7 ;}jes\; as follows:

ujfi = (hog;ivf,zgg(ri,f,z))a (hfZ(IDi’funf)h{Di Ui)ri’f’l (5)

H,(IDj, ) ID; Tifi1 .
wipy = (hy TR e s\ (6)

Finally, the algorithm outputs the private key sk; r = {u; r, -1, u; r,0, (Ui f,j}jes}

6.2.3 MsgEnc(mpk, M, fung,S,{U;}jes) — CT. This algorithm could encrypt message M €
{0, 1}* utilizing hybrid encryption. First, the algorithm generates a random symmetric encryption
key key and encrypts the message M using the corresponding symmetric encryption algorithm
formalized as SymEncg.,(M). Then, an element k € Gr is transformed by the function F; with the
input of key.

Second, the algorithm encrypts the element k utilizing asymmetric encryption. This step could
be defined as AsymEnc(mpk, k, fung,S, {Uj}jes). A random large number ¢ € Z;‘, is selected, and
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the values (cy, ¢s, c3, ¢4, ¢5) are calculated as follows:

¢ = l_[(hfZ(IDj’funf)h{DjUj)t
jes

=g

cs = e(g2,.91)"

€y = 6(93,91)t

cs =k - e(hy, g1

. ™)

)t+s

where s = Hj(ci, c2,¢3,cs, €(ho,g3)"). Then, the validating element § = Hi(cy, c3,c3, c4, C5, k -
e(ho, g1)") is calculated. The sub-algorithm AsymEnc outputs the set {cy, ca, c3, ¢4, c5, S}

Finally, the algorithm finishes by encrypting the message M and outputting the ciphertext CT
as follows:

CT = {c15c2?c3’ Cq, Cs,ﬁ»S,SymEnckey(M)}' (8)

6.24 ReKeyGen(mpk,sk; ¢,S’, fung) — rk; s_s r. This algorithm first checks the private key
sk;,y and function identity funcy to determine whether the private key is assigned for the function.
If not, the algorithm will return L or generate arandomy € Gr. Then, R € G and its multiplicative
inverse R™! are obtained, where R = F,(y). Next, the algorithm will encrypt the element y by calling
the sub-algorithm AsymEnc with the inputs of (mpk, S, y, funy), and the output is defined as rct.
Based on the private key sk; r, the algorithm calculates a new ul’ fo = Ui £,0R™". Thus, it outputs

the values of RK; s, = {ui £, -1, u;,f,o’ {uif,j}jes), ret}.

6.2.5 ReEnc(CTs,rk; ss,r) — CTs. This algorithm is executed to re-encrypt the ciphertext
CTs to another ciphertext CTs so that the node in the set S” could decrypt the ciphertext. First,
the algorithm will check whether the re-encryption key rk; s/, could make the transform by
checking whether the set S in CTs is a sub-set of the set S in rk; s_,s' . Once the relationship does
not hold, the algorithm will return L since the re-encryption key does have enough information
to re-encrypt the message. Note that the ciphertext CTs has two cases: the output of the algorithm
MsgEnc and the output of the algorithm ReEnc.

While the ciphertext CTs has the format{c,, ¢z, c3, ¢4, 5, f, Sc, SymEncy., (M)} as original cipher-
text, the algorithm will calculate the value of ¢ as follows:

e(HjES ui,f,j,CZ)

ui f-1 f(uif-1)
3 Cq

©)

Ce =
’

e(ch ul,f,O)

c
The algorithm then completes the message re-encryption with the output of CTs as follows:
CTy = {cl, €2, C3, Ca, C5, 3, Co, €1, Co C3, Cps Coy B, S, SymEnckey(M)} , (10)

where the values of {c], c;, c;, c;, cs, '} are obtained from the rct in rk; 5.5 .
When the ciphertext CTs is a re-encrypted ciphertext, its format is as follows:

CTs, = c},c%,...,c;,ﬁl,cé,cf,...,cg,ﬂz,...,cg_l,cf,...,csd,ﬂd,sd,SymEnckey(M) ,  (11)

d-1

where this ciphertext has been re-encrypted by d — 1 times, and ¢ = S. To re-encrypt such cipher-

texts, the algorithm first extracts the last set of { cf, cg , c,f s cf, c?, ﬂd} and then calculates cgl‘l as
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Equation (9). Finally, the algorithm outputs the re-encrypted ciphertext CTs by removing S and

appending (¢, c¢?*1,.. ., cd*1, p4*1) and S9! as follows:
1.1 1 2 d _d+1 d+1 pd+1 od+1
CTs, ={¢cj,¢p. .. c5,ﬁ c6,c1,.. cs,ﬂ S, CeaCl ., cs L BYTS ,SymEnckey(M) ,
d

(12)

where $9+1 = §.

6.2.6 Dec—I(mpk,CTs,sk; ) — M. This algorithm is utilized to decrypt the original ciphertext
CTs with the format of {ci, ¢3, c3, ¢4, ¢5, B, S¢, SymEnc., (M)}, outputted by the algorithm MsgEnc.
First, the algorithm will check whether the set S in CTs is a subset of the one in sk;, £+ Once the
relationship does not hold, the algorithm will return L since the private key has enough informa-
tion to decrypt the message. Then, the algorithm will calculate the value of e(hg, ;)" as follows:

@( [Tjes uif.j» Cz)

uj f-1 f(uif,-1)
G3 Gy

e(ho, g1)" = (13)
e(cy, ui,f,o)
and calculate the element § as

$ = Hi(cy, ¢z, ¢3, cas €(ho, 91)") (14)

Based on ¢ and §, the algorithm obtains the information k - e(ho, g1)" = c5/e(hq, g1)° to validate
the value of f in CTs. If the calculated f” is not equal to the f in CTg, the algorithm will be
terminated and return L. Otherwise, the key information k’ could be calculated by the following
equation:

p = keethog)” (15)
e(ho, g1)"*
Hence, the algorithm could calculate the symmetric key key’ = F;'(k’), and also the plaintext M
utilizing the corresponding symmetric encryption algorithm with key’, where key’ = key.

6.2.7 Dec — II(mpk,CTs, sk; y) — M. This algorithm is utilized to recursively decrypt the re-
encrypted ciphertext CTs with the format of Equation (11) outputted by the algorithm ReEnc. First,
the algorithm will check whether the set S in CTs is a subset of the one in sk; r. Once the relation-
ship does not hold, the algorithm will return L since the private key has enough information to
decrypt the message.

Then, the algorithm extracts the last subset of CTs with the form {c{ d cd cgi s cf, d, d} Thus, the
algorithm could obtain and validate the random element r4 followmg the operations for the orig-
inal ciphertext, which is encrypted by AsymEnc in the algorithm ReKeyGen. Further, the inverse
element R; of ry can be calculated by R; = F;(ry), and the information for decrypting previous
ciphertext can be obtained as follows:

cd 1

e(ho,g3)'*" = —F—. (16)
e(ci™ RN

Hence, the previous ciphertext{ 1 ed=1 cd1 d=1 ¢d=1 B4-1} can be decrypted. In this way,

the original ciphertext {c, ¢}, c3, ¢}, cs,ﬁl can be decrypted step by step with a decrypted key
information k’. Second, the symmetric encryption key key’ can be calculated as key’ = F;(k’),
and the message is decrypted by the symmetric encryption algorithm with the key key’. Finally,
the plaintext M is outputted.
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6.3 Consistency
In this subsection, we explain the consistency of our ME2E-PBRE scheme.

For an original ciphertext encrypted by the MsgEnc algorithm, the key step is described in
Equation (13). In this case, we have that

e([1jes uif.j>c2)
u -1 fuip-1)
C3lf 1C4 A e(cl,ui,f,o)

e((hogzri,f,zgg(ri,f,z))a njes (hfz(ID,-,fun,c)hiDjUj)ﬁ-,f,l,gt)

u:f -1 f(ui,f,—l)

Cy e(cl’“if 0)
(b ) e s ()5 1)
) c;li’f’_lc{:(ui'f - (n,es ( HZ(ID] funf)hID U) gri,f,l) . (17)

e((hog;ifyzgaf(ri’m)) , 9t>

ui -1 fuig-1)
3 ¢y

e(h5.g')el(9;")" )el(55 )" ")
e(gz,gl)tri,f,ze(gz’gl)tf(r,—yfyz)
= e(ho, g1)'

c

Thus, the consistency of an original ciphertext can be verified.

For a re-encrypted ciphertext, as shown in Equation (12), the last sub-ciphertext set is a rct
set, and the consistency for calculating the element R; has been verified as Equation (17). Thus,
following the decryption processes, the previous R;_; could be obtained as well as R;. Finally, the
symmetric encryption key key is computed. Hence, the key step is the consistency of Equation (16).
In this way, we have that

%
e(ci,RY)
e([1jes i f.j>c2)
&5 Y eer,us g o)e(er, R
i f, (ri,f.2) H (IDj,fun )h P Ti,f1
_e((hong2g§ ) Myes ("7 1) gt) (18)
C;li,f,—lcf(ui,f,—l)e(c Rgi’f’l) (Cl _1)
r; f(r, ) H (IDj,fun )h i f,
el (b ) M (P ) 1)
c;i’f’flc{(u”f’q)e(cl, ghfh)
= e(ho, 1)’

Thus, the consistency of a re-encrypted ciphertext is verified.

7 INTEGRATING SCHEME IN THE EDGE-ASSISTED COLLABORATION SYSTEM

In this section, we integrate our ME2E-PBRE with an edge-assisted collaboration system, named
TCFDL [36]. TCFDL is an edge collaboration infrastructure with trusted execution environment
support.
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4.2. Data Transmission
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Fig. 5. Architecture of the security-enhanced TCFDL system.

7.1 Overview of the Secure Edge-Assisted Collaboration System

The TCEDL system is of serverless architecture and uses message queues to transmit data and
associate different collaborative entities, where data publishers and data receivers are function in-
stances. The collaborative instances, that is, data publisher and data receiver, first need to register
with the service manager (SMger), serving as the trusted authority and obtain the keys, such as
private keys after performing remote attestation. Note that the communication is protected by
the Transport Layer Security (TLS) protocol. When data publishers and data subscribers need to
construct a collaborative relationship, they must register with the local messaging infrastructure,
which will register with the SMger. The communication between collaborative instances will be
automatically established by corresponding messaging infrastructures once the collaborative rela-
tionship is established on the SMger.

To integrate our scheme with the edge-assisted collaboration system, five functions should be
modified with security enhancement, including Setup, Function Publisher Registration, Function
Subscriber Registration, Data Transmission, and Function Unsubscription, as shown in Figure 5.

However, there are still several problems with the current scheme when applied to real sys-
tems. First, in the previous scheme, which enables multi-hop proxy broadcast re-encryption, the
re-encryption key should be generated in the trusted authority. This is because the proxy could de-
crypt forwarding messages if it holds a private key. In this case, the proposed scheme is inefficient
on re-encryption key generation when the decryption set updates frequently. Second, encryption
is also computation intensive, which will increase the latency of end-to-end data transmission. In
this case, we adopt ME2E-PBRE to the system with two improvements as follows.

e To deal with inefficient re-encryption generation in our original scheme, we migrate the re-
encryption key generation to the messaging infrastructures based on TEE technology, which
could protect private keys from the software, operating system, and even hypervisor.

e To minimize the impact of encryption on end-to-end data transmission latency, part of the
operations are processed offline and we keep only plaintext/ciphertext-related operations
online.

7.2 Setup

The service manager runs the Setup algorithm of Section 6 to generate the master public parameters
mpk and master private key msk, then stores these values in the database. Then, a messaging
infrastructure, data publisher, or data receiver can connect to the SMgr to obtain the master public
parameters via a public channel. Still, it should verify identities using security technology, such as
certificate-based authentication.
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7.3 Function Publisher Registration

Once a messaging infrastructure of IDsp,oxy as the edge node receives the function publisher regis-
tration funy from a function instance, that is, a data publisher, with identity ID;, it will first check
the identity of function instance. Then, it forwards this registration information to the SMgr us-
ing tunnelling technique so that the function instance can obtain the private key sk; r with the
set Sg = {IDsproxy} and element Uyp,,,,., - Note that the private key SkIDspmxy,f has been gener-
ated and also sent to the messaging infrastructure of IDgpoxy, Which will be directly decrypted
and stored in TEE so that the messaging infrastructure cannot obtain any information about the
private key. Here, we assume that instance ID; is a data publisher in function fung.

7.4 Function Subscriber Registration

If an instance ID; is a data receiver registered in function funy, it sends the function subscriber
registration to its local messaging infrastructure of ID,proxy. Then, the SMger first generates the
private key skip,,,,.,.r and sends it to the messaging infrastructure of ID;pyoxy. Also, it will return
a private key sk; r with the set S, = {ID,proxy} and element UID, proxy- Finally, the SMgr should
send the messaging infrastructure of ID;,,oxy that another messaging infrastructure of ID;,oxy
has subscribed the function fung, so that the messaging infrastructures of D oxy and IDyproxy
can generate re-encryption keys rkgproxy,s,—s,.f and rkyproxy,s, s, f» respectively, where S” in-
cludes local function instances of subscribed function f ung and S’ = {ID;} here. To this end, a
collaborative relationship is established.

7.5 Data Transmission

Simplified, we assume only two messaging infrastructures and two function instances. When a
message is transmitted from a data publisher instance of ID; to several data receiver function in-
stances, the data publisher instance of ID; first encrypts a message using the Enc algorithm with
the set S5, which includes only one element, that is, the local messaging infrastructure of ID;;oxy-
Then, the messaging infrastructure of IDsproxy transforms CTs; to CTs, using the ReEnc algo-
rithm and sends CTs, to the messaging infrastructure of ID,,,oxy. The messaging infrastructure
of IDyproxy transforms the ciphertext CTs, to CTs,, where data receiver instance ID; is in set S”.
Note that sets S, and S” will change according to the function subscription relationship.

To reduce the latency of end-to-end data transmission, a part of the operations in this step could
be online/offline as follows:

e In the Enc algorithm, a symmetric key key will be randomly chosen offline and element k
will be calculated. Then, element k is encrypted to {cy, c2, c3, ¢4, 5, f}. Thus, only symmetric
encryption on messages needs to be performed online. phase.

e Due to most operations in the ReEnc, Dec-I, and Dec-II algorithms being related to the ci-
phertext, only small operations can be performed offline, such as f(u; 1) and 3 jes u; f,j.

7.6 Function Unsubscription

To unsubscribe a function, the data receiver instance ID; should send a request to its local messag-
ing infrastructure of ID,,,oxy. Then, the application in the TEE of the messaging infrastructure
will update the re-encryption key, removing element ID; from the decryption set. In addition, if
there is no instance in the messaging infrastructure of ID,poxy, it Will notify the SMgr so that
the messaging infrastructure connecting to the data publisher instance could generate a new re-
encryption key and remove ID,pyoxy from the subscription list.
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8 SECURITY PROOF

In this section, we prove that the proposed scheme is theoretically secure using security reduction.
We also determine whether the scheme meets our design goals. To prove the security of our ME2E-
PBRE, we first prove that the subset of the proposed scheme is IND-CCA secure, named by the
basic broadcast encryption (BBE) scheme, which consists of the Setup, KeyGen, MsgEnc, and Dec-I
algorithms. Then, we can prove that the proposed scheme is IND-CCA secure.

8.1 Security Proof for the Subset of the Proposed Scheme
To prove the subset of the proposed scheme BBE, we first define the security model.

Definition 3 (BBE-IND-CCA). A BBE scheme is indistinguishable chosen-ciphertext attack secure
if no adversary A can win the following game Exp”tBBE-IND=CCA with a non-negligible advan-
tage in probability polynomial time.

(1) Setup. This is the same as in Definition 2.

(2) Phase 1. The adversary (A is allowed to adaptively issue the following queries.

e Key generation query (ID;,S). The challenger C executes a key generation algorithm to
generate a private key for entity identity ID; and function identity fun, under the set S.
Then, the challenger C forwards this information to the adversary A.

e Decryption query (ID;, CTs). The challenge C executes a decryption algorithm to decrypt
ciphertext CTs with a private key sk; stored earlier by the KeyGen algorithm and included
in the set S.

(3) Challenger. The adversary A outputs two equal-length messages {M,, M;} and the chal-
lenger C chooses a random bit w € {0, 1}. Then, the challenger C makes the challenge
ciphertext to be CT;. = MsgEnc(M,,,S",...) and returns ciphertext CTg, to the adversary
A. Here, the adversary A should never query any private key in $* U Sy and make any
re-encryption key generation queries, which can transform CTs- to CTs,.

(4) Phase 2. The adversary A is allowed to continue making queries as in Phase 1, except for
the following.

e Key generation query (ID). The adversary A cannot query any private key skrp, where
the corresponding identity is included in any decryption set queried before.

e Decryption query (sk;, CTg.). The adversary A cannot query decryption on ciphertext
CT..

(5) Guess. The adversary A outputs the guess w’ € {0, 1}.

If w' = w, the adversary A wins the game. Thus, the advantage that the adversary A can break
the scheme in this game can be defined as follows:

1
AdvBPETIND=CCA = pr(yy = )] — 3 (19)
If for all PPT algorithm adversaries A and negligible function e, Advg{BE_I ND-CCA €(k); thus, a
BBE scheme is IND-CCA secure.

THEOREM 1. Assume that the (t’, ¢’, q)-TBDHE assumption holds in G, Gr, then the BBE scheme is
(t,€,qk> 9a) IND-CCA secure for t = t' = O(texp - qn) = O(tpair-q), € = €' +1/(p—1), qx +qa < q -1,
where texp, and tpqir are the average times required to exponentiate and pair in Gy, Gr, respectively.

PRrRoOF. Assume that there is an adversary A breaking our BBE scheme. We construct a simula-
tor B to solve the -TBDHE problem. At the end of the game, the simulator 8 is given a vector
9'.9.9%... ,g”‘q,P) € G972 x Gr, and decides whether P = e(g’,g)“qH.
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Setup. The simulator 8 randomly chooses three functions f,(x) = ?:0 a;x’, fy(x) = Z?:o bix’,

andfC Zq cix! with the degree q. Let g; = g%, hy = ¢/*(@), g, = gh(@) g3 = gle(®),

——x — 2L, hy = g, and hy = g2, where (a,r1,12) € 2;3 is randomly chosen. Similar

to proposed scheme three functions f;(x), fp(x), and f.(x) should be randomly chosen again, if

b . .
= g3q/c" or hy = g: aléq, Then, the simulator B sends the master public parameters mpk to the

adversary A, where mpk = {g, g1, g2, g3, ho, h1, hz, f(x)}.
Phase 1. For different queries, the simulator 8 responds as follows.

e Key generation query (ID;, funy,S). The simulator 8 receives the identity ID;, function iden-
tity funs, and decryption set S. If ID; = « or any ID; € S is equal to a, the simulator
solves the -TBDHE problem. Otherwise, the simulator 8 randomly chooses two large num-

bers (ri r1.7i,5,2) € Z*Z and U; = gdi € G, where hog;i’f’zgf(ri’f’Z) # 1, then calculates

related private keys u; r, 1, u; f,0, and {u; ; = (hHZ(ID fun’)hID’U /i) 571 }jes\i in the same

way as in the real scheme. Then, it computes u; ¢ ; as follows, and returns the private key
skir = {ui r,—1, ti r0, {Ui,r, j}jes)-

ui,f,i = (gZ? 0 (ai +rif, 2bi +f(r1f 2)ci)a Hl) (hfZ(IDisfunf)h{Di Uj)ri’f’l (20)

Here, the outputted sk; , is a valid private key, since we have the following equations:

gziz<aﬁqtﬁzm+fvgﬁ»c»a”l::gzzw<aﬁvtﬁzm+fatﬁ»c»a”l

= (gfa(a) _gri,fysz(a) .gf(’i,f,z)fc(a))“ 21)
- ()"
Uifi= (h o9 fzgf(r,fz)) ( pH2(IDs, funf)hIDlUylfl 22)

where f(r;r,2) = —(bg/cg)rif,2 — (ag/cq) and aq + 1y r,2bg + f(rif,2)cq = 0. Hence, sk; r is
randomly distributed due to the randomness of ; f,1, 7i,r,2, and U;; jesuir
Decryption query (ID;, CTs). The simulator B receives the identity ID; and a ciphertext
CTs from the adversary A. The simulator 8 first checks whether ID; € S or not. If yes,
the simulator 8 obtains sk; r from stored private keys, then decrypts CTs and returns a

decrypted message. Otherwise, the simulator 8 returns a L.

Challenge. start here The adversary A randomly generates two messages M; and M, and one
decryption set S*, where the identities have never been queried in the key generation query in
Phase 1. Once a message is received from A, the simulator B randomly chooses a bit w € {0, 1},
and symmetric key element k*, then calculates the ciphertext (cj, c;, ¢}, ¢y, ¢z, f*) as follows:

c>1k — (g’)ZleS* roHy(ID;, fung)+rID;+d;
G=g
-1 i+
¢; = PY - e(g’, )0 e
¢, =P -e(g, g)%i T e’ s (23)
. e(ey,u; ;- Tljesi tig.)) -
=K D o Ty o)
(04) if.2/ . (03) if.2 . e(ui,r,O’ cl)
B = Hi(c;,c;,c5,¢; 5, cife(ho, g1)° )
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where sk 7 is a private key of identity ID; € S* and s™ as follows.

e(ey ;i Tljesi tig.j)
(e Vi) () ire - e(u, o)

* * * * *
s" = Hj|cj,cy,c3,¢4, (24)

Phase 2. The adversary A makes additional queries as defined in the security model and the
simulator B responds as in Phase 1.

Guess. The adversary A guesses w’ € {0, 1} and submits it to the simulator 8. If w = w’, the
adversary ‘A wins the game.

The simulation is completed. In a challenge, for any private key sk; f in S¥, we have that

e(ci,u’ .~H-€5*\-ui’f,j) _ "
TR - e(g g E e 29)
(ch) "if.2 .(c;ﬂ)’i.f,z ce(u? c*)

i,r,0° 71

From this view, even though the 51mulator B can generate multiple private keys for ID7, it still

cannot decide whether P = e(g’,g)*" . ', Thus, the simulator 8 sends CT; to the adversary A. In
A’s view, let t* = log,g’. Thus, we have that

¢l = (gl)zies* roHy(IDy, fung)+rID;+d; _ 1—[ (hfz(IDi,funf)h{DiUi)t*
ies*
G=g'=g"
¢; = Pba - e(q’, g) o biat e(g’. ¢ = e(g1.92)"
c; =P -e(g’,g) Si et 9. ¢ = e(g1,935)" ’ 0
Gk ;I}ES*V ui;f’j) el g)” = K elho.g)
(cp) "ar2 e (c3) oS - e(uy g, C1)
B* = Hy(c}, c;,c3, ¢ c;k,c;‘/e(ho,gl)s*) = Hy(c},¢;, 5, Cy Cor k™ - e(ho,g1)t*)
where s* = Hy(c], ¢}, c3, c), e(ho,gl)t*) and the following equation holds.
o tipallesutirs) g o 27)

(CZ)f(rf*sf’z) . (C;ﬁ)’;,f,z . e(“zr,o’ciﬁ)

Hence, CTg is a valid ciphertext with the randomness of ¢* and is indistinguishable for the
adversary A. In addition, a ciphertext can be accepted and decrypted only if it is valid, and all
invalid ciphertext will be returned by L. Due to the uniform randomness of t*, s* is also uniformly
random; the adversary A cannot calculate a valid ¢; or ¢s from CTg to forge a valid ciphertext.
Then, in ¢, since t* and s* are random, ¢* + s* is random and t* + s* = 0 is with the probability of
1/(p — 1). Also, cz/k* is random for the adversary A and it can win the game with a probability
of at most 1/2 + 1/(p — 1). In the simulation, the runtime of the simulator B is bound by t <
t + O(qntexp) + O(qtpairing) Where n is the size of the set S.

8.2 Security Proof for Proposed Scheme
Here, we are proving that the proposed scheme is IND-CCA secure.
THEOREM 2. Assume that there is an adversary A that has advantage € against the game

Exp tBBEZIND=CCA "Then_ there is a simulator B that could break the BBE scheme with at least
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the advantage as follows:
AdvlPCCA > efe(1 + qm), (28)

where g, is the maximum number of queries to KeyGen by the adversary A and e is the base of the
natural logarithm. The runtime of the simulator is O(time(A)).

Proor. Assume that there is an adversary A breaking our ME2E-PBRE scheme. We construct a
simulator 8 to break the BBE scheme in the following steps. Note that the simulator $ maintains
a table Ty with tuples (,ID, S, S’, rk) and a table T, with (5, ID, S, sk), where x is the wildcard.

Setup. The Setup of BBE is performed, and the output is forwarded by simulator 8 to the
adversary A.
Phase 1. For different queries, the simulator 8 responds as follows.

e Key generation query (ID;,fung,S). The simulator 8 first generates a random coin 7 where
Pr[n = 1] = p for some rho that will be determined later. Then, if n = 0 or (0,ID, S, )
already exists on the table T3, the simulator B outputs randomly and aborts. Otherwise, a
key generation query is sent by the simulator 8 with same parameters to the BBE scheme,
and the returned private key sk; r is forwarded to the adversary A. Then, the simulator 8
inserts tuple (1,ID, S, S, 1) into the table Ty and tuple 1,1D, S, L into the table T,.

e Re-encryption key generation query (51,5;). The simulator B first generates a random coin
nwith Pr[n = 1] = p.If n = 1, (1,ID, 1, S1, L), or (1,%,5;,S,, L) already exists in T;, and
(1,ID, Sy, L) or (1,ID, S,, L) already exists in T, the simulator 8 makes the key generation
query to the BBE, and then calculates the re-encryption key as the real scheme in Section 6,
which is returned to the adversary A. Otherwise, the simulator 8 generates a re-encryption
key rkis,—s,r = (x,y, MsgEnc(mpk, z,S;)), where {x,y,z} € Z;, x {0, 1}%. Finally, tuple
(n,ID, S1, 52, ki 5,55,,r) is inserted into the table.

e Re-encryption query (sk; s, CTs,, S1, S). If ID; € Sy, the simulator 8 performs re-encryption
key generation query with sk; r, S1, Sz to obtain rk; s, s, r, then the simulator 8 re-encrypts
the ciphertext as a real scheme utilizing rk; s, s, 7.

e Decryption query (ID;, CTs). If CTs is an original ciphertext, the simulator 8 forwards to
the decryption of the BBE scheme and outputs of the BBE scheme to the adversary A. If
CTs is a re-encrypted ciphertext, assume that the last ciphertext set rct is encrypted under
the set S, and the previous ciphertext is encrypted under the set S’. If (0, ID, S’, S, rct’) exists
in T,, the simulator B first checks whether rct = rct’. If passed, the simulator 8 makes a
decryption query to the BBE scheme with rct, and then computes plaintext as a real scheme.
Finally, The simulator B returns the plaintext to the adversary A.

Challenge. The adversary A selects (ID*, S*, mg, my) to the simulator 8. If tuple (1, 1D*, S*, )
exists on the table T, the simulator 8 aborts the game. Otherwise, the simulator B sends the
challenge to the one of the BBE scheme, and forwards ciphertext CTs- to the adversary A.

Phase 2. The same as Phase 2 with limitations described in the definition.

Guess. The adversary A guesses w’ € {0, 1} and submits it to the simulator 8. The simulator
will forward the guess to the Guess of the BBE. If w = w’, the adversary A wins the game.

The simulation is completed. The simulation $ in the proof almost acts the same as the real
scheme except for the incorrect form of re-encryption keys for n = 0. Hence, only two cases
should be considered with indistinguishability, values (x, y, MsgEnc(mpk, z, S;)) and the real re-
encryption key. Since (x,y) must be a valid element of (u; ¢ _1,u; £,0R™") of sk; s, the indistin-
guishability of the simulator could be proved if the encryption on R is indistinguishable. Hence,
the simulator is indistinguishable based on Theorem 1.
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Assume that the adversary makes g,, key generation queries. The probabilities that the simula-
tor 8 will not abort in Phase 1 and Phase 2 and in Challenge are p?c and 1—p, respectively. Thus,
the probability of not aborting the game is p?(1 — p), which is maximized at p’ =1 - 1/(q. + 1).
Therefore, the advantage of the simulator 8 is at least €/e(1 + g,,,).

8.3 Security Analysis

As mentioned in Section 3, our goal of the proposed scheme and integrated system should ensure
the security objectives.

(1) End-to-end. First, the re-encryption key owned by the infrastructure has specified the de-
cryption group transformation rules. For example, with the re-encryption key rk; s s r, the
infrastructure can only transform the decryption sets from S to S’. Second, the infrastructure
does not have access to its own private key. Therefore, the infrastructure cannot decrypt or
transform ciphertexts to other decryption sets as shown in Theorem 2. Third, the scheme
allows the re-encrypted ciphertext to be re-encrypted again. Therefore, the scheme satisfies
cross-domain end-to-end security.

(2) Broadcast. The proposed scheme uses broadcast encryption, which allows the encrypted
data to be decrypted by any node in the decryption set. Also, as described in Theorem 2,
decryption cannot be performed by a node without a private key. Therefore, the scheme in
this article satisfies broadcastability and is secure.

(3) Isolated. Function-related information is embedded in the data encryption process in the
proposed scheme. Meanwhile, both the private and re-encryption keys are embedded with
a function identity. When the data is decrypted/re-encrypted using the private key/re-
encryption key with different embedded function information, the function-related informa-
tion cannot be eliminated correctly, which leads to operation failure. Therefore, the proposed
scheme satisfies the function isolation.

(4) Bidirectional. In the proposed scheme, the forwarding infrastructure can transform the
ciphertext using a re-encryption key rk; s_.s/ . However, when the computation result is
transmitted back, the forwarding infrastructure needs another re-encryption key rk; s, r
to complete the ciphertext transformation. Therefore, we say that the proposed scheme can-
not satisfy bidirectionality. However, in the integrated system, since the TEE of the infras-
tructure holds the private key and it can dynamically generate re-encryption keys, we say
that the integrated system satisfies bidirectionality.

9 PERFORMANCE

In this section, we will give a detailed theoretical analysis and comparison in term of functionality,
storage, and communication. Then, we evaluate the performance in the integrated system. All
experiments are evaluated in a Ubuntu PC with Intel i5-7400 CPU @3.0 GHz (performance mode),
and the TEE is implemented by Intel SGX,

9.1 Theoretical Analysis and Comparison

9.1.1  Functionality. We compare our scheme and system with several schemes on functionality,
including PICADOR [4], Xu et al. [31], hPRESS [33] and TCFDL [36]. Compared results are shown
as Table 2. Here, bidirectionality is the ability that a ciphertext can be transformed from S to S as
well as from S’ to S when one proxy holds one key. Broadcasting is the ability to allow one-to-many
encryption, such as broadcast encryption. Local security means that a message is secure when
publisher and receiver are communicated in the same messaging infrastructure, where the mes-
sage is transformed by only one messaging infrastructure. It is also the feature of one-hop proxy
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Table 2. Functionality Comparison

Scheme Bidirectional Broadcast Local Security Cross-Domain End-to-End Security
PICADOR [4] X

Xu et al. [31]

TCFDL [36]

hPRESS [33]
Ours (Section 6)
Ours (Section 7)

<L X X< X
LX<
<L < XX

2. X X X X

re-encryption. Cross-domain end-to-end security means that message publishers and receivers are
distributed across different messaging infrastructures and that the data remainsecure end-to-end
regardless of how many messaging infrastructures they are forwarded through in transmission.
Also, this is the feature of multi-hop proxy re-encryption.

PICADOR [4] is a secure publish/subscribe system that utilizes proxy re-encryption technique
to ensure that data are confidential to the messaging infrastructure. However, it can ensure this
feature only locally and cannot support cross-domain security. Xu et al. proposed an identity-based
proxy broadcast encryption scheme and applied it to an email system. However, the message could
be transformed only once; thus, it cannot support cross-domain security. In TCFDL [36], two se-
cure schemes are supported in the system. However, the messaging infrastructure needs to use
different keys for transforming ciphertext between different decryption sets as well as different
keys for different elements in the set. Thus, it is without the features of bidirectionality and broad-
cast. Similarly, hPRESS is also without the features of bidirectionality and broadcast and it must
decrypt and re-encrypt ciphertext in TEE with different keys. In our scheme in Section 6, the pri-
vate key of the messaging infrastructure will be issued, and the messaging infrastructure has to
use different re-encryption keys to transform ciphertext. In this case, the bidirectionality is not
supported. However, when integrated with the system, we make private keys held in the TEE of a
messaging infrastructure. Thus, the messaging infrastructure could derive re-encryption keys by
itself. In this case, bidirectionality is achieved.

9.1.2  Computation. Here, we compared our scheme with hPRESS [33]. The reason that we do
not compare ours with the other schemes is that the others cannot achieve cross-domain security
and the security of the scheme used in TCFDL is weak. To compare our scheme with hPRESS, we
counted the types and numbers of cryptographic operations used by different algorithms in the
scheme of MEZE-PBRE and hPRESS [33]. We implemented and measured the time of these basic
operations using a cryptographic library, MIRACL core [1], so that we can derive the time spent by
different algorithms. The security level we evaluated is 128 bit. The chosen pairing is BLS12381, and
the length of RSA is 3,072. The order of G; and G, is 255-bit length. We should note that BLS12381 is
an asymmetric pairing curve and our scheme is also secure on top of asymmetric pairing without
modification. The time consumption of cryptographic operations is shown in Table 3, and time
consumption in algorithm level is illustrated as Figure 6. Note that the decryption time depends
on the algorithm invoked, Dec-I or Dec-II, based on the number of re-encryption operations.

For the Enc algorithm, the time consumption of our scheme is 2|S|t g, + (4|S|+1)tgp +4tpairing +
2t1m, and that of hPRESS is t,54enc, Where RSA encryption and decryption have been implemented
based on the standard. For the ReEnc algorithm, the time consumptions of our scheme and hPRESS
are (|S| = Dtgm + 2tpairing + 3tim + 2t:p and trgadec + trsaenc, respectively. For Dec, our scheme
and hPRESS are (|S| = 1)tgm + 3tpairing + 5trm + 3tep + (d — 1) (2tpairing + 2tem + trp) and trsagecs
respectively, where d is the number of re-encryptions for ciphertext. From Figure 6, our scheme
has advantages over the ReEnc and Dec algorithms, where the ciphertext is without re-encrypting.
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Table 3. Cryptography Basic Operation Time

Notation Description Value (us)
tgm Multiplication operation time on G = 1

tgp Power operation time on G 347
tpairing ~ Pairing operation of e 2,726

tm Multiplication operation time on Gr 8

tp Power operation time on Gr 1,758
trsaenc Encryption operation on RSA 904.09
trsadec Decryption operation on RSA 16,065.7

—4—Ours —&—hPRESS
100

——Ours —4—hPRESS

Time (ms)

Time (ms)

——Ours (d=0) —#—hPRESS Ours (d=1)

1 10 20 30 40 S0 60 70 80 90 100 110 20 30 40 S0 60 70 80 90 100 110 20 30 40 50 60 70 80 90 100
s 8| S|

(a) Enc (b) ReEnc (c) Dec

Fig. 6. Computation time consumption of different algorithms.

Table 4. Storage and Communication Cost Comparison

Type Size

Parameters in trusted authority (2 + 3|ID|)lz, + (7 + |ID|)lg

ski ¢ (ISI+ DIz, + ISllg

rkisosf (ISI+ 181 + Dlz, + (IS| + 2)Ig + 3lg; + lhask
Original CTg |5|lzp + 2l + 3lg, + lhash

Increased value from CTs to CTs,  (|S’| — ISI)IZP + 2l + 4lg, + lhash

For 5G-enabled infrastructure, this is a huge advantage where many messages will be forwarded
by infrastructure, that is, messaging infrastructures in our article. Our scheme could be improved
by online/offline technique, which we will show in experiments.

9.1.3  Storage and Communication. Here, we focus on the impact of our scheme on the amount
of data communicated and stored. Table 4 demonstrates these effects, where ID is the count of all
identities in system, |S| and |S’| are the size of the sets, lZp, Iz, and Ig, are the size of one element
in a corresponding group, and Iy, is the size of the hash function output used in system. As
a trusted authority, it must store msk, mpk, and all information for the node private key, which
could be used to generate real private keys and re-encryption keys. The relationships between
identities, private keys, and elements U; should also be stored so that additional |ID| elements in
Z, are stored. Moreover, for re-encryption, the identities for the set S could be removed from CTs
and the identities for new set S’ should be added.

9.2 Experiment Analysis

To evaluate the performance of the proposed scheme in the system, we implement our scheme
as in Section 7 in TCFDL using the C++ programming language and MIRACL core library with
the BLS12381 pairing-friend curve. As shown in Section 7, we make messaging infrastructures
keeping the private key in TEE, and preprocess some ciphertext-independent operations in the

ACM Transactions on Sensor Networks, Vol. 18, No. 3, Article 48. Publication date: August 2022.



48:24 Q. Zhang et al.

800 800 105

600 600
2500
5400
£300

200

100

2500
E
5400
£
£300
200
100

Time (ms)

1 1050 100 200 300 400 500
Is| IS| II

(a) Enc (offline) (b) ReKeyGen (c) ReEnc

I 10 50 100 200 300 400 500 110 50 100 200 300 400 500

Fig. 7. Time consumption of the Enc, ReKeyGen, and ReEnc algorithms in the system.

offline phase. The results are shown as follows. Here, the time on operations in a rich execution
environment is labelled as REE, and the time on operations in a trusted execution environment is
labelled as TEE.

All operations of the Enc algorithm could be run in TEE or REE depending on the function in-
stance. Thus, we evaluated these two cases. Figure 7(a) illustrates the time consumption of our Enc
algorithm as the size of decryption set S varies. Encrypting data in TEE consumes more time due
to the additional time required for switching the CPU mode from REE to TEE and for transmit-
ting data between different modes. Further, in most cases, the Enc algorithm is performed by the
data publisher, which means that the decryption set contains only one messaging infrastructure.
Therefore, the encryption cost is 19.65 ms and 28.39 ms in REE and TEE, respectively. Almost all
schemes encrypt the data using hybrid encryption, in which the symmetric encryption algorithm
encrypts the data and the asymmetric algorithm encrypts the key of the symmetric encryption.
In this article, we count the cost of asymmetric encryption only. As for the online phase, there is
no difference between this article and the traditional schemes, such as the TLS scheme commonly
used on the web. The asymmetric encryption stage is also the part that can be operated offline, as
mentioned in Section 7.

Figure 7(b) shows the time consumption of the ReKeyGen algorithm, which is executed in TEE.
Due to re-encryption, keys are generated by messaging infrastructures with TEE support. We
also evaluated the ReKeyGen algorithm in the TEE. In fact, the re-encryption key generation is an
encryption operation on encryption key with new decryption set. Therefore, the results show that
the re-encryption key generation time increases as the decryption set size increases and is similar
to the data encryption time. In addition, this algorithm is executed offline.

Figure 7(c) shows the time consumption of the ReEnc algorithm. The experimental results show
that the time of online operation is independent of the set size, while the time of offline operation
is linearly related to the set size. Moreover, we have proved the security of the algorithm, so that
the re-encryption algorithm is actually executed directly under the REE. By optimizing online and
offline, a lot of time consumption can be reduced.

As described in the Section 7, some operations of the Dec-I and Dec-II algorithms can be per-
formed offline. Figure 8(a) illustrates the time consumption of this part of the computation. Since
this part of the computation calculates the information associated with the set S, the time consump-
tion is also linearly related to the set S size. Again, we have evaluated in different environments,
that is, the TEE and REE. In general, performance under the REE is significantly higher than that
under the TEE, mainly due to the fact that there is a fixed time consumption for the TEE mode
switch. In addition, this part of the computation does not involve sensitive information; thus, it is
practically enabled to compute in REE.

Figure 8(b) illustrates the relationship between the online time and the number of re-encryptions.
The symmetric decryption time for obtaining plaintexts is not shown here. The time to decrypt
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Fig. 8. Time consumption of the Dec-I and Dec-II algorithms in the system.

the message is proportional to the number of re-encryptions and the time to decrypt in the TEE is
significantly higher than the time to decrypt in the REE.

10  CONCLUSION AND FUTURE WORK

In this article, we analyze the security requirements of data transmission in an edge collabora-
tion environment and propose an end-to-end security scheme based on proxy re-encryption and
broadcast encryption. Then, it is integrated into an edge collaboration system, and the functional-
ity and performance of the scheme are further optimized. Through theoretical and experimental
analysis, the proposed scheme can achieve end-to-end security in a multi-hop environment and
support the features of broadcast encryption, thus addressing the proposed environment’s require-
ments. The performance of the proposed scheme is analyzed theoretically and compared with an
existing scheme, hPRESS. The results show that the proposed scheme can effectively relieve the
burden of the infrastructure in the process of re-encryption. Finally, the scheme of this article is
implemented in the system and the performance is measured.

In the future, we will mainly consider improving performance in two ways. On the one hand,
we intend to design more lightweight broadcast encryption and proxy re-encryption and combine
them to obtain an efficient scheme. On the other hand, we will still consider optimization from
the system level. We found that although broadcastability has some advantages in terms of band-
width in wireless communication and multicast scenarios, the advantage is not obvious in unicast
scenarios. Therefore, we are considering designing unicast-oriented end-to-end security schemes
and a secure transmission system to dynamically select the optimal end-to-end scheme, such as
the proposed scheme or unicast-oriented end-to-end scheme, by comprehensively evaluating the
network environment, latency, and computational performance.
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