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Abstract—The rapid evolution of the Industrial Internet of
Things (IIoT) has necessitated increased device interactions
across various management domains. This entails devices from
different domains collaborating on the same production task. This
poses significant challenges for the dynamics of cross-domain
authentication schemes. Traditional cross-domain authentication
schemes struggle to support seamless switching between domains
and face difficulties when accommodating devices that join and
leave the same domain. Moreover, these schemes suffer from
intricate interactions and suboptimal efficiency. To address these
issues, we propose a dynamic group signature scheme based on
a dynamic accumulator and a non-interactive zero-knowledge
proof. We integrated this scheme with blockchain technology
to construct an efficient revocation cross-domain authentication
scheme. The proposed scheme enables cross-domain anonymous
authentication with simple interactions and provides an efficient
revocation function for illegal devices. This approach ensures
conditional privacy-preserving and enables efficient member
joining and exiting through a dynamic accumulator. It effectively
addresses the dynamic requirements of devices involved in IIoT
production and manufacturing processes. We prove the security
of the proposed scheme using a random Oracle model and
conduct thorough analyses to verify its resistance against various
attacks. Furthermore, the experimental results demonstrate that
the proposed scheme achieves better performance in terms of
computational and communication costs.

Index Terms—Cross-domain authentication, industrial Internet
of Things (IIoT), dynamic accumulator.

I. INTRODUCTION

HE Industrial Internet of Things (IloT) [1] applies Inter-
net of Things [2] technology to the industrial domain
for production and practical purposes. It connects physical
objects such as sensors and actuators to the internet, enabling

Received 20 May 2024; revised 10 October 2024 and 27 November 2024;
accepted 9 December 2024. Date of publication 25 December 2024; date
of current version 8 January 2025. This work was supported in part by the
National Natural Science Foundation of China under Grant 62272002, Grant
62202005, Grant 62372002, and Grant U24A20243; in part by the Natural
Science Foundation of Anhui Province, China, under Grant 2208085QF198;
and in part by the University Synergy Innovation Program of Anhui Province
under Grant GXXT-2022-049. The associate editor coordinating the review
of this article and approving it for publication was Dr. Andrew Clark.
(Corresponding author: Jie Cui.)

Mingwei Zeng, Jie Cui, Qingyang Zhang, and Hong Zhong are with the
Key Laboratory of Intelligent Computing and Signal Processing of Ministry
of Education, School of Computer Science and Technology, and Anhui
Engineering Laboratory of IoT Security Technologies, Anhui University, Hefei
230039, China (e-mail: cuijie@mail.ustc.edu.cn).

Debiao He is with the School of Cyber Science and Engineering, Wuhan
University, Wuhan 430072, China, and also with Shanghai Key Laboratory
of Privacy Preserving Computation, MatrixElements Technologies, Shanghai
201204, China (e-mail: hedebiao@163.com).

Digital Object Identifier 10.1109/TIFS.2024.3523198

il

Trusted Authority

il

Trusted Authority

Smart Devices

Fig. 1. Cross-domain collaboration in industrial Internet of Things.

real-time data collection, monitoring, analysis, and control
functions. The optimization of production processes enhances
efficiency, reduces costs, and improves product quality [3].
With the continuous development of the IIoT, industrial
manufacturing is becoming increasingly complex and often
requires cross-domain collaboration to process and manu-
facture a product [4]. Traditional cross-domain collaboration
scenarios in the IIoT are illustrated in Fig. 1. The trusted
authority is responsible for the issuance and maintenance of
certificates for IIoT devices within the domain to facilitate
identity authentication and privacy protection [5]. Meanwhile,
IIoT devices from different domains collaborate with edge
servers to accomplish industrial production tasks [6], with
edge servers processing and analyzing data collected from IIoT
devices at locations closer to the data source, thereby enabling
real-time monitoring, rapid response, and more efficient data
processing [7].

Unauthorized access to IIoT systems may result in the
leakage of production data and sensitive information, thereby
affecting the accuracy and reliability of production processes.
Identity authentication mechanisms validate the legitimacy
of user identities, ensuring that only authorized devices can
access the system. This prevents the leakage of private infor-
mation and unauthorized tampering and ensures the continuity
and stability of the production process. However, current IIoT
systems still face challenges with cross-domain authentication.

First, IIoT devices from different domains are typically
provided by various manufacturers and suffer from a mutual
lack of trust. However, they must collaborate to complete
essential production tasks. If IIoT devices authenticate and
communicate using their real identities, malicious adversaries
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can collect and analyze the data transmitted by these devices,
potentially resulting in privacy breaches [8] in devices or
even IIoT. For privacy, these devices aim to authenticate their
identities without revealing their real identities during cross-
domain authentication. Therefore, it is necessary to provide
anonymous cross-domain authentication. In addition, compro-
mised IIoT devices may send malicious data to disrupt normal
production processes. Hence, it is essential to have methods
that acquire the real identities of IIoT devices while ensuring
conditional privacy-preserving.

In addition, to coordinate production relationships across
different domains, some IIoT devices may need to move
between domains to better accomplish cross-domain produc-
tion tasks [9]. In the production process, there may be a
need to introduce advanced equipment or replace damaged
equipment. Therefore, to adapt to this dynamism, a cross-
domain authentication scheme should provide functionality for
both device addition and revocation. Certain scenarios demand
a high feedback time from IIoT devices. For instance, in
real-time monitoring systems within smart factories, promptly
collecting and processing various sensor data is essential for
monitoring the equipment status, production processes, and
environmental conditions. Any delay can lead to production
failure or safety risks. Therefore, cross-domain authentication
schemes should consider the efficiency issues related to device
addition and revocation.

Therefore, we propose a cross-domain authentication
scheme that achieves conditional privacy-preserving, sup-
ports dynamic joining and facilitates efficient revocation of
IIoT devices. Numerous studies have explored cross-domain
authentications. We will proceed to introduce and summarize
the relevant works on cross-domain authentication in the IIoT.

A. Related Work

Wang et al. [10] abstracted the authentication relationships
among smart devices as an undirected graph and transformed
the authentication issue into one of signature transitivity by
combining digital signature and dynamic accumulator tech-
nology. This enables cross-domain identity authentication by
computing the signatures of relevant edge devices. Chen et al.
[11] proposed an attribute-based signature (ABS) using an
attribute tree for access policies, improving private key gen-
eration and signature verification efficiency. They proved
the scheme’s unforgeability and anonymity in the standard
model and reduced the computational burden on IoT devices.
Millan et al. [12] proposed a solution where a third-party
Certificate Authority (CA) issues certificates for different
domains to achieve cross-domain authentication, resolving
issues related to key pre-distribution and management. How-
ever, this approach creates a reliance on the third-party CA,
rendering it vulnerable to potential attacks [13]. Li et al.
[14] introduced a decentralized attribute-based server-assisted
signature (DABSAS) scheme for anonymous IoT authentica-
tion. This approach decreases IoT device overhead with server
support and proves security under the co-CDH assumption.
Hao et al. [9] used IBC-based authentication methods to elim-
inate reliance on third-party TA and solved complex certificate
management issues in traditional PKI systems. However, this

study does not consider the issue of revoking illegal devices.
Jia et al. [15] and Zhong et al. [16] also use similar methods to
arrive at cross-domain authentication. Xue et al. [17] utilized
a combination of multi-blockchains to achieve authentication
within and across domains, employing chameleon hashes to
minimize storage overhead. However, its system model and
authentication process are complex, and the aforementioned
schemes do not implement conditional privacy-preserving.
Xiong et al. [18] proposed an authentication scheme with
conditional privacy-preserving using the Chinese Remainder
Theorem (CRT). The domain manager broadcasts domain keys
to authorized users within the domain using CRT and can
update domain keys through lightweight operations. Zhang
et al. [19] introduced an anonymous authentication scheme
based on Merkle hash trees and group signature. After the
initial authentication, they expedited subsequent authentication
processes by storing partial information on the server, enabling
one-time authentication for multiple accesses. However, these
methods do not address the issue of revoking group members.
After considering both administrative domains and geograph-
ical domains, Cheng et al. [20] proposed an identity-based
signature scheme that does not require bilinear pairings. This
scheme achieves conditional privacy-preserving and enhances
system security through the design of a dynamically sparse
Merkle tree structure. Wang et al. [21] introduced edge
device-assisted authentication and proposed a blockchain-
based identity authentication scheme to accommodate IIoT
environments with multiple recipients, significantly reducing
the computational overhead of IIoT devices. However, this
scheme requires extensive interaction between entities for key
negotiation before cross-domain authentication from domain A
to domain Chen et al. [22] proposed a lightweight correctness
verification scheme based on a multi-Merkle hash tree to
address the issue of slow authentication response due to the
low throughput of the blockchain. They also designed an
anonymous cross-domain authentication protocol based on
public key infrastructure to protect user privacy. However,
these schemes lack efficient revocation mechanisms for illegal
users and overlook the dynamic nature of IIoT devices.
Kang et al. [23] developed a traceable and forward-secure
attribute-based signature (TFS-ABS) scheme with constant-
size flexible threshold predicates. This scheme addresses
signature misuse and key exposure issues in existing
ABS schemes, providing a new solution for anonymous
authentication. Shen et al. [24] proposed an efficient
blockchain-assisted identity authentication scheme that com-
bines blockchain with identity-based cryptography to achieve
identity authentication and key negotiation. This mechanism
ensures device anonymity through pseudonyms, and ensures
security by periodically updating pseudonyms. However,
frequent pseudonym changes can lead to exponentially
increasing maintenance costs as IoT device numbers grow.
Similarly, many other schemes also utilize pseudonyms for
anonymous authentication [16], [25], [26], [27]. Tong et al.
[8] introduced a completely cross-domain authentication
mechanism leveraging blockchain technology, CCAP, which
realizes conditional privacy-preserving, facilitating cross-
domain authentication among IoT devices between various
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cryptosystem trust domains. It achieved conditional privacy-
preserving through zero-knowledge proof and Shamir secret
sharing. Qikun et al. [28] introduced a dynamic cross-
domain authentication scheme based on bilinear mapping,
where group keys are dynamically negotiated by CAs
from various domains during authentication. However, it
requires pre-determination of devices engaging in cross-
domain communication, and the time complexity of key
negotiation is O(n). Wang et al. [10] introduced accumulator
to facilitate dynamic membership changes, allowing only
fixed-size accumulator values to be stored on the blockchain
without storing user certificate information, thus reducing
blockchain storage pressure. However, the computational
complexity of accumulator values and corresponding evidence
is proportional to the number of domain members, making it
unsuitable for IIoT scenarios with numerous IIoT devices. The
aforementioned schemes fall short of effectively addressing
the low-latency demands within the IIoT.

The aforementioned cross-domain authentication schemes
have not comprehensively considered the dynamic nature of
IoT devices, conditional privacy-preserving for device identi-
ties across different domains, and the low-latency requirements
in certain scenarios.

B. Our Contribution

We propose a group signature based on a dynamic accumu-
lator and non-interactive zero-knowledge proof that achieves
conditional privacy-preserving and supports rapid membership
addition and efficient revocation. We proposed a cross-
domain authentication scheme by integrating this signature
into a blockchain. This integration simplifies the authentica-
tion process and eliminates dependency on third-party trusted
authorities (TAs). The main contributions of this study are as
follows:

e In response to the dynamic properties exhibited by
devices in IIoT environments, we propose an efficient
revocation dynamic group signature scheme. Compared
with traditional group signature schemes, the proposed
scheme provides efficient revocation functionality, facili-
tating swift group member registration and efficient group
member revocation.

e We introduce a blockchain-assisted cross-domain authen-
tication scheme that considers the privacy-preserving
issue in the IIoT. This approach enables anony-
mous authentication without using pseudonyms, thereby
avoiding the various costs associated with pseudonym
maintenance. In addition, specific entities can increase
the anonymity of IIoT devices, ensuring conditional
privacy-preserving, which is more suitable for IIoT
environments.

e We establish the provable security of the proposed scheme
and conduct a comprehensive security analysis. Our
investigation confirms that our approach meets essential
security properties, including anonymity, traceability, and
unlinkability. Simulation experiment results indicate that
our scheme exhibits lower computational and communi-
cation overheads compared to contrast schemes.

C. Paper Outline

Our study is structured as follows: Section II introduces the
fundamental cryptographic knowledge utilized in this study.
Section III presents the system model, while Section IV
provides a detailed explanation of the proposed group sig-
nature. In Section V, we elaborate on the details of our
cross-domain authentication scheme, followed by a security
proof and analyses of the proposed scheme in Section VI.
Lastly, Section VII contrasts our scheme with others through
experimental comparisons.

II. PRELIMINARIES

In our proposed cross-domain authentication scheme, we’ll
utilize existing concepts like bilinear mapping and dynamic
accumulator, defined as follows:

A. Bilinear Mapping

Let G; be an additive cyclic group defined over a prime-
order finite field F,, while G, and G are respectively additive
and multiplicative cyclic groups defined over different exten-
sion fields of F,. Suppose e is a mapping from G, G, to Gr,
denoted as e : G| X G, — Gr. It is called a bilinear mapping
if e satisfies the following properties.

Bilinearity: For any k,h € Z; and P; € Gy, P; € G, if
e(kP1 , th) = @(thl . P2) = e(P] . k//lpz) = €(P1 . Pz)kh hOldS,
then we say that the mapping e satisfies bilinearity.

Non-degeneracy: There exists R € G| and S € G, satisfy
e(R,S) # 1, (1, represents the identity of Gr).

Computability: For any R € G| and S € G, the computation
of e(R,S) is efficient.

B. Dynamic Accumulator

We introduce the dynamic accumulator proposed by Nguyen
et al. [29], which has been proven to possess collision resis-
tance. Suppose G| is a cyclic group of order p generated by
P,. Two functions f and g are defined as follows: f,(u,s) =
u(s + x), g(u) = uP;(where x is a secret value).

Dynamic accumulator is defined as DA = {Z[*,,Gl, v 8}
For a set S = {sq,...,s,}, its accumulator value is defined
as ACCs = g(fi(u,S)) = (u ]_[?:O(si + x))P;. For an element
s; € §, its proof of membership in the set S corresponding
to ACCs is W; = (s; + x)"!ACCy. In addition, a dynamic
accumulator DA satisfies the following properties:

Quasi Commutativity: DA satisfies quasi commu-
tativity if, for any si,...,s, € Z;;, the equation
fx(fx(fx(u7 sl)’ SZ)’ ey sn) = fx(fx(fx(u» sil)» Siz)» ey si,,)

u ]_[:’zo(s,- + x) holds, where (ij,...,i,) is an arbitrary

permutation of (1,2,...,n).

Efficient Addition: If we add s’ to the set S. The value of
the accumulator ACC’ and the corresponding proof can be
calculated as follows: ACC’" = (s" + x)ACCs, W' = ACCs.

Efficient Deletion: If we delete s” from the set S. The value
of the accumulator ACC” and the corresponding proof can be
calculated as follows: ACC’ = (s + x)"'ACCg, W' = 0.
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Fig. 2.

Cross-domain authentication system model for IIoT.

III. SYSTEM ARCHITECTURE
A. System Model

Complex Industrial Internet of Things (IIoT) production
tasks often require collaboration among multiple factories
across different domains. IIoT devices in different domains
exchange production information over the network, which
enables better coordination of production tasks and improves
overall efficiency. To establish trust between IloT devices
across different domains and ensure the security of production
data, IIoT devices perform identity authentication with the
assistance of edge servers before communication. The system
model is shown in Fig. 2.

e DM: Each domain has a trusted domain manager (DM)
responsible for generating the system parameters needed
for authentication, as well as issuing certificates and
domain member proofs to IIoT devices that join the
domain. They are also responsible for managing the IIoT
devices within the domain, including identity tracking and
revoking access for malicious users.

e BC: The blockchain is composed of DMs from differ-
ent domains who maintain the blockchain using smart
contracts [30], [31]. This ensures that the blockchain
always stores the latest authentication parameters. IIoT
devices can query the blockchain to update their domain
member proofs or to retrieve the necessary parameters for
authentication.

e SD: Smart Devices are resource-constrained IIoT devices
responsible for industrial production. When communi-
cating with smart devices from different domains, they
generate the necessary authentication messages and, upon
successful authentication, engage in encrypted communi-
cation with devices from other domains.

e ES: Edge Servers deployed in smart factories are
equipped with strong computational and storage capabili-
ties. They offer processing power and storage resources to
nearby IloT devices, enabling more efficient completion
of identity authentication and production tasks.

B. Threat Model

In the proposed scheme, edge servers are treated as semi-
honest entities. This implies that while they will faithfully
execute the protocol, they might try to deduce the privacy

information of other participants by analyzing the data gener-
ated during the execution of the protocol. In contrast, IIoT
devices are regarded as untrusted entities. Together with
external attackers, they may seek to achieve unauthorized
authentication through various tactics. For instance, they might
impersonate legitimate devices to gain successful authen-
tication or create information that can pass authentication
without being traced back to the attacker’s real identity.
These adversarial capabilities align with the Dolev and Yao
[32] threat model, which posits that attackers can monitor
public channels, modify transmitted messages, impersonate
legitimate entities, and generate arbitrary messages to interact
with legitimate users. However, attackers are unable to guess
the random numbers selected during the protocol, solve the
assumed hard problems, or access the private information
stored in trusted entities.

C. Security Objectives

Cross-domain authentication for IIoT devices should meet
the following security objectives to ensure the safety of the
production process:

e Anonymity: The proposed solution should guarantee that
the identity information of IloT devices remains confiden-
tial, thus safeguarding their identity privacy and ensuring
anonymity throughout the authentication process.

o Full-traceability: Unregistered devices should not be
able to forge messages that successfully pass authen-
tication, which requires the protocol to ensure non-
forgeability. Additionally, the system must be able to trace
illegal IIoT devices, necessitating that the authentication
scheme supports traceability. Legitimate IIoT devices
should not be able to collude to create a signature that
cannot be traced back to any of their identities, thus
preventing coalition attacks. Bellare et al. [33] proposed a
stronger security goal known as “full-traceability”. They
demonstrated that this concept not only includes non-
forgeability and traceability but also offers resistance
against coalition attacks.

e Conditional Privacy-preserving: Absolute anonymity
could lead to compromised IIoT devices launching mali-
cious attacks on the system, with no way to trace the
attacker’s identity. Therefore, there should be a method
to reveal the real identity of devices to enable conditional
privacy-preserving.

e Revocability: To prevent compromised industrial IoT
devices from sending false production information or
executing malicious production operations that disrupt
normal industrial processes, an identity revocation func-
tion for malicious users should be provided to promptly
revoke the permissions of these devices.

e Unlinkability: The authentication scheme should ensure
that adversaries cannot determine whether two messages
originate from the same entity.

o Non-repudiation: IIoT devices must be unable to deny
having transmitted a message, ensuring that the origin of
the message can be verified and attributed to the device
that sent it.
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TABLE I
GROUP SIGNATURE SYMBOLS

Notations Description
q A large prime number
G A additive cyclic group defined on F,
Go A additive cyclic group
Gr A multiplicative Cyclic Group
P The generator of G
P The generator of G4
Py Group public key
H() A secure hash function
ACC; The value of the dynamic accumulator
C; Group member certificate
W; Proof of group members
Da,Dp Domain A (B)
DM, DMp Domain manager in domain A (B)
SDA,SDE A certain TIoT device in domain A (B)

IV. PROPOSED GROUP SIGNATURE SCHEME

Chaum et al. first proposed the concept of group signature
in 1991. It satisfies the following requirements: A member of
the group can sign messages on behalf of the group while
remaining anonymous, and anyone can verify the correctness
of the signature using the group’s public key. Additionally,
there exists a group manager who can use the group private
key to de-anonymize group members and obtain their real
identities. Over the years, various group signature schemes
have been proposed, but efficiently revoking group members’
group signatures remains an unresolved issue. We propose a
group signature scheme based on dynamic accumulator and
bilinear mapping. Compared with traditional group signatures,
the proposed group signature achieves conditional privacy-
preserving and enables efficient group numbers revocation.

The group signature algorithm we propose consists of
seven algorithms: Setup, Join, Sign, Verify, Open, Revoke, and
Update. Table 1 displays the symbols used in our scheme.

Setup(l*) — (params, gsk): To generate a group signa-
ture, the group manager (GM) first creates a group. He
performs the setup algorithm by providing a security parameter
A, which generates the group’s public parameters and group
private key, thereby creating the group.

Suppose G is an additive cyclic group defined in the finite
field F,, where g is a large prime number. e is a bilinear
mapping: e : G; X G, — Gr, where P and P, are generators
of G, and G, respectively. The specific process is as follows:

1) Randomly generate two numbers x,r €g Z, and calcu-
late Ppub = xP, and ACCy = rP,.

2) Choose a collision-resistant hash function H(:).

3) Create an list L. The elements stored in L have the
following format: < id;, H(id;) Py, join/delete, ACC; >.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

4) The GM issues the public group parameters params :
{q,G1,G2,Gr, e, P, P2, Py, ACCo, H(+)} and he saves x
as the group private key gsk.

Join(id;, gsk, params) — (C;, W;): To generate a group
signature, User U; needs to first register with the group
manager. The group manager will issue a certificate and
membership proof to validate the user as a legitimate group
member. The specific process is as follows:

1) User U; sends his real identity id; to the group manager.

2) The GM computes s; = H(id;) and further calculates
the group certificate for user U; as C; = (s; + x)"'P,.
Then, the GM adds s; to the accumulator, updates its
value as ACC; = (s;+x)ACCj_;, and provides the group
membership proof W; = ACC;_; for user U;. Finally, the
GM stores < id;, H(id;)P1, join,ACC; > as an enfry in
L and sends {C;, W;} to user U,.

3) Upon receiving the message, U; computes s; = H(id;),
and gsk[i] = (s, C;, W;) is assigned as the private key of
the group member.

Sign(s;, C;, W;, params, M) — (0): After successfully exe-
cuting the Join algorithm, user U; becomes a legitimate group
member. Subsequently, he can use their certificate and group
membership proof to generate a group signature o. The
specific process is as follows:

1) Generate a random number u €g Z; and calculate: Ty =
MPl; T2 = I/lTl; T3 = S,‘Pl +MPpub and A] = uW,-; A2 =
MC,‘

2) Generate two random numbers r, €g Zq*,rs €r Z(’; and
calculate: Ry = r,Pi; Ry = r,T1; Ry = e(Ppup, A1 +
Ax)ve(T1, Ay + A2)"™; Ry = 1Py + 1,Ppup

3) Calculate: ¢ = H(M, T],T2,T3,A1,A2,R],R2,R3,R4)
and s, =r, +cu; s; =r, +cs;

4) Then the user U; signs the message M as follows:o =
(M, T\, T>,T3,A1,Az,c, 54, S5}

Verify(M, o, params) — (1/ 1): To verify the legitimacy

of the signature o, any verifier can first compute Iél, R}, RA3,
and R, as follows:

Ri = s,P1 — TRy = 5, — cT» (1)
R3 = e(Ppup, A1 + A e(T1, Ay + Ay)™

e(T2,ACCj + Py)™° )

Ry = s,P| + SuPpup — ¢T3 3)

He checks if ¢ ; H(M,T],Tz,T3,A|,A2,R\],R\2,R\3,R\4)
holds. If the above checks pass, the verification is successful,
and return 1; otherwise, the verification fails, and return L.

Open(Ty, T3, gsk,L) — (id,): In this stage, the group
manager can use his private key gsk to reveal the real
identity of a group member. He first verify whether
Verify(M, o, params) = 1 holds. If the equation does not
hold, He will refuse to open the signature. Otherwise, he
calculate s.P; = T3 — xT; and query L to obtain <
id., s.P1, join, ACCy > based on s,P;, thus obtain id,.

Revoke(id,) = (ACCj41, L): The group manager runs the
Open to obtain the real identity id* of the message sender.
Subsequently, using this identity, the GM efficiently revokes
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Fig. 3. IIoT cross-domain authentication process.

the user from the group by modifying the value of the
accumulator. The specific process is as follows:

First, the GM runs Open(T,, T3, gsk,L) — (id,) to obtain
id,. Then, the GM calculates ACCj;; = (s, + x)_lACCJ- and
stores < id., s.P>,delete, ACCjy; > in the list L. Finally,
replace ACC; in params with the latest ACCy;.

Update(L) — (W}): Due to the dynamic nature of group
members, the value of the accumulator keeps changing. There-
fore, when starting a new round of authentication, the user
needs to update its group members evidence. The specific
operation is as follows:

1) Suppose U; last updated the evidence with a list L =
{li,...,1l;}, and the current list L contains a total of n
items {/y,..., 1, lk+1, o0} Let Ly, = {lk+1, R
The GM traverses Lg,; from the end backwards. For
each entry [ =< idy, s, siP1, flagk,ACCj >, if idy # id;,
two sets S join and S geere are created according to the
following rules:

e If flag; = join in [, then add s; to the set Sy.
o If flag, = delete, then add s; to the set S.

2) if idy = id; or Ly, has been fully traversed, GM com-

putes w and updates U;’s member proof as W/ = wW,.

w= l_[(s,- +x)7! H(Sj =+ x)

i€So JESH

If a group member id. is revoked, then there exists an entry
l, =< id., H(id.)P;,delete, ACC; > in Lg,. Consequently,
when GM traverses Ly, up to /., the traversal will terminate,
and at this point, the updated W’ is evidently invalid.

V. CROSS-DOMAIN AUTHENTICATION SCHEME

The cross-domain authentication scheme we propose is
based on the construction of group signature described above.
Each domain’s domain manager creates a group and acts as the
group manager to issue certificates and domain membership
proofs to IIoT devices that wish to join the domain. At the
same time, the domain manager, as a node in the blockchain,
updates the latest accumulator value ACC; and public param-
eters of the domain on the blockchain for authentication.

Fig. 3 illustrates the process of cross-domain authentication
between the device SD? in domain D, and the IloT device
in domain Dpg, which consists of three main stages: system
initialization, cross-domain authentication, and tracking and
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revocation of illegal devices. Below, we will sequentially
introduce the content of these three parts.

A. System Initialization

Without loss of generality, we illustrate the system initial-
ization process in domain A. The domain manager DM, first
generates the necessary parameters for group signatures and
publishes the group public key GPK* on the blockchain. The
specific process is as follows:

The DM, selects two additive cyclic groups G4,G5 and
a multiplicative cyclic group G4 over a finite field F,, and
chooses a bilinear map e : G{ x G5 — G4#. Then, two random
numbers x and r are generated, and P, = xP{ and ACCjj =
rPg‘ are computed. Finally, the DM, selects a secure hash
function and updates the domain’s group public key GPK* =
{¢*.G1,G3,Gy.e, PL, P3P, ACC{, H(-)} to the blockchain
via a smart contract. The DMy creates a list L that can be used
to track the identities of malicious users and update the latest
evidence of group members. The elements stored in L have the
following format: < id;, H(id;)P, join/delete, ACC; >. The
GM, stores this list and the group private key in his memory.

Suppose a set of IIoT devices required for a production
task is denoted as S Df‘(i = 1,2,...,n), each of these IIoT
devices needs to join the group created by the domain manager.
Firstly, SD? generates its own identity id? and sends it as a
registration request to the domain manager DM,.

The DM, computes s; = H(id{‘), Ci = (si + x)_lP/z* and
ACC; = (s; + x)ACC_;, W; = ACC_;. And sends (s;, W;, C;)
to SD{‘, and the latest accumulator value ACC; is updated
to the blockchain. Meanwhile, a group membership change
notification is published on the blockchain.

Upon receiving the message from the group manager, IIoT
device S D{* stores gsk[i] = (s;, W;, C;) as its domain member
private key for subsequent signing operations.

B. Cross-Domain Authentication

Suppose IIoT devices from two different domains wish
to engage in cross-domain collaboration. They initiate cross-
domain authentication as follows. Without loss of generality,
let’s assume that a smart device S D! from domain D, intends
to perform cross-domain authentication with a device S Df
from domain Dg. Devices in domain A query the blockchain
during their idle time. If they observe a membership change
notification for their domain on the blockchain, the device
will send a group membership evidence update request to
the domain manager. Upon receiving the request, DM, will
partition the relevant records in the list L into two sets S, S
using the Update algorithm. Then, domain manager DMy
compute w = ;s (si + 07" [1c5,(5j + x), and the updated
evidence W/ = wW; is sent to the IIoT device S D7

The IIoT device S D! randomly selects a message M and
generates a random number u. It then calculates 7 = qul‘,
Tr = uTy, Tz = siP/l‘ + uP/;ub and A; = uW;, A, = uC;. Then
two random numbers r, €g ZZ and r, €p Z; are generated by
S D! and compute:

1) Ry =rP}; Ry =r,T,

2) Rs €(Pﬁu,,,A1 + Ay)e(T1, Al + A)"™
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3) Ry = 1P} + ruPpu

4) Cc = H(M, T] . Tz, T3,A1,A2,R] ,R2,R3,R4)

5) su=r,+cu; sg=r,+cs;

The Industrial Internet of Things device sends the signature
o={MT,,T,,T3,A1,As,c, s, ss} of message M to the edge
device ES p in domain B.

The edge device ESp in domain B first requests the
blockchain to obtain the latest accumulator value from domain
A. Then, it calculates:

1) Iél = suP/l‘ —cTy; R} =s,T1 —cT>

2) Rs = e(P3,,, Ai+42)"e(T1, A +A2)* e(Ty, ACC;+P4) ™
3) RA4 = SXP? + suP’;uh —cT3

4) ¢ = H(M, Tl,Tz, T3,A1,A2,R\1,R\2,R\3,R\4)

Finally, the edge device ES p verifies whether the equation
c ; H(M, T| . T2, T3,A] ,Az,R\l,R\z,R},R\;l) holds. If it dOCS,
the authentication of device A is successful. The edge device
responds with an authentication success message to the device
SD! in domain A. Subsequently, devices in domain A can
engage in cross-domain communication.

C. Tracking and Revoking of Illegal Devices

If during communication between IIoT devices from differ-
ent domains, an IIoT device in domain B detects anomalies
in a device from domain A (for example, device S D{ fails to
send messages as required or sends malicious messages), the
edge device can send an identity disclosure request o to the
blockchain. Upon receiving this request, the domain manager
in the corresponding domain will process it. First, it verifies
whether the device is indeed violating the rules. If the device is
indeed malicious, the domain manager executes the following
algorithm to determine the real identity of the signer.

First, the domain manager obtains a signature
o ={MT,,T,T5A1,As,c,s, ss}. Then, it checks whether
Verify(M, o, params) = 1 holds. If it does, the domain
manager uses its private key to compute s, P = T3—xT. Then,
it searches table L to find the entry < id., s*P/f, join, ACCy >
based on s.P{, thus obtaining the true identity id, of the
signer.

If the IIoT device behavior is particularly malicious, the
domain manager can compute ACCjy; = (s« + x)'ACC; to
revoke the unauthorized user. Then, the domain manager stores
<id,, s*P/l‘, delete, ACCjy > in L and publishes a notification
of group membership changes to the blockchain.

VI. SECURITY PROOF AND ANALYSES

We first demonstrate the correctness, completeness, and
honest-verifier zero-knowledge properties of the proposed
group signature. Based on these properties, we will subse-
quently prove the scheme’s security. Bellare et al. [33] defined
three essential security properties for group signatures: correct-
ness, full-anonymity, and full-traceability. Boneh et al. [34]
introduced CPA-full-anonymity as a weakened form of full-
anonymity. We will show that the proposed group signature
scheme satisfies both CPA-full-anonymity and full-traceability.
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A. Security Model

Informally, anonymity requires that an adversary cannot
deduce the identity of the signer from the signature. In contrast
to standard anonymity, full-anonymity grants the adversary
stronger capabilities: they can collude with group members
(gaining access to their private keys) and determine the signer
of an existing signature (gaining access to the Open Oracle).
Our group signature adopts CPA-full-anonymity as defined by
Boneh et al. [34], where the adversary does not have access
to the Open Oracle and, therefore, cannot obtain the group
private key. In practice, as the group private key is generally
well-protected, this assumption is reasonable within standard
security models [34].

Experiment Expé}",‘j"‘b(/i)

params < Setup(1); Let [n] = {1,...,n}

1:

2: gsklk] « Join(idy, gmsk, params); (k € [n])
2 LetUCZ, kelU

4: While i < g; do

5. oy « Sign(gsk[k], params, m)

6: End while

7. A4, gsk[k], {o}) = (St,m, 1Dy, ID))

8: bel0,1} o « Sign(gsk[b], params, m)
9: b’ «— A(m,0,St)

10: If b’ = b then return 1

11: else return 0

12: End if

To formally define CPA-full-anonymity, we define the fol-
lowing experiment:

The process begins with the setup algorithm, which gener-
ates the public parameters for the group signature scheme.
Following this, private keys are generated for each group
member, along with the group’s public and private keys.

The adversary is allowed to collude with any number of
group members, gaining access to their private keys generated
in the previous step. Using these keys, the adversary selects a
message m for which it wants a signature and can produce
a polynomial number of valid signatures on m. With this
information, the adversary selects two identities, IDy and 1Dy,
to maximize its chances of success in the next step. It then
submits the tuple (m, 1Dy, ID)) to a challenger C, retaining all
gathered information in its internal state St.

The challenger randomly selects b € {0, 1} and signs the
message m using the private key gsk[b] associated with IDb,
producing a signature o, which is sent back to the adversary.
Using its internal state S¢ and the signature o, the adversary
makes a guess b’. If b’ = b, the adversary “wins” the game,
and the experiment outputs 1; otherwise, it outputs 0.

The adversary’s advantage in breaking CPA-full-anonymity
is defined as follows:

Adv() = | PrExpg¥"?() = 11-1/2 |

If the adversary’s advantage Adv(1) in winning this experiment
is negligible, then we say that the proposed group signature
scheme satisfies CPA-full anonymity.
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The security definition for full-traceability in the proposed
scheme is identical to that proposed by Bellare et al. [33], and
thus will not be repeated here.

B. Security Assumption

In order to prove the security of the proposed scheme, we
will first introduce two common security assumptions in this
section, facilitating the subsequent security proofs.

1) The gq-Strong Diffie-Hellman Assumption (q-SDH):
The Strong Diffie-Hellman Assumption on the cyclic
groups (G,G,) is defined as follows: for a given tuple
(gz,gl,gf,g’l‘z,...,g'fq), there does not exist an algorithm A
that can, in polynomial time ¢, with a negligible probability e,
obtain a tuple (s, A) = (s, gt/ ). That is:

1/(x+s))] <e

2 q
PrlA(g2. 81,81, 81 +-- - 81) = (5.8,

2) RXDH Assumption: Assuming e G X Gy —
Gr is a bilinear map, the Randomized XDH assumption
states that for any randomly chosen a,b,z,z;,1; € Zj]', the
tuples (Py,aP;,bPy,abP;,br;P;) and (Py,aPy,bP;,zP;1,z;P)
are computationally indistinguishable, where i = 1,2,..., p.

C. Lemma

To prove the security of the proposed scheme, we first prove
the correctness of the following lemma. Assuming Py, = xPy;
ACCj = (si+)W;; Ci = (s + x)"'P,. The proposed signature
proves to the verifier that signer possesses W;, C;, and s;
satisfying e(Ppup, Wi + Ci) = e(T2,ACC; + P»).

The proposed group signature scheme can actually be
viewed as a special type of non-interactive zero-knowledge
proof, used to demonstrate to the verifier that one possesses
the group member private key gsk[i] = (s;, C;, W;). Specifi-
cally, non-interactive zero-knowledge proofs demonstrate three
things to the verifier:

1) The group member possesses the secret key s; corre-
sponding to the identity id;.

2) The group member holds the group member certificate
C; corresponding to the identity id;, indicating that he
has previously registered with the group manager.

3) The group member has the accumulator evidence W;
associated with the identity id;, showing that the group
member is still a legitimate group member and has not
been revoked by the group manager.

Next, we will prove that the proposed group signature
scheme satisfies the following properties:

e Correctness. It means that correctly generated group
signatures are always successfully verified by verifiers.
e Zero knowledge under honest verifiers. It means that the
proposed group signature scheme can be simulated.
e Soundness. This property means that the proposed group
signature scheme exists extractors.
Lemma 1: The proposal group signature is correctness.
The proposed group signature scheme possesses correctness.
In other words, if a signer possesses (W;, C;, s;) and correctly
executes the Sign algorithm to obtain the signature o, then
Verify(o) will always return 1.
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e We first prove equation s,P; = (r, + cu)Py = Ry + cT}
hold. According to s, = r, + cu, we can conclude that
syP1 = (ry + cu)Py = (r,Py + cuPy) = Ry + cT,. So
R, = s,P, — cT}. Similarly, we can prove that s,7| =
(ry + cu)T) = Ry + T, hold. Therefore, we can prove
R\Q = suTl - CTZ hold.

e Next, we set W; = w;P, and C; = ¢;P,, we can get:

e(Ppup, A1 + A)™ - e(T1, A + A2)™

=R3 - e(Ppup, A1 + A2)™" - e(T1, A1 + A)""

= R;3 - e(xPy,u(w; + ¢;)P)™" - e(uPy, u(w; + ¢;)Py)"
= R; - e(P, Py)Mitedwueu  o(p, pz)(w.'-&-c,»)uzcs,'

=R; - e(Py, Pz)[(W:+Ci)Cllz(x+S:)]

= Ry - e Py, wi(x + s))P2 + ci(x + 5)P>)°

Due to w;,P = W; = ACCj_l and ¢; = (x + Si)_l, then
wi(x + s;))P, = ACC; and c¢;(x + s;)P» = P,. Thus, the
original expression is equal to Rz - e(T2,ACC; + P»)°
and equation Ry = e(Ppup, A1 + A2)" - e(T1, Ay + A2)" -
e(T7,ACC; + P»)™ hold.

e Finally, we prove s,P; + s,Ppu = R4 + ¢T3 hold. Due to

ssP1 4 5, Ppup = (rs + )Py + (ry + cu)Ppyp = Ry + ¢T3
So there is: RA4 = 5;P1 + 5, Ppup — ¢T3 hold.

In summary, we have proven that Iéi =R; fori=1,23,4.
Therefore, d = H(M, T],Tz,T3,A1,A2,R\1,R\2,R\3,R\4) = C,
which means our signature scheme is correct.

Lemma 2: There exists a simulator Sim that can simulate
the proposed signature without knowing (s;, W;, C;), producing
a group signature indistinguishable from a real one.

The simulator randomly generates u, s € Z;, and randomly
selects W,C €r G, and calculates Ty = uPy, T, = uT},
T3 = sPy + Ppwp, Ay = uW, Ay = uC. Assuming the hardness
of the RXDH and the discrete logarithm problem holds,
from the adversary’s perspective, the simulated (7T, T»,73)
are elements randomly chosen from G;, while (A;,A;) are
elements randomly chosen from G». In the real group signature
scheme, (T1,T,,T3,A1,A;) are randomized using the random
number u, thus they are perceived by the adversary as elements
randomly selected from the respective groups. Thus, the tuple
(T,,T,,T5,A1,A;) generated by the simulator and a tuple
generated by a real group member are indistinguishable.

For any given tuple (T,7T>,T3,A;,A>), the simulator ran-
domly generates c, s, sy €g ZZ‘] and computes: R| = s,P| —
CT1,R2 = suTl - CTz, R4 = sspl + suPpub - CT3 and
R3 = e(Ppub,Al + AQ)‘Y“E(Tl,Al + Az)s‘e(TQ,ACCj + Pz)ic.
Thus, A tuple (Ty,7T,T3,A1,Az,c, sy, ss) was simulated by
the simulator. We can easily verify that the simulated tuple
satisfies all verification equations (eq. 1) (eq. 3) and (eq. 2). In
the real group signature, s, = r, +cu and s; = r,+c;, where u
is random, making s, and s; random numbers. In the random
oracle model, the hash function result is seen as a random
number, hence s,, s;, and ¢ are perceived as random by the
adversary. In the simulation scheme, we randomly select s,,
ss, and ¢, thus the simulated s, sy, and ¢ are indistinguishable
from those in the real scheme.

In conclusion, the simulator simulates variables generated
during a real group signature process without knowing the
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secrets (s;, W;, C;). If the discrete logarithm problem and the
RXDH problem are hard, the tuples simulated by the simula-
tor (T1,T5,T5,A1,Az,¢,sy,ss) are indistinguishable from the
proposed group signature.

Lemma 3: There exists an extractor for the proposal group
signature scheme.

The signer generates (7,7T5,73,A1,A2,R1, R, R3,Ry).
Assuming the extractor receives two challenges, ¢ and ¢/, (We
will later describe how to obtain ¢ and ¢’) it computes the
corresponding sy, s; and s,, s,. Both of the responses provided
above satisfy equations (eq. 1) to (eq. 2) as described.

For the convenience of narration, let: Ac = ¢ —¢’; As, =
s, — s, and As; = s; — s, If the prover provides two zero-
knowledge proofs that are both correct, then equation [1] holds
for the challenge-response pairs c, s, 55 and ¢’, s,,, 5%, 1.€. Iél =
suPI - CTl; R\l = S;Pl - C’Tl

1) Taking the difference of both sides of the equations
(eq. 1), we have: As, Py = AcT}, thus T = (As,/Ac)P;.
If let &t = As,/Ac, then T\ = @P;. Similarly, we have
As, Ty = AcT», then T» = (As,/Ac)T, = ii*P;.

2) Similarly, due to equations (eq. 2) hold, we can deduce
AsgPy + As, Py, = AcTs. Transform the equation into:
T3 = (Asy/Ac)Py 4 (Asy [ AC)Ppy. If we let §; = Asg/Ac,
then we obtain T3 = Py + §;P .

3) For equation (eq. 3), applying the same method yields:
e(Ppup, A1 + A2)™ - e(T1, A1 + Az, )™ = e(T»,ACC; +
P,)2¢. We transformed the equation into: e(T», ACC i+
Py) = e(Ppup, Al + A)PAC - o(T), A + Ap)As/Ae.
Simplify it to get e(T2, ACC; 4+ P))*" = e(Pyup, A1 +
A)H (T, Ay + A2)5". So, we finally obtain equa-
tion e(ft_sz,ACCj + Py) = e(Ppltb’ﬁ_]Al + ft_lAz) :
e($; Py, ﬁ_1A| + ﬁ_lAg, )

Let W, = i'A;, C; = &'A,, and s; = §;. Then, we have

e(Ppup, Wi + C;) = e(T»,ACC; + P»). Therefore, the extractor
Ext obtains tuple (W;, Cy, s,).

D. CPA-Full-Anonymity

We will prove that, under the random oracle model, anyone
without the group private key cannot, within polynomial time
and with non-negligible probability, obtain the real identity
of signers from group signatures. Otherwise, there exists a
algorithm which can exploit this to solve the RXDH problem.
For convenience, we define (P, aPy,bP1,zP1,br P1,br,Py) as
a DH tuple if z = ab. Conversely, if z # ab, it is not considered
a DH tuple.

Theorem 1: The proposed group signature achieves CPA-
full-anonymity if the RXDH assumption holds.

Our proof commences with a game wherein Challenger C
and adversary A interact. For ease of description, suppose
the proposed group signature be o = (o, c,07), where oy =
(T, T2,T3,A1,A2) and 0 = (84, ).

1) Challenger C generates a random number a €r Z,
as the group private key and computes P,, = aPj.
Then, using the Setup() method, challenger C obtains
Params = {C], Gl, Gg, GT, e, Pl, P2, Ppub, ACCO, H()}
Then, C sends the group public key Params to
adversary A.
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2) Assume the private keys of group members are gsk[k].
C sends the set of private keys {gsk[k]}l_, to A, Using
these private keys, .A can generate up to ¢, signatures,
obtaining the signature set {o;}7,.

3) At any time, adversary A can query a random oracle
O to obtain the hash value of message m. Initially, the
challenger C creates an empty hash list L. When a new
hash query m; is received, C randomly selects an element
h; € Z, as the response and stores (m;, h;) in L. If the
adversary’s query m, is in the list L, the existing value
in the list is used as the response, ensuring the same
query yields the same response.

4) Adversary A randomly selects two group members and

sends the challenge /Dy, ID, €g G, to the challenger C,
where IDy = H(idy)P, and ID| = H(id)P, represent the
identities of the two group members. C randomly selects
a bit i e {0,1} and generates a simulated signature
response to A as follows:
C generates a random number b €g Z; and a random
element Z €g Gy, and computes oy = (T} = bP, T, =
bT, Ty =1ID.+7Z,A, = bW;,A; = bC;). By Lemma 2, it
can be concluded that there exists a simulator that can
simulate o = (01,¢,07) using only o without group
member private key (s;, W;, C;). Challenger C uses this
simulator to generate o and returns o = (0, c¢,07) as
group signature for the identity information ID; to A.
C compute Ry, Ry, R3, Ry using the simulated o, and set
the hash value at (T,7,7T5,A1,A2,R,R>,R3,Ry) as c,
which is then stored in the hash list L. If .4 has queried
this hash value before and provided a response ¢’ # ¢ at
that time, then the game fails.

5) Adversary A outputs its guess ¢ for i. If i/ =
challenger outputs 1; otherwise, it outputs L.

i, the

We now construct an algorithm B that leverages adversary
A to solve the RXDH hard problem. The input to algorithm B
is (P1,T,,T>,T3,A,A>), where {T,A}?=1 and {A,-}?:1 is random
element in G,. B first calls A to obtain random elements
IDy, ID; €r Gy, then randomly selects i € {0, 1}. Next, B uses
the simulator from Lemma 2 to generate a simulated group
signature o for ID; based on input and sends o to A. Then,
A guesses i’ based on the aforementioned game. If i/ = i,
algorithm B outputs 1, indicating that it believes input is a
valid RXDH tuple; otherwise, it outputs 0.

Let event A represent “algorithm B output 1”. Then the
advantage of B in solving the RXDH hard problem is:

AdvEy o n(A) = | PrlA|Z = abPy] — Pr[A|Z # abP] |

Now, we analyze the probability calculation method for B to
solve the RXDH hard problem based on the above game.

If the challenger C and adversary A successfully complete
the simulation process [35], we deem C’s simulation as
successful; otherwise, it is considered a failed simulation.
Let event S denote “challenger C conducted a successful
simulation”, then according to the law of total probability, we
have:Pr[A|Z = abP,] = Pr[A|Z = abP, AS]-Pr[S]1+ Pr[A|Z =
abPy A S| - Pr(S1; PrlAIZ # abPy] = Pr[A|Z + abP; A S]-
Pr(S1+ PrlA|Z # abP, AS]- PrS]
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Let event B represent “the event that A outputs i/ = i in
the above game”. For convenience of description, we assume
Pg = Pr[S], Py = Pr[B|Z = abP,] and Py = Pr[B|Z # abP,].
When Z = abP; and the simulation is successful, the simulated
scheme is the real scheme. Therefore, the probability of event
B occurring is the same as the probability of adversary A
breaking the real scheme. Therefore, we have:

Pr = Pr[B|Z = abPy] = Pr{A|Z = abP, A S|

Similarly, only when the above game succeeds does adversary
A output a guess i/, making event B potentially possible.
Therefore, we have:

Pr = Pr[B|Z # abP\] = Pr[A|Z # abP; A S]

Therefore, the advantage of algorithm B in solving the
RXDH hard problem is given by:

AdvEypu(A) = | Ps - (Pr = Pp) |

In the above game, C generates a signature for /D; using the
simulator in Lemma 2, ensuring it is indistinguishable from
those produced by the real group signature scheme. Now, let’s
analyze the probability of B solving the RXDH hard problem
based on the aforementioned game. The elements chosen by C,
b and Z, have two possibilities: either Z = abP; or Z # abP;:

e If Z =abPy, o = (01,c¢,0,) generated by challenger C in
the game is produced according to the simulator described
in Lemma 2, thus indistinguishable from the real scheme.
Let event D represent “A breaks the proposed scheme”.
Assuming that A can break our proposed scheme with
a non-negligible advantage €, then € = 2(Pr[D] — 1/2).
Therefore, we have Pr[D] = 1/2 4+ €/2. Since the sim-
ulated scheme by challenger C is indistinguishable from
the genuine scheme, we have Py = Pr[D] = 1/2 + €/2
and Py = PrlExp§¥™° (1) = 1].

e If Z # abP;, both b and Z are randomly generated.
Thus, T3 essentially corresponds to C encrypting identity
id, with a one-time pad. According to the construction
method of signature o by the simulator, o is randomly
generated. In this case, Since the signature o contains no
information about identity id;, and .A gains no advantage
in guessing i, we have Pp = 1/2.

In the game between C and A, if a hash collision occurs, the
game fails. Assuming A performs a total of gy hash queries.
Due to the probability of a hash collision occurring being no
higher than gy /2%, the probability of a successful simulation
is no less than (1 — gz /2%). So, the advantage of B in solving
the RXDH problem is: Advky, . (A) = | Ps - (Pr — Pr) | =
Ps - | (Pr[Expé‘g‘jb(ﬂ) =1]1-1/2) | = Ps - Adv(1l) > Ps -
| (1/24€/2-1/2) | = (1 —qy/2") X €/2. The time cost for the
B to perform the aforementioned simulation is O(1).

Thus, we have demonstrated that the simulation of the
challenger in the game is indistinguishable from the real group
signature scheme, and the probability of successful simulation
is (1 — gy/2%). Furthermore, if A can break the anonymity of
our scheme with a non-negligible advantage € (in this case,
Adv(1) = €/2 is also non-negligible) within polynomial time
t (denoted as (t,€)), then B can use A to solve the RXDH
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hard problem with an advantage of (t 4 O(1), (1 — g /2Y)e/2).
Therefore, if the RXDH problem is hard, Adv(1) is negligible,
and our scheme satisfies CPA-full-anonymity.

E. Full-Traceability

In the Industrial Internet of Things, the vast number of
devices and the limited resources of most devices can lead
to incidents where some devices are attacked and send unau-
thorized data, disrupting industrial production. To address
this, our solution offers a traceability feature for unauthorized
devices, enabling effective management of these entities. Full-
traceability is a stronger security goal [33] that encompasses
several key properties, including unforgeability, resistance to
coalition attacks, and traceability.

We now prove that the proposed group signature scheme
possesses full-traceability as defined by Bellare et al. [33].

Forking Lemma [36]: Let F be a set with at least 2 elements,
ie. |[F| > 2, and g be a positive integer. Randomly select
m €g Zy and (fi, ..., fy) € F. For a probabilistic polynomial-
time algorithm A, defined as (J,0) = A(m, fi,..., fy), we
define acc = Pr[J > 1|A(m, fi, ..., f)]. An intuitive interpre-
tation of the above is: after conducting q hash and signature
queries, the adversary obtains q corresponding (fi,..., f,).
Then, based on this information, the adversary uses algorithm
A to forge a signature on m with probability acc (where
J = 0 indicates failure to forge). We define a forking algorithm
F 4(m) associated with A as follows:

1) Randomly generate p € {0, 1} and (fi,..., f;) €r F.

2) Run algorithm A to obtain (J,0) = A(m, fi,..., f;,p).
If J=0, return (0, L, 1).

3) Randomly generate (f7,...,f;) €r F.

4) Run algorithm A again to obtain a new results (J',0”) =
A, fi,..., frs £ fp.0)- I fy # f; A J = J', return
(J, 0, 0”); otherwise, return (0, L, L).

Here, o = (0y,¢,07) and o’ = (0,c’,0%) are both valid
signatures on message m, with ¢’ # ¢ and o3 # o05. If we
let succ = Pr[J =1 : m €g Z4;(J,0,0") = Fa(m)], and
the signature o can be simulated without knowledge of the
signing key, and the distributions of the simulated signature
and the genuine signature are indistinguishable, Bellare et al.

acc 1

[37] proved that succ > acc(T - ﬁ) = g, that is:

Pr[J=1:mer Zy;(J,0,0") = Fa(m)] > &.

Theorem 2: If the 1-SDH assumption holds, then the pro-
posed group signature is fully-traceable.

Our proof commences with a game wherein C and A
interact. C first generates the necessary public parameters for
the group signature and issues group member private keys
gsk[i] for group member. Then, A can collude with any
number of group members to attempt to forge a signature
that can not be opened or cannot be traced back to any
specific group member identity. To achieve this goal, A can
run polynomial number of hash and signature queries at any
time. Finally, the A outputs a forged signature o = (o, ¢, 072).

Setup Phase: The challenger C generates a random number
X €r Zy as the group private key and computes Ppyp = xPy.

q
Subsequently, using the Setup() method, it generates the
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other parts of the group public key, obtaining params =
{q.G1,G2,Gr, e, Py, Py, Py, ACCo, H(")}.

Suppose the set of group members is U = {U;, Us,..., U}
and the identity of U; is id;. In this stage, the challenger
C generates the group private key gsk[i] = (s;, W;,C;) for
each group member U;, where s; = H(id;). Then, it com-
putes acc = ]_[:’:l(s,» + x) and updates the accumulator
value to ACC; = accACCy. Finally, C sends Params =
{9,G1,G2,Gr,e, Py, Py, Ppub,ACCj, H(-)} to A.

Collusion Phase: The adversary A colludes with any num-
ber of group members to obtain the group private keys gsk[i]
of any number of group members. Let L = {U;, Us,..., U}
denote the set of group members colluding with the adversary.

Query Phase: To grant the adversary A4 with substantial
capabilities, we assume that .4 can conduct polynomially many
hash queries and signature queries at any time. For each
distinct query, C responds as follows:

e Hash queries: The adversary can conduct a polynomial
number of hash queries at any time, and the challenger C
maintains an initially empty list H. When the adversary
A queries a message m; for hashing, it selects a random
element h; €g ZZ as the response and adds (m;, h;) to the
list H. If the message m; queried by the adversary already
exists in H, then the response to A is the corresponding
h; stored in H.

o Signature queries: The .4 can conduct a polynomial
number of signature queries at any time. Suppose the A
wants to query a group member with identity id* for a
signature on message M. C responds to the A’s query as
follows: C randomly selects an s. €g Z; as the hash value
for id* and stores (id., s.) in the hash list H. Then, lever-
aging Lemma 2, the C computes oy = (11,73, T3,A1,A2)
with (s., W.,C.), followed by using the simulator to
generate a simulated signature o = (071, ¢, 02). Finally, let
¢ be the hash value at M, T, T,,T5,A1,A2,Ri,R»,R3,R4.
If the A has previously conducted a hash query here
and received a value ¢’, where ¢’ # ¢, the game fails.
Otherwise, the signature o is returned to A as the result
of the signature query. Since s, is randomly chosen,
the way C generates o is indistinguishable from the
simulator’s generation in Lemma 2, thus the response
o to this signature query is indistinguishable from the
genuine scheme.

Forgery Phase: The adversary outputs a forged group
signature o = {071, ¢, 03}. If the forged signature satisfies the
following properties, then the adversary wins the game:

e The challenger runs the Open algorithm and obtains
Open(o) =L or Open(o) = id*, and id, is not the identity
of any group member. We refer to the adversary who
produces such a signature as a Type I forger.

e The challenger runs the Open algorithm and obtains
Open(o) = id* where id, is the identity of a legitimate
group member U, ¢ L. We refer to the adversary who
produces such a signature as a Type II forger.

The analysis of the probability that the adversary .4 wins
the above game proceeds as follows:
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In the game between C and A, if a hash collision occurs
during signature queries, the simulation fails. Suppose A
conducts a total of gy hash queries, then the probability of
a hash collision occurring is at most gy /2%. Therefore, the
probability of successful simulation is at least (1 — gz /2%).
Here, A represents the size of elements in the hash space.

Suppose A conducts gy hash queries and obtains results
{h1,ha, ..., hy,}, along with gg signature queries and obtains
results {si,52,...,84}. Let F = {fi, fo,..., fqutqs)» Where
fi=hifori=12,...,qy and f,, ;= s; fori=1,2,...,qs.
If the A can break the signature scheme in polynomial time
t (e = Pr[J > 1|A(m, fi,..., f;)]) with a non-negligible proba-
bility acc = €, then the algorithm B can execute forking lemma
[36] to obtain (m,o,0’) = Fa(M). Here, o = (01,c,075),

= (o1,c’,0%), satisfying ¢’ # ¢ and o, # 0. Utilizing the
extractor in Lemma 3, we derive (s;, W;, C;) = Ext(o, o’), sat-
isfying e(Ppup+ 5Py, Wi +C;) = e(Pl,ACC<,~+P2). Simplifying
this equation, we arrive at e((x+ s)P1, (acc+ 1)~H(W; +C ) =
e(Py, Py). Let A = (acc+1)""(W;+C;), and thus A = ( )P
This signifies that we have found a solution (s,,A) to the
1-SDH problem.

It’s clear that the time cost for the algorithm B to complete
the above game is O(qy + gs). Therefore, when the adversary
can forge an untraceable group signature with (¢, €) advantage,
the algorithm B can utilize the forking lemma to find two
signatures o and o’ with a probability not lower than succ.
Thus, the advantage of the algorithm B in breaking the 1-SDH
problem is not lower than €- (1 — ) succ. In other words,
AdVE oy > € (1 - e - As (q<h= qH—l-qs) we
have (¢ - P> . Thus, AdvB ¢y > (1- %) - pr—
conclus10n the algorrthm B can solve the 1- SDH hard problem

with (¢t + O(gu + gs), (1 - 24 quqs )-

F. Security Analyses

We will now analyze in detail the security properties satis-
fied by our scheme:

1) Unforgeability: Unforgeability refers to the impossibility
of any unregistered device to forge a correct iden-
tity authentication message. We have already demon-
strated that our scheme possesses full-traceability, which
implies its unforgeability [33] (refer to Chapter 3 of
[33D.

2) Anonymity: Anonymity means that the real identities of
both parties in message communication remain confiden-
tial during the authentication process for those without
access to the system’s private key. In the security proof
section above, we have proved that our scheme achieves
CPA-full-anonymity. Clearly, it provides anonymity.

3) Traceability: Traceability means the ability to trace the
real identity of the message sender from the authenti-
cation message. Domain manager can use the domain
private key to run the open algorithm and obtain the
identity of S D;, Thus our cross-domain authentication
scheme satisfies traceability.

4) Revocability: Revocability refers to the existence of a
method to revoke current legitimate users, preventing
them from generating valid messages for identity authen-
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TABLE 11
SECURITY PROPERTY COMPARISON

o Schemes BASA [24] | CCAP [8] | IRBA [15] | Our Scheme
unforgeability v v v v
anonymity X v X v
raceability v v v v
revocability v v X v
conditional privacy-preserving X v X 4
unlinkability 4 4 4 v
resistance coalition Attacks X X X 4
non-repudiation v v v v

tication. In the proposed scheme, domain manager can
use the revoke algorithm to revoke specific users, render-
ing them unable to generate valid group signatures and
thus restricting their identity authentication. Therefore,
our scheme achieves revocability.

5) Conditional Privacy-preserving: Conditional privacy-
preserving refers to the protection of the identity of
communication parties under certain conditions. How-
ever, once these conditions are breached, privacy will
be exposed. In our scheme, the identity privacy of IloT
devices is protected as long as the group private key is
unknown. However, individuals with the group private
key can reveal their real identity through the open algo-
rithm, thus achieving conditional privacy-preserving.

6) Unlinkability: Unlinkability refers to the inability of
anyone to distinguish whether two messages come from
the same sender unless they possess the keys required
for traceability. Lemma 2 shows the proposed scheme
is indistinguishable from signatures simulated by a sim-
ulator under the random oracle model. Thus, adversary
cannot judge whether two messages come from the same
sender, indicating that our scheme achieves unlinkability.

7) Resistance to Coalition Attacks: A coalition attack refers
to a group of signers conspiring to generate a signature
that cannot be traced back to any one of them [38]. In our
full-traceability proof, we allow the adversary to query
signatures of any group member, which is equivalent
to permitting any number of signers to collude. Since
our scheme achieves full-traceability, it is capable of
resisting coalition attacks.

8) Non-repudiation: Non-repudiation refers to the inability
of an entity to deny having sent a message. Since our
scheme allows tracking the sender’s real identity based
on the message, it evidently satisfies non-repudiation.

We compare our scheme with the three recent cross-domain
authentication schemes in IIoT [8], [24] [15], and the results
are presented in Table II.

It is noteworthy that IRBA utilizes IBC cryptography
for cross-domain authentication. During the signature ver-
ification process, the legitimacy of the signer’s identity
is confirmed using their public key (such as the signer’s
email), thereby preventing anonymity and conditional privacy-
preserving. Additionally, the IRBA scheme does not provide
revocation functionality for illegal devices. BASA introduces
pseudo-anonymous identities to facilitate revocability, but still
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TABLE III
EXPERIMENTAL SETUP

Parameter Definition
Processor Intel Core 17-12700 2.10 GHz
RAM 16.0 GB
Implementation Language C++
Hash Function SHA256
Elliptic Curve BLS12383
Signature & Certificate ECDSA

Miracl core [40]
Average execution time (running 100 times)

Cryptographic Library
Measurement Metric

requires the use of the signer’s public key (such as the
signer’s email) to verify the legitimacy of pseudo-anonymous
identities, thus lacking anonymity and conditional privacy-
preserving. All three comparison schemes require the use of
the signer’s public key during verification, allowing verifiers
to determine whether two messages originate from the same
sender, thereby failing to achieve unlinkability.

VII. EXPERIMENTAL EVALUATION
A. Experimental Setup

To assess the proposed scheme’s practicality, we compared
it with CCAP [8], BASA [24] and IRBA [15] in terms
of computational and communication costs. Using C++, we
implemented these schemes on a PC with an Intel Core i7-
12700 2.10 GHz CPU and 16.0 GB RAM. We utilized the
BLS12383 curve for bilinear pairings, SHA256 hash function,
and Miracl core [39] library for cryptography. The specific
experimental setup are presented in Table III.

We encapsulated the operations of each entity into a func-
tion to simulate the execution of the protocol, and measured
the execution time of each entity during this process. The final
experimental results were obtained by running each scheme
100 times and calculating the average values. In particular,
the experimental settings for different schemes are as follows.

For CCAP, IIoT devices from different domains have their
own certificates. The ECDSA algorithm was used to generate
these certificates because this algorithm is widely used (e.g. it
is the algorithm used in the SSL layer of HTTPS).

For the IRBA [15], the BLS12383 curve is used for bilinear
pairings. This curve does not support symmetric bilinear pair-
ings, so small modifications need to be made to the selection
of group elements in the IRBA scheme. It is worth noting that
this change has minimal impact on the performance.

B. Computation Cost

Firstly, we theoretically analyze the computational costs
of each scheme. Due to the excessive number of operations
involved in each scheme, we only count the number of
time-consuming operations. For arithmetic operations, power
operations, and hash functions of large integers, their costs
can be ignored and will not be counted here. The follow-
ing table IV provides the meanings represented by different
symbols:
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TABLE IV
THE SYMBOL DEFINITION USED

Symbol Definition
Gl The cost of point multiplication g1 - g¢2, Where g¢1, g2 € G
G The cost of exponential operation g , where g; € Gr

B The cost of bilinear mapping (g1, g2)
G The cost of point multiplication aP;, where G; =< P; >
Gy The cost of point multiplication aP,, where Go =< Py >

T, The time cost generating an ECDSA signature

TABLE V
TIME-CONSUMING CRYPTOGRAPHIC OPERATIONS

Scheme SD# Aux? Aux? SDP
BASA [24] 2B +2Gh. 2B+ Gl + G+ G | 2B+ Gh + G + Gy
CCAP [8] oT, 8B +21G7 + GY. 9B + 18GT + 8GY.
IRBA [15] 4B +2GYy' 6B +2GY.
Our Scheme | 2B + 2GY. + 8G1" 4 2G" 3B+ 3G +TGY

Aux? in the table represents the infrastructure that assists
authentication in domain A, in addition to the IIoT devices
themselves. For example, the Proxy Authentication Server
(PAS) in the CCAP scheme or the Authentication Agent Server
(AAS) in the BASA scheme. It is worth noting that the CCAP
scheme can choose whether to perform anonymous authenti-
cation as needed. Due to the implementation of anonymous
operations in our scheme, for fairness reasons, the following
experiment uses an anonymous authentication version of the
CCAP scheme. We theoretically calculate the cost of each
scheme as shown in the table V:

According to the table, it can be seen that the most time-
consuming operation performed by devices in domain A
during the authentication process of the IRBA scheme is four
bilinear pairings and two point multiplication operations on
G, groups. The CCAP scheme introduces a new entity PAS
(Proxy Authentication Server), and then transfers most calcula-
tions to PAS during the authentication process, which increases
the interaction complexity in the authentication process. In
order to achieve anonymity, the main time-consuming oper-
ations performed by this scheme include 8 bilinear pairings
and 21 point multiplication operations on G;. In contrast, our
proposed scheme reduces the most time-consuming bilinear
pairing to two, effectively reducing computational overhead.

In order to more accurately compare the computational
costs of these schemes, we implemented each scheme in C++.
This includes the details of each scheme, including arithmetic
operations for large integers, hashing and so on. In particular,
in CCAP [8] scheme, the cross-domain authentication verifica-
tion operations are handled by the Proxy Authentication Server
and the Verification Server. In contrast, for BASA [24], IRBA
[15] and our scheme, the verification operations are carried
out by the edge servers. The experimental results are shown
in Fig. 4 and Table VI

It can be seen that the total computational cost of the pro-
posed scheme is the smallest. The CCAP and BASA solutions
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[IoT device cost
= 288 28.0 auxiliary fuci]\l; cost
W= Edge server cost
254 Verification server cost
- 204
8
£
E = 12.8
=
104 8.7
7.2 6a 12
3 a1 I
LM N & |
BASA CCAP IRBA Our Scheme
Schemes
Fig. 4. Comparison of time costs for four protocols.
TABLE VI
COMPUTATION COST OF FOUR SCHEMES
Time(ms) Phase
Signature | Verification | Revoke | Authentication
Scheme
BASA [24] 8.7 4.1 - 12.8
CCAP [8] 28.8 28.0 2.8 56.8
IRBA [15] 72 12.8 - 20.0
Our Scheme 6.5 7.2 0.5 13.7

reduce the cost of IIoT devices by transferring computing to
auxiliary devices. But this increases the interaction complexity
and communication overhead during the authentication process
and increases the security risk of the entire system.

C. Communication Cost

In this section, we will compare the communication costs of
various solutions. We recorded the interaction between entities
in each scheme during the authentication process, then counted
the size of the data packets they transmitted, and recorded the
number of communications. In the cryptographic tools we use,
a large integer occupies 65 bytes, and points on G, G, and
Gy are stored using point compression technology to reduce
communication overhead. At this time, the points on them
occupy 49 bytes, 98 bytes, and 294 bytes, respectively. In the
CCAP scheme, certificates are required. In the experiment,
we selected the commonly used ECDSA signature to generate
certificates and used NIST256 for elliptic curves. At this point,
the size of the certificate and the elements on the finite field
are both 32 Bytes. Due to the fact that the size of message M
is not fixed during the communication process, M is taken into
account when calculating the communication overhead here.

Based on the above parameter settings, our pro-
posed solution has a communication cost of o4 =
(M, T,,T,,T5,A1,Az,c¢, Sy, S5} = (49X3+98X2+48X3 = 487B)
plus updated evidence. The total communication overhead
for the W; sent by the blockchain and the ACC; sent by
the blockchain during signature verification is 487 4 98 +
65 = 650B. The communication cost of the IRBA scheme
is (M,0,0,R,€,N) = (98 +294 x 2+ 49 4 48), which is 783B.
Similarly, the communication cost of the CCAP scheme can be
calculated as (176n + 2438)B, where n represents the number
of members in the domain. The communication cost of the
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Fig. 5. Comparison of communication costs for four protocols.

BASA scheme is 768B. We will compare the communication
costs of different schemes and obtain the following bar chart
Fig. 5.

The CCAP scheme uses the Shamir secret sharing scheme
to track the real identity of industrial IoT devices, thereby
achieving conditional privacy-preserving. This leads to a linear
correlation between the communication cost of the CCAP
scheme and the number of domain members. As the number of
domain members gradually increases, the cost of implementing
anonymity in this scheme will significantly increase.

VIII. CONCLUSION

In this study, we propose a dynamic group signature
scheme based on a dynamic accumulator and non-interactive
zero-knowledge proof that achieves fast member joining
and efficient revocation while ensuring conditional privacy-
preserving. We combine this signature with blockchain to
propose a dynamic cross-domain authentication scheme suit-
able for the IIoT. This scheme effectively protects the identity
privacy of devices in industrial production and satisfies the
dynamic requirements of IIoT devices in industrial scenarios.
Under the RXDH and g-SDH assumptions, we demon-
strated that the proposed scheme satisfies CPA-full-anonymity
and full-traceability. Security analyses demonstrated that the
proposed scheme can resist various attacks. Experimental
results show that, compared to other relevant works, the
proposed scheme has a lower computational and communica-
tion overhead and is more suitable for dynamic cross-domain
authentication scenarios in the IIoT with high demands for pri-
vacy and efficiency. In future work, researchers can explore the
development of pairing-free dynamic group signature schemes
to further reduce the computational and communication over-
head of IIoT devices. This approach could facilitate a reduced
reliance on edge devices, lower the costs associated with actual
deployment, accelerate their application in IIoT scenarios, and
promote the advancement and progress of industrial IoT.
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