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ARTICLE INFO ABSTRACT

Keywords: Industrial Internet of Things (IIoT) is the main field of application of the Internet of Things (IoT). The high

TloT degree of autonomy and resource constraints of the IIoT network poses challenges to the security of IIoT.

Lightweight authentication Enabling the legitimate users to securely and remotely access resource-constrained intelligent terminal nodes

Key agreement in an open wireless channel has become a challenge in the IIoT environment. User authentication and key

Provable security . - . .

. s agreement schemes have been proposed for different IoT application scenarios to solve this problem. However,

Unlinkability .. L . .
most existing three-party authentication and key agreement schemes for remote users have high computational
costs and do not consider sufficient security attributes, such as unlinkability and anonymity. To address the
aforementioned problems, the proposed scheme uses the IIoT as the application scenario and proposes a novel
three-factor authentication and lightweight remote user identity authentication key agreement. This scheme
is effective for devices with limited resources because it mainly uses a one-way hash function and a bitwise
XOR operation. The security of the proposed scheme is demonstrated under the real-or-random model via a
rigorous formal security analysis.

1. Introduction authentication are vital in the IIoT environment because the adversary

can eavesdrop, modify and forge communication messages [11]. As a

The Internet of Things (IoT), that is, the Internet of Everything,
refers to an extended and expanded network based on the Internet.
It consists of many information-sensing devices that can be remotely
accessed and controlled whenever desired through the Internet, in
order to achieve an interconnection among users, machines, and objects
regardless of their locations [1]. The Industrial Internet of Things
(IIoT) [2,3] is one of the main applications of IoT. In the Internet
environment, most IoT devices or nodes have the ability to process
information and communication and possess a locatable Internet pro-
tocol address (IP address) but suffer from limited resources. For IoT
devices in different IoT environments, users can access and control
them through a network [4]. Industry 4.0 refer to the fourth industrial
revolution led by intelligent manufacturing. The factory integrates
production equipment, wireless signal connections, and sensors into
an ecosystem to autonomously monitor the entire production process
and execute decisions [5,6]. The high degree of autonomy and re-
source constraints of the IIoT network pose challenges to the security
of IIoT [7,8]. Authentication and key establishment are important
components of IIoT, and key agreement must consider factors such as
security and performance [9,10]. Privacy, message integrity, and user
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result, it is necessary to adopt an appropriate security scheme to protect
the communication link [12].

Existing schemes have proposed some security requirements to en-
sure the security and privacy of the system. First, the anonymity of
users needs to be guaranteed. If it is not, the adversary may threaten
the personal security of the user when unable to successfully attack the
system. To protect user anonymity, Li et al. [13] sets up a pseudonym
to protect the real identity of the user. Wazid et al. [14] encrypts
the user’s identity in the communication message, and the gateway
calculates and fetches second user’s identity. Second, unlinkability
must be guaranteed. Otherwise, the adversary can trace the user by
eavesdropping on the key agreement process and can also link to the
user participating in the session from multiple session messages to
identify the real legitimate user. This poses a threat to the privacy and
security of users. Lyu et al. [15] proposed an anti-tracking remote user
authentication and key agreement scheme. In this scheme, the user will
directly use the pseudonym of the device in each session. However,
after multiple sessions, an adversary can link to one or more remote
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users who use the same device. Therefore, the user’s unlinkability can-
not be guaranteed. Zhang et al. [16] uses unique random numbers and
each pseudo identity of each signature is unique in the authentication
process. This scheme supports unlinkability. Apart from this, there
are various attack possibilities in the IIoT environment [14,17]. Other
attacks include internal privilege attacks, device capture attacks, and
tracking and linking users.

1.1. Motivation

The communication and computational overheads of the session key
scheme are used to measure whether the scheme is lightweight enough.
In order to ensure that small devices with limited computing and stor-
age resources can also securely interconnect with legitimate visitors,
a sufficiently lightweight session key agreement scheme is required.
To design a lightweight session key agreement scheme, it is necessary
to reduce calculation and communication overheads, and improve the
efficiency and versatility in practical applications. And the scheme
should meet the necessary security attributes, ensure session security,
and improve the security level. In terms of functionality, it meets more
specific operations in accordance with actual operational feasibility and
necessity, such as supporting cancellation of users, dynamically adding
devices and improving the operability of the scheme.

1.2. Research contributions

The main contributions of the proposed scheme are as follows:

(1) We propose a novel session key agreement scheme for protecting
remote user authentication of the IIoT. The scheme uses smart
cards, passwords and biometrics so it is a three-factor authentica-
tion scheme. There will be three types of mutual authentication
in this scheme: (a) between a user and the sever; (b) between
the sever and the smart terminal node; (c) between the user
and the smart terminal node. Finally, a symmetric session key is
established between the user and the smart terminal node.

(2) The proposed scheme is lightweight by using fuzzy extractor, one-
way hash function and simple bit operation XOR. This is suitable
for terminal nodes with limited computing and storage resources.

(3) We perform a formal security analysis using the widely accepted
real-or-random (ROR) model. Formal security analysis proves the
semantic security of the adversary’s acquisition of the session key
between the user and the device in the proposed scheme.

(4) The proposed scheme use proxy re-encryption to reduce com-
munication and computational overhead, and simplifies the key
agreement process. The user’s pseudo-name and private key are
dynamically updated during each session key agreement to en-
sure one-time pad. Our scheme guarantee the anonymity and
unlinkability of users.

1.3. Paper organization

The rest of this paper is structured as follows. Section 2 outlines
the existing related schemes for different IoT application scenarios.
Section 3 introduces the system model and threat model related to the
session key agreement scheme. Section 4 discusses some preliminary
knowledge. Section 5 describes in detail our scheme. In Section 6, we
give a formal and informal security analysis. In Section 7, we compare
the proposed scheme with other existing schemes to measure efficacy.
Finally, we summarize the work of this paper.
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2. Related work

In this section, we discuss lightweight authentication and key agree-
ment schemes for two-party authentication and three-party authentica-
tion, as well as authentication schemes that use different cryptographic
algorithms. In recent years, there have been many security authen-
tication schemes for IoT environments, such as IloT environments,
smart home environments, and vehicular ad hoc networks (VANETSs)
environments.

2.1. Two-party authentication and key agreement

M2M (Machine to Machine) is often mentioned in the field of IoT.
M2M is the transfer of data from one terminal to another, that is, a
machine-to-machine dialogue. In the session key agreement scheme for
two-party, Esfahani et al. [18] designed a lightweight authentication
scheme for M2M for the IIoT based on the IoT. Because only the
authentication of two parties is considered, in the IIoT environment,
under the premise that the router is a trusted entity, the authentication
of the device is definitely more lightweight than the multi-party authen-
tication and key agreement scheme. In the IIoT environment, although
the scheme is light enough, it does not consider other security threats,
such as internal privilege attacks.

Kumar et al. [19] designed a two-party authentication scheme for
smart home based on the IoT. Kumar et al. [19] is more computa-
tionally expensive than the scheme proposed by Esfahani et al. [18],
because only lightweight cryptographic operations are used in [18].
And the security attributes of Kumar et al. [19] are not fully considered.

2.2. Three-party authentication and key agreement

In order to meet the requirements of remote access to the IoT
devices, some three-party mutual authentication and session key agree-
ment schemes have proposed. Remote users and devices can negotiate a
session key through a trusted third party for secure communication. In
2018, Wazid et al. [14] proposed a three-party session key agreement
scheme for the general IoT environment. This scheme through multiple
communication messages encryption/decryption to obtain key informa-
tion for authentication. However, multiple encryption/decryption op-
erations bring more computational overhead compared to XOR, MAC,
and hash operations. In 2020, Wazid et al. [20] proposed a three-party
session key agreement scheme for a smart home environment based on
the IoT. The user entity uses a mobile phone to save personal registra-
tion information. Different from Wazid et al. [14], this scheme updates
the personal pseudonym for each session key agreement with the key
agreement process, instead of using modified encrypted pseudonyms
each time, which increases the communication overhead of this part.
Banerjee et al. [21] proposed a lightweight session key agreement
scheme for the IoT environment. In order to obtain more functionality,
multiple judgments and calculations have been added at the gateway,
including user revocation and device list update, which increases the
cost of each session key agreement process. In this scheme, the user’s
revocation function is added in the key agreement phase. After the gate-
way performs the revocation calculation operation, the key agreement
process continues. Only during the next key agreement, the gateway
will verify that the user has been revoked. Therefore, the independent
and real-time user revocation phase have practical significance. Shao
et al. proposed an anonymous authentication scheme for VANETs [22].
In this scheme, the trusted organization will update the revocation list
to the Road Side Unit (RSU) in real time.

Li et al. [13] proposed an authentication and session key agreement
scheme based on elliptic curve cryptography (ECC). The scheme uses
public key technology to enhance security, but the point multiplication
operation increases computational overhead of terminal device. The
scheme also do not consider more operability, such as user revocation
and dynamic addition of device. Lyu et al. [15] proposed a session key
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agreement scheme based on elliptic curve cryptography for the smart
home environment. The overall cost of this scheme is relatively high,
and the server node does not directly participate in the session key
agreement. For the entire IoT system, this scheme assigns all smart
devices under the smart home to the gateway for management. This
scheme cannot achieve authentication between the user and the device.

2.3. More discussions on cryptographic algorithms

In the scheme of using other cryptographic methods, they used
the Chinese remainder theorem (CRT), Shamir(k,n) threshold function,
physical unclonable function (PUF), etc. Zhang et al. [16] proposed a
vehicle authentication scheme based on the CRT under the VANETs. In
this scheme, the vehicle does not need to preload the master private
key. Trusted institutions can dynamically generate new group keys and
spread them to vehicles in the network by using the CRT. This scheme
focuses on the authentication and key distribution of the IoT devices
(vehicles) in the area, and does not involve third-party users. Eldefrawy
et al. [23] proposed an M2M mutual authentication scheme based on
the CRT, and the device can restore the key based on the information.
Same as other M2M schemes, because only the device-to-device secure
communication is considered, the user level is not considered.

Aghili et al. [24] proposed a session key agreement scheme based on
Shamir(k,n) threshold key sharing. In the session key agreement pro-
cess, in order to security complete the mutual authentication between
the gateway and the device and transmit the response message, the
device have undergone multiple calculations and sending messages in a
single key agreement process. Gope et al. [25] proposed a lightweight
and physically secure anonymous mutual authentication scheme using
PUF. In this scheme, during the registration phase, the user’s personal
device and IoT device use PUF to generate a unique challenge-response
pair (CRP). The gateway saves the CRP of all parties as an authentica-
tion credential during the key agreement phase. In the key agreement
process, the user needs to perform a round of verification, which
increases the communication and computational overheads.

Chen et al. [26] proposed a symmetric key-based RFID device
authentication scheme, which utilizes dynamically updating node iden-
tities to achieve the idea of anonymity and unlinkability. Arapinis
et al. [27] proposed to use the public key of the home network to
encrypt different message types of the user’s response to the service
network, making them indistinguishable, as a protection against misuse
of messages. However, the unlinkability can be broken by an attacker
with a simple replay attack on the identified message. An achieving
better privacy authenticated key agreement was proposed by Fouque
et al. [28]. This scheme is shown to be insecure, subject to desynchro-
nization attacks and unlinkability attacks. Shin et al. [29] proposed an
anonymous authenticated key agreement scheme between users and
IoT gateways in IoT environments. However, if the server’s secret key is
compromised, the pseudonym of the same user is linkable, thus failing
to satisfy the forward unlinkablely requirement. Li et al. [30] proposed
an anonymous authenticated key agreement scheme between vehicles
using homomorphic encryption. Vehicles first attempt to authenticate
themselves anonymously to the RSU using a pseudonym and ticket, and
then the vehicles attempt to anonymously authenticate to each other.
However, it is easy to check if two tickets belong to the same car. There-
fore, the scheme does not satisfy forward unlinkability. Khan et al. [31]
proposed an anonymous authentication key agreement scheme between
nodes and hub nodes in a wireless body area network. However, since
a node’s secret information (or identity) is made public, it is easy to
tell if a scheme message was generated by that node. Therefore, this
scheme does not satisfy forward unlinkability.

In summary, in most key agreement schemes, either the key agree-
ment process is not lightweight enough to meet the requirements of
more resource-constrained devices or sensor nodes, or it cannot meet
the enough security in the IoT environment. In terms of function-
ality, most of the schemes do not meet the more ideal functional
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Fig. 1. Authentication model of the IIoT.

characteristics, such as revocation users, dynamically add devices,
and dynamically change personal related keys information including
biometrics and passwords. In order to better resolve these differences
and adapt to IoT systems that require more lightweight agreement
schemes, we are committed to designing a novel lightweight user
authentication and session key agreement scheme suitable for the IIoT
environment, using three factors authentication ensures the anonymity
and unlinkability of users.

3. System models

In order to discuss and analyze our proposed scheme, we introduce
the system model and threat model of the scheme in this section.

3.1. System model and network model

The system model shown in Fig. 1 is composed of industrial de-
vices, industrial gateways, industrial servers and legitimate users. In
an industrial environment, the underlying terminal device is used to
collect real-time information, detect and monitor the real-time situation
of the industry. Industrial devices are terminal devices in various IIoT
working environments, such as sensor nodes and smart devices. These
devices have low computing resources and storage resources. Because
these devices are susceptible to physical capture, they are considered
semi-trusted entities. The industrial gateway is a cluster head node in
a specific IloT area. The gateway is responsible for controlling network
data, network interoperability and security management. The gateway
and the terminal device in the area are only functionally different. The
gateway is also a special terminal device. Industrial servers are fully
trusted entities in industrial environments. The server is responsible for
managing the relevant information of the devices and users in the entire
industrial environment. A legitimate user refers to the management and
operation personnel of a specific industrial area. Users are also semi-
trusted entities. If a user needs to access a specific industrial device
(including gateways and smart industrial devices) to obtain the status
and data of the device, the user first needs to register himself as a
legitimate user on a trusted industrial server. Similarly, all industrial
devices and industrial gateways need to be registered on the industrial
server before being deployed to the entire IIoT environment.

There are three types of communication in the network model of
this scheme: (1) the communication between the user and the server;
(2) the communication between the server and the device; (3) the
communication between the device and the user. To achieve secure
communication, secure key management between different devices is
required. Only after the key management process has been successfully
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executed can keys for secure communication be established between
entities. For example the user and the accessed device should au-
thenticate each other with the help of the server. After the mutual
authentication between the user and the device is successful, the two
parties will establish a session key for secure communication.

3.2. Threat model

In this section, we discuss the threat models that are widely used
in existing schemes. We consider a recently described threat model for
IoT security in [32].

Same as most authentication schemes, our scheme first considers
the Dolev-Yao threat model [33]. In this threat model, the commu-
nications of the participants in the key agreement are all carried out
on insecure channels. Adversary can eavesdrop on all messages in the
communication, and can modify or delete them after intercepting them.
The adversary can send the modified or directly forged message to the
participants in order to obtain a favorable return. The adversary can
forge himself as a legitimate participant in the agreement of the key
and actively try to participate in the session key agreement.

The CK-adversary model [34] is considered to be the standard
model of the key exchange scheme. The adversary under this model
is more threatening than the adversary under the Dolev-Yao model.
In the CK-adversary model, the adversary can not only fully control
the communication link between the communication subjects and the
scheduling of the scheme practice, but also obtain the private informa-
tion of the participating subjects and related sessions through a series
of queries. Because the adversary can damage the session information,
including session state, session key and private key, it is necessary to
ensure that when some forms of private information in the session
are leaked, the security impact on other private information of the
participating communicating entities is minimal. Therefore, the main
consideration of the CK-adversary model is the security threat to other
secret credentials of the communicating entity in the scheme caused by
the leakage of some forms of private information.

In addition to the threat of communication messages, there are
also threats to the privacy and security of user entity information. The
adversary can make an educated guess about the user’s identity and
password. In the case where the user does not use a simple password or
username, the adversary guesses the user’s password and identity, and
verifies his guess in polynomial time, from computationally speaking,
it is difficult for an adversary to complete [35].

We also need to consider security threats from IoT devices. Similar
to other scheme considerations, we assume that an adversary can
use physical entities to capture some smart devices of the IoT, and
then extract sensitive information from the device memory to gain
the advantage of invading the entire system [36]. Adversary can use
power analysis to obtain user-related information stored in the smart
card [37].

In Section 6, we conduct the security analysis for the proposed
scheme and prove that our scheme can resist security threats from the
threat model.

4. Basic preliminaries

This section discusses the necessary prerequisite preparations re-
quired when designing and analyzing the scheme.

4.1. Fuzzy extractor and smart card

The smart card is a portable device and have certain computing
capabilities. Its main function is data transmission, storage and pro-
cessing. In processing data, the computing power of the smart card
ensures that it runs a cryptographic algorithm, making the smart card
a highly mobile and highly secure module. The novel smart cards
are energy-efficient and security, and can even withstand differential
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power analysis (DPA) attacks [38]. The security of the smart card can
be protected by the user’s password and the biometric key extracted
from the user’s biometrics by the fuzzy extractor.

In the field of cryptography, the secret value of a cryptographic
mechanism is generally a random string, which is required to be
uniformly distributed, and the random string can be accurately restored
when needed. In recent years of authentication schemes, fuzzy extrac-
tors are usually used to convert biometrics into uniformly distributed
random numbers required in cryptographic systems [39].

Gen : Input w, output auxiliary data P and uniform random value
R.

Rep : Given P, input w’, and regenerate a uniform random value R.

Correctness: If dis(w, w') < t, an accurate R can be reconstructed; if
dis(w,w') > t, no guarantee is provided for the output of Rep.

Security: The auxiliary data P will not reveal too much information
about R; the distribution of R is close to even distribution.

Application: The R extracted from w can be used as a key, but it
does not need to be stored. You can restore it from w’ next time you
use it. That w can be biological fingerprints, physical fingerprint PUF,
or other cryptographic materials (such as passphrases that the user does
not remember clearly), etc.

4.2. One-way hash function

The one-way hash function has been used in computer science for a
long time. The following is the definition of the collision resistance of
the hash function.

Definition : A one-way hash function: 4 : {1,0}* — {1,0}", which
can accept input of any length, say x € {1,0}* and output a fixed-
length (n-bits) message digest h(x) € {1,0}". Adufft‘”h(t) is defined as
the advantage of the adversary A in detecting hash collisions within the
run time ¢. Pr[X] represents the probability of an event X and (xp;, xp,)
€p A represents 4 randomly selected the pair (xp;,xp,). Adv" (1)
= Prl(xp;,xp)] €g A : xp; # xp, and h(xp;) = h(xp,). If an (y,1)-
adversary A tries to find a hash collision of A(-), this means that the
maximum running time of A is ¢ and that Ad vﬁ{””(t) <.

5. Proposed scheme for IIoT

In this section, we give a detailed description of our proposed
scheme. Our scheme is divided into the following steps: (1) server
initialization phase; (2) smart device registration phase; (3) user reg-
istration phase; (4) user login phase; (5) identity authentication and
key agreement phase; (6) password and biometrics update phase; (7)
dynamically add smart device phase; (8) user revocation phase. We
can see a schematic diagram of these phases in Fig. 2. In our scheme,
the server deployed in the smart industry is initialized and the neces-
sary information settings are completed. Then, each smart IoT device
deployed in the IloT environment is registered through the industrial
server before deployment, and the necessary information is preloaded
at the same time. In the device registration phase, the server generates
an identity RID;, device private key Ksd; for each device SD;. This
information is required during the certification phase. The server will
generate a device list S D List for each IIoT smart device in the working
environment of the workshop or the same area, and save it.

When a legitimate user or employee U; of a factory needs to com-
municate with a smart device SD; in a specific workshop, U; must
first register himself as a legitimate and valid user with the server
through the registration phase. Store information in its own smart card
on a security, operable and perceptible platform. After the user U;
successfully logs in to the security operation platform, the server sends
an authentication request to the corresponding device through its own
gateway in the authentication and key agreement phase, and the user
obtains an identity verification response from the corresponding device.
After this phase is over, a shared SK is generated between the user and
the device, which is convenient for future secure communication. For
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Fig. 2. The authentication and key agreement process of our scheme.

Table 1
Symbolic identification of the scheme.
Symbol Description
Server Industrial Internet of Things Central Server
U, SC; ith user,i-th user’s smart card
ID;,ID; The identity of the ith user/j-th device
RID;,RID; ith user’s/j-th device’s pseudo-identity
EID, ith user’s revoke-identity
h(-) Collision-resistant one-way hash function
Gen(-) Fuzzy extractor probabilistic generation function
Rep(-) Fuzzy extractor deterministic reproduction function
o; Biometric secret key of U,
7 Public reproduction parameter of U,
N Server private key for a specific IoT area
Ksu;, Ksd; The private key of the ith user/j-th device
t Error tolerance threshold used in fuzzy extractor
T, Timestamp used in sequence during key agreement
AT Maximum transmission delay in communication
PW,, BIO, ith user’s password and biometric information
||, Concatenation,bitwise XOR
FuslgsFy Random secrets generated by user/device/server
SK Negotiated session key
Ksu" New ith user’s private key
Ksu© ith user’s temporary authentication credential
SDList List of device information in designated IoT areas
Mi, Mui ith communication message in the key agreement process
MQi ith message queue of the key agreement process
rr; Random secrets generated by user and server respectively
TPW, ith user authentication signature stored in the smart card

security and other considerations, users may update their passwords
and personal biometrics. In the password and biometric update phase,
users can operate on a security and operable perception platform. For
normal device replacement, or other device replacement and addition
operations, it can be completed in the dynamic device update phase.
The symbols in the scheme and their descriptions are shown in the
Table 1. We will use these symbols to describe the scheme in detail.

5.1. Server initialization phase

In the server initial setup phase, the Server sets up public pa-
rameters. Server selects the probabilistic generation function Gen(-)
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and deterministic reproduction function Rep(-) for biometric extraction.
And the Server also selects the one-way hash function A(-). Server
establishes various data tables for subsequent phases. The Server also
selects a 160-bit long-term secret key S as private key for this area for
each independent IIoT area, which is only known to the server.

5.2. Smart device registration phase

After the main server has been initialized, the IoT device can
register itself at any time and deploy it in its own work area.

In a security offline state, the device registers with the Server.
The Server generates a random value r;, and then uses the random
value to calculate the pseudonym RID; = h(ID,||r;). The Server uses
the private key (.S) of the IoT network area in the server memory to
calculate the device private key Ksd; = h(RID;||S). The Server saves
the device pseudo-name and device private key in the memory of the
smart device or sensor node. The Server creates a device list SDList
for each IoT smart device and sensor node working in the same IIoT
network environment.

5.3. User registration phase

At this phase, legitimate users register through the central server.
A legitimate user U; gets the legitimate use right of a specific IIoT
working area. In a secure registration environment, U; generates a
random number r; and calculates his pseudonym RID; = h(ID;||r)).
The Server recognizes the legality of the pseudo-identity, and uses the
private key .S of the area legally used by the user to calculate the U,’s
private key Ksu; = h(RID;||S). The private key and the list of devices
SDList in the area are distributes to U; through smart card .SC;.

The U; related information such as ID;, RID; and Ksu; is stored
securely in the Server’s memory. After the user U; obtains the registra-
tion information and the smart card SC;, U, collects personal biometric
information BIO; from a specific terminal sensor, and uses the fuzzy
extractor probabilistic generation function Gen(-) as (o;, 7;) = Gen(BIO;)
to obtain o; and 7;. Then U; sets the password (PW;) and calculates
the authentication token T PW,; = h(I D;|| PW;||c;). U; stores all kinds of
information in the smart card after processing, including Ksu; = Ksy;
® h(PW;|1D,llc,); RID} = RID; & h(PW,||c;||1D,); SDList* = SDList
® h(o,Il1D,| PW)); TPW; 1.

5.4. User login phase

In order to security access and control devices and sensor nodes,
registered legitimate users must log in and perform identity verification
on the device point or remote security operation platform. After the
verification is completed, the user will negotiate with the device secret
key. U; enters identity ID;, password PW; and collects biometrics.
The biometrics collected again can be recovered by the Rep(-) function
within the threshold r. SC; calculates TPW, = h(ID,||PW,||s;) and
compares it with the TPW, stored on the smart card to determine
whether it is the owner of the smart card SC;. If the identity is
confirmed, U; can access the information stored in the smart card and
can proceed to the next step to negotiate the key. We can see the main
process of authentication and key agreement in Fig. 3. In Fig. 3, as
indicated by the arrow, the user sends the message queue MQ1 to the
server. The server sends the response message queue MQ2 to the device.
The device sends the reply message queue MQ3 to the user.

5.5. Identity authentication and key agreement phase

After U; logs in, U; can secure proceed to all the next phases. In
this phase, the RID;, PW, and ¢; provided by the U; are confirmed to
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User(U,)/ Smartcard(SC,)
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Smartdevice(SD,)

input ID,, PW,, BIO,.

compute o, = Rep(BIlO,,1,),

TPW,'= h(ID, || PW, || &),

If TPW, = TPW,', terminate.

compute Ksu, = Ksu, *®h(PW, || ID, || &;),
RID, = RID, *®h(PW, || o, || ID,),

SDList = SDList *®h(o, || ID; || PW,),
randomr,,

timestamp T,

M1=r,® h(RID, || Ksu, || T)),

M2 = h(Ksu, | T).

M3=RID, ® h(r, || T)),

M4 =h(RID, || 7, | Ksu, || T, || RID, || M3),
MOQI1 = {RID,, M1, M2, M3, M4,T,}.
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timestamp 7,,
If | T, — T, |> AT, terminate.
Mu9'=M11®r,,

r'= M12®h(MuO || T3 || ,).

timestamp T,,

If'|T, =T, |> AT, terminate.

retireval RID,.

compute M2* = h(Ksu, || T,),

If M2+ M2*or RID, is nullify, terminate.
compute Ksu,'= h(RID, || S),

r,'= M1@® h(RIDi || Ksui'|| T,),

RID,'= M3® h(Ksu,'|| T)),

M4'= h(RID, | r,"|| Ksu, | T, | RID, | M3),
If M4'= M4, terminate.

replace store RID" = h(RID; || r,),
randomr,,

Ksu!“ = h(Ksu, || 1,),

Ksu"" = h(RID" || S), replace store.
Mu5 = Ksu["" @ h(Ksu, || RID,)® Ksd ,
M6=r, ®h(Ksd, || ;).
M7=r,®h(Ksd, || RID, ||T,),

M8 = h(Mu5 || h(r, || 7).

Mu51 = Ksu]”" ® Ksu]“,

MQ2 = {Mu5,M6,M7, M8, Mu51,T,}.

timestamp T,

If | T, =T, |> AT, terminate.
computer,'= M6® h(Ksd, || T,),
r,'=MT®h(Ksd, || RID, || T,),
M8'=h(Mus | h(r,'| ")),

If M8 = M8', terminate.
randomr,,
Mu9=Mu5S®Ksd,

= Ksu" ® h(Ksu, || RID,),

SK = (MO | r, | h(r | ).
M10 = h(r, || r,) ® h(MuS | 1,),

Ksu!“'= h(Ksu, || 1,"), OOy
Ksu"'= Mu51® Ksu",

Mu9" = Ksu]""®h(Ksu, || RID,),

If Mu9'# Mu9", terminate.

h(ry |17)'= M10 @ h(Mu9'|| 1,),

SK'= h(Mu9'|| 7, || h(ry |1 7.))

M13'= h(SK'|| h(ry | 7)1 T5)s

If M13 = M13', terminate.

store SK'is session key,

replace Ksu".

M11=Mu9®r,,
M12=r, ® (M| T; |1 1,),
MI13 = h(SK || h(r 1P N1 T5),
MQ3 = {Mu51,M10, M11, M12, M13,T,}.

MQ3 toUser
MO3roUser

Fig. 3. Identity Authentication and Key agreement Phase.

be correct. SC; then calculates Ksu; = Ksu! @ h(PW,||ID;o,); RID; =
RID! @ h(PW;|io;|ID;); SDList = SDList* @ h(o,||I D;||PW;). Then
SC; generates a random nonce r, and the current timestamp 7). SC;
selects device pseudonym RID; and calculates parameters M1 = r,
@ h(RID;||Ksu||T)), M2 = h(Ksu;||T,), M3 = RID; & h(r,|IT)), M4
= h(RID,|r,||Ksw|Ty|| RID; || M3). Finally, U; sends the request
message MQ1 = {RID;, M1, M2, M3, M4, T,} to Server via an open
channel.

When the Server receives the request message M Q1, Server first
uses the current timestamp 7, to detect the freshness of the message.
Only when |T, — T| < AT is satisfied, Server will perform the follow-
ing operations, /AT is the maximum allowable transmission delay. If it
passes, Server retrieves the U;’s information and uses the stored user
private key to calculate M2’ = h(Ksu;||.S). When the calculated M2’ #
M?2 or the user information is not retrieved, the Server will terminate.
After passing the verification, Server calculates +/ and RID’ from M1
and M3, and further calculates M4’ = h(RI D, || || K su;|| T, ||R1DJ’.||M3).
If M4 = M4, it is proved that the parsed r/ and RI D;. have not
been tampered with and are correct. Then the Server generates a
random value r,, and calculates the temporary user private key K suiTC
= h(Ksu;|lry), MuS = Ksu?’ & h(Ksy;||RID;) & Ksd;, M6 = r, ®
WKsd|Ty), M7 = ry & h(Ksd;||RID;||Ty), M8 = h(Mu5|lh(r,|lry)),
Mu51 = Ksu!® @ Ksui"®. And Server packs all the information into
MQ2 = {Mu5, M6, M7, M8, Mu51,T,} and sends it to the device RID;.
Mu5 is a message that needs to be re-encrypted by the device, and the
decrypted message by the user will be verified to see if it has been
modified.

After the device SD; receives the message queue MQ2, SD; first
uses the current timestamp 73 to detect the freshness of the message
through |T3 -T2| < AT. If it passes the test, SD; uses the device

private key to get r; and r/ from the messages M6 and M7. SD,
calculates i, = M6 @ h(Ksd,||T,), r'. = M7 & h(Ksd;||RID;||T,). Then
SD; uses the calculated value to calculate M 8" = h(Mu5||h(|Ir))),
and pass the judgment M8 # M8, verify whether the message has
been tampered with. Then SD; generates a random value r,, and
calculates Mu9 = MuS @ Ksd; = Ksu!*” & h(Ksu;||RID;), uses the
random value generated by the three parties and Mu9 together to
calculate the session key SK = A(Mu9||r,||A(r,|Ir,)), and saves it. SD;
calculates the return message and sends it to the user U,. SD; calcu-
lates M10 = h(rgllry) & h(Mulr,), M11 = Mu9 @ r,, M12 = r, &
h(MW\|Tslir,), M13 = h(SK|h(ryllr)lT3). SD; sends message queue
MQ3 = {M10,M11,M12, M13,T;} to U,.

After receiving the message queue MQ3 from the device SD;,
SC; uses the current timestamp 7, to detect the freshness of the
message through |T4—-T3| < AT. After the verification is passed,
SC; calculates Mu9 = M1l & r,, rs' = M12 & h(MuY'|T;]r,),
Ksu‘.Tc/ = h(Ksu||r), Ksul'.'””' = Mu51 ® Ksul.TC', Mu9" = Ksu:.’“”’ ®
h(Ksu;||RID;). By judging Mu9” = Mu9’ to verify that the messages in
the message queue are not tampered with.

5.6. Password and biometrics update phase

In order to simplify user operations and reduce server usage, legit-
imate users can update their passwords and biometrics locally at any
time. In a secure operating environment, U; reads the smart card SC;
through a card reader and provides his own ID;, old password PWI.""’
and old biometrics BI0??. SC; calculates ¢?¢ = Rep(BI0Y, ), fur-
ther calculates TPWI."“" = h(ID,;|PW||c?'). By verifying whether
TPW;.”"’/ is equal to the T PW; on the smart card, determine whether to
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perform the following operations. When the verification is completed,
SC; calculates Ksu, = Ksu* & h(PW||ID,||c%?), RID} = RID} &
h(PW?M||c?||ID,), SDList'" = SDList* @ h(c®||ID,;||PW;").

After U, gets the next instruction of SC;, U; enters the new pass-
word PW/*”, and enters the new biometric information BIO!** to
calculate Gen (BIO*") get (o]*",7]*"). SC; uses the new password
PW/"" and biometrics " to calculate separately Ksu"*" = Ksu; @
h(PW/*“||ID;||o/*"); RID!"“ = RID; & h(PW " |c"|ID,);
SDList™ = SDList @ h(c!| ID, || PW"®); TPW/ =
h(ID;|| PW /e |ae).

Finally, the smart card .SC; replaces the Ksu;; RID;; SDList; TPW};
7; in the memory with Ksu}""; RID}""; SDList*™"; T PW/’; g/,
At this point, the password and biometric update are complete. U;
can also only update the password or biometrics, but for security and
biometric accuracy considerations, it is recommended to update the
password and biometrics regularly.

5.7. Dynamically add smart device phase

In order to conveniently and directly deploy new smart devices into
the work area of a specific IoT environment, we only need to perform
the following two steps each time:

Stepl : First, register IoT devices from different manufacturers
on the Server. Server uses the random secret value r’¢“ generated
by itself to encapsulate the S D’s unchangeable identity 7 D, gets a
pseudo-name identifier RI Dy = h(I D} ||ri*) that is different from
the existing node. Then Server uses the private key S of the work
area where the IoT device will be deployed, calculates the private key
K Sd;?ew = h(RI D;?e“’llS) of the IoT device. Server stores the registration
information in the memory of the new IoT device. And Server updates
the device information into the device list in this area.

Step2 : Deploy IoT devices in their specific work area, notify
legitimate users in the area about the deployment of new devices,
and user updates the device list security so that legitimate users can
communicate with new devices to obtain access control and services.

5.8. User revocation phase

In a large-scale industrial environment in actual applications, in
order to ensure that the specific implementation steps are traceable,
and for the record of the operation, the industrial server will reg-
ister and record the legitimate users who have participated in the
session communication and authorized. For all registered executable
users, Server can modify their legality and revoke their executable
authorization. Server can use the direct long-term key to re-encrypt
and encapsulate the revoked user’s name EID; = DID; & S, and
the user’s I D after encapsulation is still stored in the authorization
list of the IoT area as a record and certificate. In the session key
agreement phase, when the user sends a request message MQ1 =
{RID;, M1,M2, M3, M4,T,} to the Server, Server will verify whether
the user still has legitimate authorization and retrieve whether the user
is authorized User list. If the user has been revoked, Server will not
retrieve the pseudonym information of the user in the list at this time,
and the request information sent by the revoked user will not receive
a response.

6. Security analysis

In this section, we use formal and informal methods to analyze the
security robustness of the proposed scheme. We use the ROR model to
conduct a mathematical-based formal security analysis of the scheme,
and prove the strong forward security of the scheme, resisting password
guessing attacks, resisting message forgery attacks. In Section 6.2, we
will demonstrate the security of the scheme under the threat model of
Section 3.2.
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6.1. Formal security using ROR model

In this section, we will formally prove the security of our proposed
scheme under the ROR model [40]. It proves that our scheme protects
the session key security (SK security).

6.1.1. ROR model

The main participants in this model are: user U;, central server
Server and device node SD;.

Participants: We use 17 ﬂ;emer, ”SD
t of U, Server and SD;. They are also called oracles.

Partnering: When 17 and /T, are in mutual authentication, IT !

of SD; is the partner of 17 “ of U ‘and vice-versa.

to represent instances u, v,

F reshness Under the glven reveal (IT") query, if the adversary
cannot know the session key SK between U; and SD;, we call IT z‘/i
or ITg ) ; is fresh.

RandomOracle All communication participants and adversaries A
can access the one-way hash function A(-). And A(-) is modeled as a
random oracle, say HS.

Adversary: Under the ROR model, the adversary A can control the

communication messages of all participants, such as modifying and
deleting all information in transmission.
Execute(Ily, , I1g,. ts p ) A can obtain the information transmit-
ted between the participants U;, Server, and SD; in the three-party
communication by performing this operation, and further model it as
an eavesdropping attack.

Reveal(IT"): By performing this operation, A can know the current
session key SK jointly generated by IT" and its partners.

Send(IT', msg): Through this operation, A can send a message to the
instance 7' and can receive a response message from the receiver. And
it can be modeled as an active attack.

CorruptSC(IIy; ): This query indicates that the smart card is
lost/stolen, the 1nformat10n stored in the smart card is exported, and
the query is modeled as a smart card lost/stolen attack.

C orruptSD(H ): The query simulates the corruption attack of the
smart terminal node The smart terminal node is captured and cor-
rupted, and various information in it is disclosed to the adversary A to
verify the security of the scheme. In the scheme [41], the weak damage
model is mentioned, which means that the query of the corrupted smart
card and smart terminal does not damage the relevant information of
the participant and the session key.

Test(IT"): This query model represents the semantic security of the
session key SK generated between U; and SD; due to indistinguisha-
bility in ROR [42]. When an unbiased coin experiment begins, only the
adversary .A knows the flipping result of the coin r, and the adversary
uses this to determine the result of the test query. If the adversary A
executes the query and the session key is also new, then IT" returns SK
in case r=1 or a random number for r=0; otherwise, it outputs L(null
value).

6.1.2. Security proof

The security proof given by T heorem 1 is similar to the scheme [41,
43]. Theorem 1: Suppose A is an adversary active in polynomial time
t against our scheme LS in the random oracle. PD is a uniform
distribution of password dictionary, |PD| is the size of PD, I is
number of bits in the biological key o;. And ¢, q,,,,; is the num-
ber of H queries, Send queries. HASH is the range space of A(:).
Adv ff’s% cp A(n)/Adv“V D-CPA(y) is the advantage of A of breaking the
IND-CPA secure cipher Q And Adv[¥P- CPAG) = _’Q’,VS% CPA(n) or
Adv gj’;ECPA(n).

Proof : Next, we will use five game completion proofs say Game;
(i=0,1,2,3,4). Assume that PS; is an event in which the adversary .A
can correctly guess the random bit ¢ in Game;.
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Gamey: In Game,, the adversary A directly attacks our scheme LS
in the ROR model. At this point, the adversary .A guesses that bit ¢ is
reluctant. It is then clear that

Adv, g = [2.Pr[PSy] - 1]. €}

Game;: After transferring to Game,, by executing (II’, IT*) query
to simulate the eavesdropping attack of the adversary. Adversary A
queries the result at the end of the game and confirms whether the
result of the query is SK or a random value. SK = h(Mu9||r,||A(r ]Ir,)),
among them Mu9 = Ksu!*’ @ h(Ksu;||RID;). If you want to calculate
SK, you need to know r,, ry, ry, Ksu;, Ksu!*. Without these secrets,
the authentication message queue MOl =
{RID;, M1, M2, M3, M4,T,}, MQ2 = {Mu5, M6, M7, M8, Mu51,T,},
MQ3 = {M10,M11,M12, M13,T3} intercepted by the adversary will
not increase his chance of winning in this game. It is then clear that

Pr[LS,] = Pr[LS,]. @

Game,: In this round of games, Send and H oracles will be added to
Game,. In this round of the game, the ultimate goal of the adversary is
to make a participant to accept a message queue that has been changed.
The adversary has the right to perform various H queries to obtain
hash collisions. However, all message queues in the agreement process,
including MQ1, MQ2, and M Q3, contain participant identities, short-
term/long-term secrets, random nonces and timestamps. Therefore, if
an adversary makes a Send query, there will be no conflicts. Derived
from the birthday paradox:

|PrLS|] = PrILS)]| < q;/2IHASH]). 3

Game; : This round of games simulates the compromised SC
Oracle. If the user of the smart card chooses a low-entropy password
and stores it in the smart card SC;. Then the adversary can use the
password dictionary to guess the user’s password. An adversary can
use a strong fuzzy extractor to extract random bits about m of ¢;. The
adversary guesses that the probability of 6; € {0, 1} is approximately
(1/[2™]). Define that the security system only allows a limited number
of incorrect password entries. It is clear that

|Pr[LS,] — Pr[LS3]| < ggona/2™.|PD)). 4

Game,: In the final game, the adversary will simulate the damaged
smart device SD oracle, and get one or more compromised terminal
nodes. The adversary can get the RI D; and the device private key Ksd;
in the memory of the compromised node, but the adversary A cannot
use these to calculate the session key between the user and other non-
compromise nodes. In the process of session key agreement, the form
of r,, ry, ry, Mu9 that synthesizes the final session key and stored in
the message queue is all encrypted using the password Q2. Well known
that 2 is IND-CPA secure. It is clear that

|PrLS;] — PrlLS,]| < AdvINP=CPA(p), (5)

After completing the query Test oracle, if the adversary A success-
fully guesses the bit ¢, he will win this round of the game. It is clear
that Pr[LS,] =1/2.

From Eq. (1), extrapolate that

% - Adv, s = |Pr[PS,] - %|. (6)
Use the triangle inequality relationship to get that:
|Pr(PS|]1— Pr[PS4ll < |Pr{PS|]— PrlPS,]| + |Pr[PS;] - Pr[PS,]| <
|Pr[PS ] = Pr[PS,]| + |Pr[PS,] — Pr[PS5]| + |Pr[PS3]1— Pr[PS,]| <
42/ Q2 [HASH|) + qyepq/@2' - |PDI) + AdvINP=CPA().
At last, from (2) to (6), we get the final result
9, 4send IND-CPA
Adv; ¢ < HASH] T 21 1P| +2Adv, (n). )
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6.2. Informal security analysis

The informal security analysis shows that our proposed scheme can
resist known attacks under the threat model. Our scheme guarantees
the anonymity and unlinkability of users. Attacks under Dolev-Yao
threat model are camouflage server attack, camouflage device attack,
skip the server negotiation key attack. Attacks under CK-adversary
model are session key security, internal privilege attack. Password
guessing threats can cause user disguised attack. Physical capture and
power analysis lead to smart card loss attack, edge node compromise
attack.

6.2.1. Anonymity

Anonymity is aimed at adversary. On the trusted server side, the
true identities of all parties can still be tracked and verified. When
the user logs in securely and sends a session key agreement request
message, in MQ1 = {RID;, M1, M2, M3, M4,T,}, the user uses the
generated random secret value r, and the current timestamp to further
encrypt the device RID;, and the user’s own ID; has been set with
a pseudonym by the server during the registration phase. It is worth
noting that after each key agreement is completed, the user side and
the server side will update the user’s pseudonym, which means that the
user’s pseudonym will always be dynamically updated, and the user’s
pseudonym will be used in each session key. The pseudonym is one-
time, although the pseudo-name is not encrypted again, it will not affect
the anonymity between users. Therefore, the adversary cannot identify
the pseudonym of the user and the device from these messages.

6.2.2. Unlinkability and untraceability

In many applications, in order to protect the user’s personal privacy,
in addition to ensuring anonymity, it is generally set not to allow
linking and tracking users. When a user with the same identity or role
participates in the session key agreement scheme for two or more times,
the adversary cannot tell from the outside that the messages in the two
or more sessions come from the user with the same role or identity.
During each key agreement, the request message M Q1 sent by the same
user is different, because the user’s pseudonym and private key are
completing each session key agreement It will be updated dynamically.
In addition, the temporary secret value r, and the time stamp generated
during each session are different, which ensures that each message
queue does not have the same message as the previous key agreement.
Similarly, the adversary cannot track users and devices, and cannot link
multiple messages to the same sender.

6.2.3. Camouflage server attack

When an adversary tries to pretend to be a server to participate
in the session key agreement process and interferes with the normal
session key agreement, the adversary intercepts the message queue
M Q1 from the user and tries to crack the message, forging the response
message M Q2'. The adversary attempt to use the feedback message
of the device to crack the entire session key process. However, the
adversary cannot calculate the user’s private key Ksu; and the secret
value r, generated by the user. Therefore, the adversary cannot suc-
cessfully complete the reasonable modification of M Q2. In the device’s
response message M Q3, for the same reason, the adversary could not
calculate the temporary device private key K su,.TC and the updated
Ksu?*", so useful messages could not be derived from M Q3, and M Q3
could not be performed. The user can know whether Mu9 has been
modified by comparing Mu9’ and Mu9"” calculated in M 11 and Mu51
respectively. By comparing M 13’ with M 13, it can be known whether
there is an error in the operation of the entire message M Q3. Therefore,
the masquerading server attack is not a threat to this scheme.
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6.2.4. Camouflage device attack

Suppose the adversary hopes to pretend to be a device, participate in
the session key agreement with the user, and use the negotiated session
key to grasp the user’s operation on the device in real time, and pretend
to be a legitimate user to control the device. The adversary intercepted
the message queue M Q2 sent by the server to the device, tried to
derive valuable information from it, and forged M Q2'. But without
knowing the device private key Ksd;, the adversary cannot obtain
valuable information from the message queue M (2, and combined
message about the user’s new private key Mu9. Without knowing these
key information, the adversary has no way to complete a reasonable
modification to the message queue M Q3. In other words, the server
cannot pass the M Q3’ forged by the adversary. Therefore, our scheme
can resist the camouflage attack of the device.

6.2.5. Skip the server negotiation key attack

For security reasons, each session key must be known by the server,
and if there is a trace to follow, it can be tracked as a secure record.
In our scheme, if the user and the device try to bypass the server, or
one of the endpoints simulates the server, this is impossible. Because
when the key is negotiated, the server will update the user’s private
key. More importantly, in Mu9 = Ksu!*“ @ h(Ksu;||RID;) and Mu51 =
Ksu!*® & K suiTC, the user cannot know the private key of the device,
and the device wants to forge Mu9’ also must know the private key of
the user. Because the user restored Ksu/*” from Mu51 and calculated
Mu9". User can check whether Mu9’ is forged by using Mu9”. It is
impossible for the device to skip the server and negotiate the session
key with the user. Therefore, our scheme can resist the skip the server
negotiation the session key attack.

6.2.6. Session key security

The finally negotiated session key SK can be calculated by the user
and the device respectively. The response message sent by the device
to the user does not contain the complete form of SK. If the adversary
intercepts the message M Q3, then try to get the corresponding infor-
mation {rg,r;, Mu9} from MQ3, the adversary need to get the user’s
private key Ksu;, the updated private key Ksu!*, and the random
secret value r, generated by the user. However, the adversary has no
way of knowing these key information. Therefore, the adversary cannot
obtain the key information of the synthesis key from the message M 03,
and thus cannot synthesize the session key SK.

6.2.7. Internal privilege attack

In this attack threat, we assume that the internal adversary can
obtain the information of the user during the registration phase and
obtain the user’s smart card after the registration is completed. Then the
adversary can obtain the information in the smart card through power
analysis, including {RI D}, Ksu?,SDList*, T PW,,t;, Gen(-), Rep(-)}. In
the previous smart card loss analysis, we know that the adversary can-
not know the key user information, including {/D;, PW,,c;}. Although
the internal adversary can learn the pseudonym information of the
user, and link the pseudonym with the smart card, the user completes
the collection of passwords and biometric information security locally,
these informations can be changed dynamically. The adversary cannot
guess the user’s password PW; offline, nor can it derive the user’s
biometric information computationally feasible. Therefore, the internal
adversary cannot decompose the corresponding information in the
smart card from the information he has obtained without knowing the
password PW; and o;. Therefore, our scheme is still security for users
with internal privileges.
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6.2.8. User disguised attack

Suppose an adversary obtains the user’s lost or stolen smart card,
and uses power analysis to derive all user information stored on the
smart card, including {RID}, Ksu;,SDList*,T PW,,t;,Gen(:), Rep(:)}.
When the adversary waits for the user to send a request message
MQ1 = {RID;, M1,M2,M3, M4, T}, intercept MQl, and try to
use known information to forge a request message, such as MQ1’' =
{RID;,Ml’,M2’,M3’,M4’,Tl’}. In order to forge M1', M2', M3', M4,
and falsified information can be verified by the server, the adver-
sary must be able to calculate the user’s private key Ksu;, otherwise
the legitimate M2’ cannot be calculated. As in the previous security
analysis, the adversary cannot calculate the user’s private key Ksu;.
In the adversary’s forged message queue M Q1I, the adversary cannot
know the device RID; and the secret value r, generated by the user.
The adversary’s forged request message cannot complete a reasonable
change to the entire message queue, so when the server responds, it
cannot pass two checks and authentications. Therefore, even if the
opponent obtains the user’s information in the user’s lost or stolen smart
card, he cannot pretend to be a legitimate user to participate in the
session key agreement process. Our scheme can resist the user disguised
attack.

6.2.9. Smart card loss attack

When the user accidentally loses the smart card or is stolen by the
adversary, the adversary can use the power analysis to obtain the user
information stored on the smart card, including
{RID;, Ksu}, SDList*,T PW,,t;,Gen(-), Rep(-) }. If an adversary wants
to impersonate a legitimate user, he must pass the T PW; test, because
the adversary cannot provide the corresponding user information in-
cluding {ID;, PW},c;}, so it is impossible to log in using a smart card by
directly impersonating a legitimate user. In order to extract the user’s
pseudonym, user’s private key and device list information from the
information { RID}, Ksu;, SDList*} obtained from the power analysis,
the adversary must be obtained that the user’s I D;, PWi and o;. This
information is forged by an adversary’s inability to guess and is stored
in the verification message using a hash function. Therefore, the scheme
resists the loss of smart card attacks and ensures the local security of
user messages.

6.2.10. Edge node compromise attack

In the IIoT environment, suppose a smart device or an edge sensor
node is captured by an adversary, and the adversary derives the device
information which stored in device’s memory. Each device or edge node
stores device’s information about the node, including {RID;, Ksd,}. It
is impossible for the adversary to use this information to calculate the
server private key of the IIoT area. Because the server private key in
this area is stored in the private key of the device using a hash function,
and it is difficult to calculate the server private key by using the device’s
private key Ksd;. For different IIoT working areas, the server private
key S in this area is also different. Although the adversary can derive
the session key SK completed with the legitimate user from the device
memory, in the entire IIoT environment, the compromise of a device
or sensor node will not threaten the security of legitimate users and
other uncompromising device nodes. Therefore, for the compromise
attack of the edge node, this scheme can well resist the influence of
the compromise node on the normal operation of the area.

7. Performance analysis

In this section, we analyze our proposed scheme from three as-
pects: (a) comparison of security features and functional features; (b)
communication cost comparison; (c) computational cost comparison.



J. Cui et al. Ad Hoc Networks 138 (2023) 102997
Table 2 Table 3
Security and functional features comparison. Communication cost comparison.
Features| Schemes| Scheme/Cost(bits) User Server Device Total coat
[21] [14] [13] [18] [41] Ours Banerjee et al. [21] 544 928 1088 2560
FN, v v v N/A v v Wazid et al. [14] 736 1472 640 2848
FN, v v v v X v Li et al.. [13] 800 1280 640 2720
FN, v v v v v v Esfahani et al. [18] - 480 800 1280
FN, v v v v v v Chang et al. [41] 672 1216 512 2400
FNs v v X X v v Ours 832 832 832 2496
FNg v v 4 X v v
FN, v v v v v v
FNg v v v v X v
FN, v v v N/A X v
FNyy v v v X X v Table 4
FNy, v v v v v v Computational cost comparison.
FN,, v v v N/A N/A v P P
FN,s v v v N/A X v Scheme Total cost Estimate (ms)
FN,, X X X N/A X v Banerjee et al. [21] 19T, + 10Ty + T 0.4699
FNis 3 3 3 N/A 2 3 Wazid et al. [14] 22T), +8Tg)p + T 0.465
FNy v v v v v v Li et al. [13] 19T;, + 6T, 2.6539
FN, v v v v X 4 Esfahani et al. [18] 13T;, 0.0013
FNy, v v v N/A X v Chang et al. [41] 21T, +4T,, 1.7701
FNyy v v 4 v X v Ours 35T, + T, 0.4455
F Ny, v v v X X v

Note: ¥ :the security and functional features supported or satisfied by the scheme; X:the
security and functional features that the scheme does not support or cannot meet. FN,:
user anonymity; FN,: untraceability; FN;: resist counterfeiting attacks; FN,: resist
replay attacks; FNs: clock synchronization; FNg: resist the loss of smart cards/mobile
devices; FN,: mutual authentication; FNy: dynamic addition of IoT devices; FN,: lost
temporary session secret; FN,,: unlinkability; FN,;: man-in-the-middle attack; FN,:
local biometric update; FN;: local password update; FN ,: independent and real-time
user revocation; FN,s: two/three factor authentication; FN,s: smart device captures
attack resilience; FN,;: device anonymity; FNg: offline password guessing attack;
FN,,: fast error detection; FN,;: internal privilege attack.

7.1. Comparison of security features and functional features

We compare the security features and functional features of the
existing scheme with the one we have drawn up. The details are
shown in the Table 2. In terms of security features, we consider the
security of the scheme from a more detailed perspective. In a scheme
involving user authentication, if a password and a smart card or smart
mobile device are used, the scheme is a two-factor authentication; if
the scheme also uses other factors, such as biometrics extracted by a
fuzzy extractor, then it is called three-factor authentication. Compared
with two-factor authentication, three-factor authentication is firstly
resistant to device capture attacks in the threat model, including the
loss and theft of smart card. Secondly, the attacker cannot recover the
biometrics, which is better resistant to password guessing attacks and
user impersonation attacks.

Chang et al. [41] is a two-factor authentication scheme. Compared
with two-factor authentication, three-factor authentication can better
protect user privacy and security. At the same time, this scheme does
not achieve unlinkability and untraceability. During the multiple login
and authentication process of the user, the adversary can link to the
same user, thereby exposing user privacy. Although this scheme guar-
antees anonymity during authentication and key agreement, it exposes
users’ private information in the process of tracking and linking users.
Wazid et al. [14] and Banerjee et al. [21] use a dynamic revocation
mechanism, which increases computational and communication costs
in authentication, with a corresponding increase in response time. Com-
pared with the three-party authentication scheme, Esfahani et al. [18]
for M2M has more security threats. Li et al. [13] do not adopt the
mechanism of clock synchronization, which have the problem of asyn-
chronous communication, and after the adversary steals the message, it
may carry out DDoS attack on the system. It can be seen from Table 2
that the proposed scheme not only meets the security requirements
from more angles, but also provides more functional features suitable
for the real environment.
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7.2. Communication cost comparison

The Table 3 and Fig. 4 shows the communication cost between
our proposed scheme and other schemes, mainly considering those
communication steps that are often used throughout the key agreement
phase. In order to be able to compare these schemes fairly, we calculate
the respective communication overheads of all schemes on the basis of
making a unified assumption for some parameters in the scheme. We
assume that in the clock synchronization scheme, the size of the time
stamp is 32 bits, and the identities of all users and devices or nodes are
160 bits. The symmetric encryption/decryption is unified assuming that
the AES-128 algorithm is used, and the block size is 128 bits. The size
of all random secret values generated in is 160 bits. In the scheme using
the ECC algorithm, the subgroup G of ECC is 160 bits, and the size of
the element is 320 bits. In addition, the output of the most used hash
function is assumed to be 160 bits uniformly. The assumption of ECC,
symmetric encryption and hash function bit size is based on the same
key strength as the comparison scheme [20]. The timestamp size is 4
bytes (32 bits) according to the standard size of Real Time Messaging
Protocol (RTMP).

In our proposed scheme, there are three communication messages
during the process of logging in, mutual authentication and completing
key agreement MQ1 = {RID;, M1, M2, M3, M4, T;}, MQ2 = {Mu5,
M6, M7, M8, Mu51, T,}, MQ3 = {M10, M11, M12, M13, T,} respec-
tively need (160 + 160 + 160 + 160 + 160 + 32) = 832 bits, (160 + 160+
160 + 160 + 160 + 32) = 832 bits, (160 + 160 + 160 + 160 + 160 + 32) = 832
bits. Therefore, our total communication cost is 832 + 832 + 832 = 2496
bits. From Table 3, we can see that the scheme of Esfahani et al. [18],
which only realizes mutual authentication between the device and
the gateway and completes key agreement, reduces communication
parties, communication times and communication cost because of the
reduction of communication parties. In the scheme that realizes mutual
authentication and key agreement among users, gateways and devices,
our scheme have relatively lightweight communication overhead.

7.3. Computational cost comparison

In the comparison of computational cost, we calculate the computa-
tional cost used in the main key agreement phase, including the phase
of login and mutual authentication and key agreement. We list the
calculation operations used in each phase in each scheme. The symbols
Ty, Tgyp, Ty, and T,, used in Table 4 and Fig. 5 respectively represent
the use of one-way function calculations and encryption/decryption
operations using symmetric encryption technology, the calculation time
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Table 5
Execution time of cryptographic operations.

Cryptographic operation Execution time (ms)

T, 0.442
Te/p 0.0026
Ty 0.0001
T, 0.442

Note: Ty = T,.

required for the fuzzy extraction operation by using the fuzzy extrac-
tor and the ECC point multiplication. Although the exclusive XOR
operation is commonly used in various schemes, compared with the
calculation operations mentioned in the table, the bitwise calculation
of the XOR operation requires little computational overhead. Therefore,
in the performance evaluation of the computational overhead, we do
not consider the computational cost of the XOR operation.

The computational cost of the arithmetic operations used in Table 5.
Based on the MIRACL library [44], we test the 10,000 operation times
of various encryption operations on a personal computer (processor:
Intel(R) Core(TM) i7-6700@ 3.4 GHz, main memory: 8 GB; operation
system: Ubuntu 14.04), and finally obtain the average time of various
encryption operations. We use the approximate time required for each
operation to calculate the computational cost of each scheme. From
the calculation cost estimation, we can see that the use of a scheme
based on the asymmetric encryption algorithm ECC generally requires
a higher calculation cost. Although the scheme of Esfahani et al. [18]
have lightweight computational overhead, this scheme only considers
the mutual authentication between the device and the gateway node.
Three-factor authentication increase the time of fuzzy extraction. The
computing overhead of the smart card is increased when the user log
in to the smart card. Fuzzy extractor can be constructed by general
hash functions or error correction codes that only require lightweight
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operations [45]. In general, we assume that the time to execute the
fuzzy extractor is the same as the time to execute the elliptic curve point
multiplication. It is worth noting that elliptic curve point multiplication
is a complex and time-consuming encryption operation. Our scheme
have a relatively lightweight computational cost on the basis of meeting
sufficient functional requirements and security requirements.

8. Conclusion

In this paper, we discuss the security issues of IIOT, and on this
basis, we propose a novel lightweight authentication and session key
agreement scheme. Our scheme guarantees the anonymity and unlinka-
bility of users. Under the widely accepted ROR model, a rigorous formal
security analysis is performed on the scheme, and non-formal security
analyses are performed on various attack threats, thus proving its secu-
rity robustness. In addition, we compare its security and performance
with previous studies. The comparison results show that our scheme
provides a better trade-off between security and functionality, ensuring
sufficient security attributes and functional characteristics. Moreover, it
also reduces the computational and communication overheads.
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