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Anonymous Message Authentication Scheme for
Semitrusted Edge-Enabled IIoT
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Abstract—As internet of things and other technologies
are widely used in industrial manufacturing, automation
and intelligence have witnessed rapid developments, re-
sulting in the proposal of the industrial internet of things
(IIoT). However, the IIoT still faces various network se-
curity threats; hence, data integrity, confidentiality, and
anonymity need to be ensured. The use of cloud and
edge servers as semitrusted third parties often results
in the leaking of privacy sensitive user data. Meanwhile,
existing security schemes treat the cloud and edge as
fully trusted entities, which is not always valid. Consid-
ering edge servers as semitrusted entities, we propose a
novel message authentication scheme that leverages group
signature technology and proxy reencryption technology
to ensure data integrity, confidentiality, and anonymity.
Through theoretical analysis and performance comparison,
we prove the security of our scheme. In addition, we imple-
ment our scheme on a real publish/subscribe system, and
the experimental results show the feasibility of our scheme.

Index Terms—Group signature, industrial internet of
things (IIoT), proxy reencryption, publish/subscribe ser-
vice, security.

I. INTRODUCTION

IN RECENT years, the industrial internet of things (IIoT) [1]–
[3] has attracted significant attention owing to its advantages

of intelligence, automation, real-time, and interconnection. The
IIoT is the combination of new technologies, such as edge
computing [4] and machine learning [5], with intelligent devices,
such as sensors and controllers, through various communication
technologies to realize intelligent industrial manufacturing. In
the IIoT environment, an intelligent device first perceives data
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Fig. 1. IIoT scenario based on edge computing.

and then transmits it to a cloud server. Subsequently, the cloud
server stores, analyzes, and processes the received data [6], [7]
and sends the processed data to the end-user. In the process
of data generation and transmission, real-time requirements
are essential [8]. For example, some industrial processes for
intelligent manufacturing must be fed back within 60 μs [9].
However, uploading data to the cloud consumes a significant
amount of bandwidth and causes response latency. Therefore,
some researchers have proposed edge computing [10]–[12],
which enables the storage and processing of data from the
remote cloud to be moved closer to the end-user and device, thus
effectively solving the problems of bandwidth and data latency
in cloud services [13]. Fig. 1 shows an IIoT scenario based on
edge computing. In the current IIoT scenario, publish/subscribe
(pub/sub) [14], [15], a common middleware technology that
creates an intermediate node that can store, filter, and transmit
data is added between some data senders called publishers. Some
data receivers called subscribers perform efficient collection and
transmission of perception data and also manage commands.
Although cloud and edge computing have significant advantages
for the IIoT, they transmit sensitive data from industrial manu-
facturing to the complex Internet [16], which can lead to security
threats.

In the industrial manufacturing process, a large amount of ex-
tremely important privacy-sensitive data need to be transmitted
to cloud or edge nodes [17], which may attract several attacks
from the Internet. Therefore, to ensure the safe transmission and
security of industrial manufacturing data, several researchers
have outlined the following conditions. First, data integrity needs
to be guaranteed [18]. If not, an attacker may manipulate the
data without being detected, which could eventually lead to
the attacker gaining control of the factory devices. Second,
data confidentiality must be guaranteed [19]. If not, an attacker
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can intercept data from the industrial manufacturer, which can
eventually lead to the attacker leaking the privacy-sensitive
data of the factory. Particularly, in the pub/sub model, there is
one-to-many communication, which is more challenging when
data confidentiality and integrity are satisfied. Hence, several
researchers [20] have proposed some security schemes for the
IIoT.

In traditional schemes, transport layer security (TLS) [21]
is often used as a classic protocol to ensure the integrity and
confidentiality of IIoT data based on the pub/sub model, such as
message queue telemetry transmission (MQTT) and extensible
messaging and presence protocol (XMPP). Here, the interme-
diate node can obtain the original data using the secret key
negotiated with the publisher. The intermediate node uses a
secret key that is negotiated with the subscriber to encrypt the
message, and the ciphertext is then sent to the corresponding
subscriber. However, this only ensures data confidentiality and
integrity between the cloud and the publisher or the cloud and
the subscriber, without considering the identity of the publisher
or subscriber. Meanwhile, data anonymity is very important. If
there is no mechanism to guarantee data anonymity, the identity
of the publisher can be easily known by an attacker through
machine learning. As a result, the attacker can target factory
devices or users based on the identity information obtained.
Hence, some researchers have proposed several solutions for
data anonymity [22], [23]. For example, Esposito et al. [15]
proposed a message authentication scheme, that effectively guar-
antees data anonymity. However, abovementioned researchers
regard the cloud or edge server as a completely trusted entity.
Meanwhile, these entities are semitrusted because they are third
parties; therefore, the proposed solutions are not suitable for
scenarios in which the cloud or the edge server is semitrusted.

In this study, we comprehensively consider that the edge
server is semitrusted. For the pub/sub-based IIoT, we propose
a novel security scheme that uses group signature and proxy
reencryption and to ensure the integrity, confidentiality, and
anonymity of the IIoT data. The main contributions of our
proposed scheme are summarized as follows.

1) Compared with the traditional IIoT scheme, which as-
sumes that the edge server is fully trusted, we propose a
more practical system model in which the edge server is
semitrusted, which has a higher security request.

2) We propose a scheme for the pub/sub-based IIoT, us-
ing proxy reencryption and group signature technol-
ogy, which guarantees data integrity, anonymity, and
confidentiality.

3) Security analysis shows that our proposed scheme is
applicable to the IIoT and can guarantee data security.
In addition, we implement our scheme and compare its
performance with other schemes, which further proves its
feasibility.

II. RELATED WORK

In this section, we first introduce the current research progress
of Pub/Sub-based IIoT. Then, we introduce the research applied

to the Pub/Sub system about security schemes, and point out
some problems existing in the current security scheme.

A. Pub/Sub System in IIoT

In the IIoT, there are many end devices and end-users, and
they have many data to transmit. The traditional scheme is to
use the Internet to connect the sender and the receiver simply.
However, due to the large amount of data interaction in the IIoT,
its network topology is becoming increasingly more complex
and less flexible. Therefore, many researchers are beginning to
widely apply the Pub/Sub system with loose coupling, scalabil-
ity in IIoT [24], [25].

IIoT is a specific application of internet of things (IoT) under
the factory, and the Pub/Sub system is often used in it. To
automate asset management in IIoT, Gandhewar et al. [26]
designed an asset management architecture, and to meet the
requirement of real-time data, and they used MQTT in this
structure to make asset management more efficient. In order
to effectively reduce the interdependence of entities in IIoT,
Esposito et al. [15] mapped entities in IIoT to Pub/Sub system,
achieving the flexibility of message transmission in IIoT. In other
IoT application scenarios, Pub/Sub systems are also widely used.
The system used in these scenarios can be used under IIoT with
simple modifications or without modifications. In 2012, Kirsche
and Klauck [27] focused on the dependence of sensors and
actuators on middleware in the IoT, and they unified devices
such as sensors and the Internet through XMPP, effectively
omitting the middleware. In order to effectively support a large
number of IoT devices and reduce the overhead between IoT
devices and agents, in 2018, Sen and Balasubramanian [28]
proposed a container architecture Nucleus for Pub/Sub systems
with a limited number of agents in the IoT. Here, they use
the lightweight communication protocol MQTT to realize the
underlying network between IoT devices and agents.

B. Security in the Pub/Sub System

The abovementioned articles introduce suitable applications
of the Pub/Sub model in the IIoT, but most researchers rarely
consider the Pub/Sub model’s security issues, which play a vital
role in the IIoT. The leakage of privacy data can confuse the man-
ufacturing of IIoT. Therefore, numerous scientific researchers
have begun to consider the security of data transmission in IIoT.

To protect data integrity, Mektoubi et al. [29] proposed an
efficient signature scheme that used Rivest–Shamir–Adleman
encryption based on the elliptic curve encryption, and this sig-
nature scheme not only improves the computational efficiency
but also ensures the integrity of the data. In order to ensure
the confidentiality of the data in the Pub/Sub system, Bisne
and Parmar [30] proposed a scheme that used attribute-based
encryption and dynamic S-box advanced encryption standard
(AES) in MQTT, and this scheme guarantees the confidentiality
of data effectively. The publisher’s identity in the Pub/Sub
system needs to be anonymous; in 2018, Esposito et al. [15]
mapped the data senders and recipients of the IIoT into a
Pub/Sub model. The group signature technology is applied to the
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Fig. 2. Entities and network topology in our scheme.

Pub/Sub model, which effectively protects the data publisher’s
real identity. Although the abovementioned article have focused
on the privacy security of data and have done some work to
protect the data in the IIoT, they do not satisfy the confidentiality,
anonymity, and integrity of the data at the same time. In our work,
this is achieved by using group signature technology and proxy
reencryption technology.

III. SYSTEM MODEL

In this section, in order to present our proposed scheme more
clearly, we present the details about our system model, including
the primary function of each entity in the network model, with
assumptions and security objectives.

A. Network Model and Assumptions

Fig. 2 illustrates our system model. And the connection
among the key distribution center and the other entities in the
network represents the secure keys distribution via a secure
channel. It mainly contains four types of entities: key distribution
center (KDC), edge server (ES), publishers, and subscribers.
It is worth mentioning that in a real IIoT scenario, there are
many publishers and subscribers. Publishers classify published
messages into different topics by category; subscribers can
subscribe to topics, and they can receive all messages on the
topics to which they subscribe. For one publisher, the published
topic can be subscribed by many subscribers, which is one-to-
many communication. For example, in a smart factory, a fac-
tory manager’s command can control the operation of multiple
smart devices. The main functions of each entity are described
belowmentioned.

1) KDC: The KDC is a cluster of servers in the IIoT environ-
ment. It is an independent, highly secure entity. Besides, KDC
has powerful computing power and excellent storage capacity.
The IIoT environment is responsible for generating system
parameters and sending them to the corresponding entity.

2) ES: The ES is a cluster of servers that is closer to publish-
ers and subscribers. It is a semitrusted entity. That is, it honestly
follows the rules of encryption and decryption in the system,
but it is curious about any data that passes through it. ES has
good computing power and good storage capacity. The ES serves

primarily as a connector between publishers and subscribers in
the system. It can judge the legitimacy of a subscriber’s identity
when they subscribe to the topic; it can reencrypt the message
published by the publisher, then store it, and finally filter the
message to the legitimate subscriber.

3) Publisher: Publishers are end devices or end users in the
IIoT environment, such as a factory manager. Each publisher is a
fully trusted, independent entity. They have the poor computing
power and limited storage capacity. In the Pub/Sub based IIoT
scenario, the publisher acts as the sender of the message. They
encrypt the messages and then transmit the encrypted message
to an intermediate ES.

4) Subscriber: Subscribers are end devices or end users in
the IIoT environment, such as a smart device. Each subscriber
is a trusted entity. They have the poor computing power and
limited storage capacity. In the Pub/Sub-based IIoT scenario,
the subscriber acts as the receiver of the message. First, they
subscribe to the topic of interest to the edge server and then wait
for the message to arrive. Finally, they can decrypt the received
message and verify its validity.

Here, it is worth noting that an end device or end user may
be both a publisher and a subscriber in the system model. For
example, if an end device such as a smart device publishes
a message about the production schedule status, it acts as a
publisher, and if the smart device subscribes to a topic regarding
production order, it acts as a subscriber.

B. Security Objectives

There are two main types of attackers in our proposed scheme:
a semitrusted edge server and a malicious Internet attacker. The
semitrusted edge server is always trying to understand the plain-
text meaning of the messages passing through it. The malicious
Internet attacker can intercept and tamper with messages. In this
section, we describe the security objectives to be achieved in our
proposed scheme.

1) Integrity: Data integrity refers to the accuracy, legiti-
macy, and consistency of the messages in the system, which
is the key to ensure that the data have not been tampered with.
In our scheme, once an Internet attacker has tampered with the
data in IIoT, entities will know that the data have been tampered
with.

2) Confidentiality: Privacy-sensitive data in IIoT needs to
be protected. ES is the intermediate forwarding node of the
Pub/Sub system, where the data are still encrypted. This ensures
that even if ES is malicious, there is no way to learn anything
about the original data. Similarly, for Internet attackers, there is
no way to know.

3) Anonymity: The real identity of the publisher needs to be
protected. In the IIoT system, only KDC can trace the publisher’s
real identity. The adversarial edge nodes, malicious attackers,
and other entities cannot infer the publisher’s identity from
the data. Furthermore, the publisher’s identity also requires
anonymity for subscribers because in some IIoT scenarios, for
example, clients of the factory can check their order information,
but they do not have the right to know, which specific device had
published this information.
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Fig. 3. Message authentication steps in our proposed scheme.

IV. PROPOSED SCHEME

In this article, we design our own scheme inspired by group
signature [31] and discrete logarithm [32]. And in this section,
we describe our specific scheme in detail. It can be divided into
five main stages: Key generation and distribution, message pub-
lishing, reencryption, message decryption and verification, and
message tracing. The whole process of message authentication
is shown in Fig. 3.

In the key generation and distribution phase, when a publisher
defines a new topic, or a new entity joins the group, the KDC gen-
erates parameters and then distributes them to publishers, sub-
scribers, and ES. In the message publishing phase, the publisher
publishes a message, and the issued message is encrypted and
sent with a signature to the ES. In the reencryption phase, upon
receiving the publisher’s data, the ES will reencrypt and store
the message and then send it to the corresponding subscribers.
In the message decryption and verification phase, subscribers
receive their subscriptions; they can decrypt the message and
recover the original data. In the message tracing phase, once a
publisher is found to have published an incorrect message, the
KDC can expose the real identity of the message publisher.

A. Key Generation and Distribution

In our scheme, when a publisher defines a new topic or a
new entity joins the group, the KDC needs to generate many
parameters that are used to encrypt, decrypt, sign, and validate
messages in the Pub/Sub system.

1) Step 1: First, let G1 and G2 be two multiplicative cyclic
groups of prime order q. In addition, let e : G1 ×G2 → GT

denote a computable map, let g1 be a generator of G1, g2 be
a generator of G2. And the KDC chooses three secure one-
way hash functions: H1 : {0, 1}∗ → G1, H2 : G1 → {0, 1}∗,
H3 : {0, 1}∗ → Z∗

q . At the same time, the KDC generates ran-
dom numbers r ∈ Z∗

q , w = gr2 , h ∈ G1. When a publisher pub-
lishes an invalid message, the KDC should be able to trace
the publisher’s real identity. Therefore, the KDC randomly

generates keys ε1, ε2 ∈ Z∗
q that can trace the specific identity

of the publisher. In addition, there is a set of numbers u, v
that satisfy the following properties:u = hε−1

1 , v = hε−1
2 , and the

public key of the group signature is gpk = (g1, g2, h, u, v, w).
Here, the gpk is sent to publishers and subscribers on the same
topic. The private key is gmsk = (ε1, ε2), and stored in the
KDC. The private key can be used by KDC to trace the identity
of the publisher.

2) Step 2: In our proposed scheme, each publisher has a
unique identified private key. When a new publisher joins the
groups, the KDC sets i to the number of the ith publisher. As for
ith publisher, the private key is used to generate a publisher’s
message encryption key that is set to ai ∈ Z∗

q . The subscriber
does not have the right to know the specific identity of the
publisher, but it can know whether the publisher who published
the message is legal. Therefore, it is necessary to hide the identity
of the publisher, so a key gsk[i] = (RIDi, xi) is set to hide the

publisher’s identity, hereRIDi = g1
1

(r+xi) ,xi ∈ Z∗
q . In our pro-

posed scheme, the KDC generates a pseudonym group PIDi =
{PIDi,1, P IDi,2, . . ., P IDi,p} for ith publisher, which used
for hiding the real identity of the ith publisher. Subsequently,
the KDC will send gpk, gsk[i], ai, P IDi, H1, H2, H3 to the ith
publisher via a secure channel.

3) Step 3: When a new subscriber joins the group, the KDC
needs to distribute a private key to the new subscriber. To
reduce the computational overhead of ES in reencrypting, in
our scheme, the subscriber’s private key is the same, set to

SKB = b ∈ Z∗
q . (1)

And SKB is sent to the corresponding subscriber via a secure
channel.

4) Step 4: When the ES receives the message, the message
can be reencrypted so that it can be decrypted by the subscriber,
so when a publisher defines a new topic, the private key of
reencryption of ES is set asSKA→B = b/ai. Then, theSKA→B

is sent to the ES.
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B. Message Publishing

When the publisher needs to publish a message, in order to
protect the security of the data, it is necessary to sign and encrypt
the data, and finally send the encrypted data to ES.

1) Step 1: To generate group signatures, the publisher
needs to randomly generate α, β, rα, rβ , rx, rδ1 , rδ2 ∈ Z∗

q

and compute T1 = uα, T2 = vβ , T3 = RIDih
α+β ,

R1 = urα , R2 = vrβ , R3 = e(T3, g2)
rx · e(h,w)−rα·−rβ ·

e(h, g2)
−rδ1 ·−rδ2 , R4 = T1

rx · u−rδ1 , R5 = T2
rx · u−rδ2 .

Where T1, T2, T3, R1, R2, R3, R4, R5 are parameters for the
group signature; T1, T2, T3 can also be used to trace the
real identity of the publisher by KDC. In addition, for later
authentication, the publisher computes a challenge value

c = H3(m,T1, T2, T3, R1, R2, R3, R4, R5). (2)

where the m is a message the publisher needs to post.
Then, the publisher computes sα = rα + cα, sβ = rβ +

cβ, sx = rx + cx, sδ1 = rδ1 + cδ1, sδ2 = rδ2 + cδ2. Here,
sα, sβ , sx, sδ1 , sδ2 are used to verify the validity of identity by
subscriber, and the ith publisher computes its signature

σ = (T1,T2,T3, c,sα, sβ , sx, sδ1 , sδ2). (3)

2) Step 2: To generate the encryption key, the publisher
first generates a random number k ∈ {0, 1}∗, computes k′ =
H1(k). Subsequently, the publisher generates the encryption key
SKA = (k′)ai .

Next the publisher sets M = (m||σ), computes c1 =
PIDi,j ||(M ⊕H2(k

′)), c2 = SKA, and lets the ciphertext
ca = (c1, c2). Finally, the publisher sends ca to the ES. Where
the ca will be reencrypted by ES and converted into ciphertext
that subscribers can decrypt.

C. Reencryption

Once the ES receives the message from the publisher, it will
reencrypt and store the data, and then push the reencrypted data
to the corresponding subscriber.

ES according to the pseudonym information in the message,
selects the corresponding secret key to reencrypt the data. The
ES first lets c′1 = M ⊕H2(k

′) and then computes

c′2 = (c2)
b
ai

. (4)

The reencrypted ciphertext is ca′ = (c1,
′ c′2). Finally, the ca

′ is
pushed to the corresponding subscriber. Later, the corresponding
subscriber can use the c2 to calculate the secret key that can
decrypt the ciphertext c′a.

It is worth noting that in order to minimize the length of the
message, ES removes the pseudonymsPIDi,j from the message
during reencryption.

D. Message Decryption and Verification

Upon the subscriber receives the subscribed message, first
decrypts the message and recovers the original data. And then
the subscriber verifies the message.

TABLE I
SECURITY COMPARISON FOR ADVERSARIAL EDGE SERVER

√
: The requirement is satisfied.

×: The requirement is not satisfied.

TABLE II
SECURITY COMPARISON FOR MALICIOUS INTERNET ATTACKERS

√
: The requirement is satisfied.

×: The requirement is not satisfied.

1) Step 1: Upon the subscriber receives c′a, it first decrypts
c′a with its own private key: (c′2)

1
b = k′, M = H2(k

′)⊕ c′1.
After getting the plaintext, the subscriber can get m and σ.

2) Step 2: In order to verify the signature, the sub-
scriber needs to perform: R∼

1 = usα · T1
−c, R∼

2 =
T2

−c, R∼
3 = e(T3, g2, )

sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2 ·
( e(T3,w)
e(g1,g2)

)c, R∼
4 = T sx

1 · u−sδ1 , R∼
5 = T2

sx · v−sδ2 , then
calculates

c′ = H3(m,T1, T2, T3, R
∼
1 , R

∼
2 , R

∼
3 , R

∼
4 , R

∼
5 ). (5)

Finally, the subscriber determines if (5) is equal to (2). If
they are equal, it proves that the received message is valid, and
the subscriber processes the message. If they are not equal, the
subscriber discards the data.

E. Message Tracing

When, for example, a production command in a smart factory
is found to have been issued incorrectly, it needs to find out
which specific publisher issued the command. In our proposed
scheme, the KDC can trace the source.

When tracing the publisher’s real identity, the KDC can use
SKA→B and SKB to reencrypt and decrypt the message. Then,
the KDC can get T1, T2, T3. Because the KDC has a set of
keys gmsk = (ε1, ε2), it can calculate uαε1 ·vβε2 , then it can get
hα+β . Finally, the KDC can calculate T3/(h

α+β) to get RIDi,
which means the KDC get the real identity of the publisher of
the message.

V. SECURITY ANALYSIS

In this section, we compare the security of [15], anonymous
TLS, and proposed scheme against semitrusted ES and malicious
Internet attackers, respectively. The results are illustrated in
Tables I and II, which show that our scheme is securer than
others.

MQTT and XMPP mainly use traditional TLS to ensure
data security. And the original TLS only guarantees the data’s
confidentiality and integrity, not the anonymity of the data.
Therefore, in our experiments, we have modified the original
TLS scheme, mainly by adding the group signature to it and
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utilizing AES to encrypt it, forming an anonymous TLS scheme
(labeled as mTLS) for discussion. In [15], they adopted an
identity-based encryption cryptography technique to ensure the
security of message transmission when adding and deleting
group members. Only the group signature was employed during
the message publishing subscription, and the message was not
encrypted.

A. Anonymity

Before sending its message ca to the ES, the publisher hides
its real identity RIDi in T3, where T3 = RIDih

α+β . When
the intermediate ES and malicious Internet attackers get the
message sent by the publisher, onlyT3 can be obtained. From the
construction ofT3, these attackers cannot calculateRIDi unless
they can get the gmsk or compute hα+β . It is worth noting that
gmsk is forever stored in a fully trusted KDC, which is not
available to an attacker.

When the subscriber decrypts the requested message, only
the content of the message can be obtained, the RIDi of the
publisher cannot be known. In our scheme, only KDC with
gmsk can calculate the publisher’s RIDi from the publisher’s
message.

After analysis, we find that for ES, neither the mTLS scheme
nor the scheme of [15] cannot guarantee the anonymity of the
messages. Because in the mTLS scheme, the ES encrypts and de-
crypts messages using AES, selecting the corresponding secret
key based on the real identity of the publisher or subscriber. And
in [15], the ES does not hide the real identity of the publisher, so
it can obtain the real identity of the publisher. For other attackers
on the Internet, both [15] and mTLS use group signatures, so the
anonymity of the data can be guaranteed.

B. Integrity

Malicious Internet attackers temper a message and sent it to
the corresponding ES or subscribers. Subscribers use R∼

1 =
usα · T1

−c, R∼
2 = T2

−c, R∼
3 = e(T3, g2, )

sx · e(h,w)−sα−sβ ·
e(h.g2)

−sδ1−sδ2 · ( e(T3,w)
e(g1,g2)

)c, R∼
4 = T sx

1 · u−sδ1 , R∼
5 = T2

sx ·
v−sδ2 to determine if (5) is equal to (2) to judge the validity of
the received messages. If the identity of the publisher is found
to be invalid after verification, the message will be discarded.
Therefore, our scheme can ensure the integrity of the message.

ES is curious but honest, and it does not maliciously tamper
with the data. Therefore, for ES, [15] and the mTLS scheme can
guarantee data integrity. However, Internet attackers will tamper
with the data, but both [15] and mTLS use group signatures, so
the integrity of the data can be guaranteed.

C. Confidentiality

In our scheme, we utilize proxy reencryption. After the ES
receives the data encrypted by the publisher, it cannot know the
real identity RIDi, and the message exists as ciphertext. If the
ES wants to decrypt the message to get plaintext, it must have

SKA→B andSKB to reencrypt the message via c′2 = (c2)
b
ai and

then decrypte the message via (c′2)
1
b = k′, M = H2(k

′)⊕ c1,
but the ES only has SKA→B . Hence, the ES cannot get useful

Fig. 4. Experimental network topology.

knowledge about the message. For Internet attackers, they can
only get the ciphertext because the data exists as ciphertext.
Thus, our proposed scheme can guarantee the confidentiality of
messages.

In ES, for mTLS, ES can decrypt the message with a negoti-
ated secret key, in [15], the encryption of messages is not consid-
ered. Therefore, neither scheme guarantees the confidentiality
of the message in ES. For malicious attackers in the Internet,
in [15], since the data are not encrypted, the confidentiality of
the data cannot be guaranteed. On the contrary, in mTLS, it
encrypts data, so it guarantees the anonymity of the data over
the Internet.

VI. PERFORMANCE ANALYSIS

In the IIoT environment, end users’ computing power, termi-
nal devices, and edge nodes are limited. Meanwhile, real-time
data are also of great significance for industrial manufacturing.
Therefore, to prove that our proposed scheme’s communication
and computing costs are compatible with IIoT scenarios, we
conducted relevant experiments on the Pub/Sub system.

A. Experiment Setup

We implemented our proposed scheme with approximately
1000 lines of C code on the NATS server version 2.1.0 system.
We used the GMP library version 6.1.2 to implement large inte-
ger operations and the PBC library version 0.5.14 to implement
pairing calculations. We chose the Type-A curve, which provides
an 80-b security level.

As shown in Fig. 4, we used a PC as a publisher. This PC
running Ubuntu 18.04.3 has Intel Core i5-7500 CPU 3.40 GHz
and 16 GB of memory. We used a Raspberry Pi 4 as a subscriber,
with 1.5 GB Hz CPU and 4 GB memory. Here, PC carries
out data transmission through a wired network, and Raspberry
Pi carries out data transmission through the 4 G network. In
addition, the server of our Pub/Sub system is deployed on a
cloud server. In order to realize the comparison scheme of ES
and the cloud server, we respectively deployed experiments on
two cloud servers. A cloud server, closer to the client (about
400 km), is regarded as the ES, and another cloud server that
is far away from the client (about 1500 km) is regarded as the
cloud server. The two cloud servers’ configuration is the same,
running Ubuntu 18.04.3, ecs.g5.large instance with two vCPUs
@2.5 GHz, and the network bandwidth is 100 Mbps.
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TABLE III
COST COMPARISON (MS)

Fig. 5. Time consumption of different schemes.

TABLE IV
COST OF THREE SCHEMES

Texp: exponential operation.
Tpair : pairing operation.

To conduct a comprehensive evaluation of the protocol, we
compared our scheme with another two schemes, the one with-
out any encryption operation and the mTLS scheme. Each
scheme was run 1000 times, and the average was reported for
comparison.

B. Experimental Comparison

In the experiment, group signature generation time, encryp-
tion time, decryption time and transmission time are shown in
Fig. 5; the specific cost time is shown in Table III, and the
computational complexity is shown in Table IV. The following
is a detailed analysis of the time consumed by these processes.

1) Group Signature Generation Time: In our proposed
scheme, the same group signature scheme is used as the other
two encryption schemes, so in our experiments, we can see the
group signature generation time is 13.106 ms.

2) Encryption Time: As we can see, the time of mTLS
encryption is not obvious because mTLS encryption only takes
about 4 μs, but in our scheme, the time required for encryption
is 1.123 ms because in our proposed scheme, the first encryption
operation in reencryption requires an exponential operation.
Although our encryption operation time is relatively long, it does
not affect the user’s experience, and our proposed scheme makes
the data more secure and confidential than the unencrypted
scheme. Compared to mTLS encryption, because each publisher

only encrypts their own signatures and data, so it does not affect
encryption performance.

3) Decryption Time: The decryption time means that the
subscriber receives the ES’s message to perform the decryption
operation. The mTLS decryption operation only took about
16.5 μs in our experiments, so the mTLS decryption time
is not very obvious. In our proposed scheme, the decryption
operation takes about 5.010 ms. As with the publisher, since
each subscribed message decryption operation is decrypted by
its corresponding subscriber, an operation of about 1 ms does
not affect the subscriber experience during the entire encryption
and decryption transmission process.

4) Transmission Time: As shown from the figure, if the
intermediate server is configured at the edge, the transmission
time is approximately 51.896 ms. If the server is configured
on the cloud, the transfer time is about 72.381 ms. It can also
be easily seen that the server’s transmission time configured
on the cloud is significantly greater than the transmission time
configured to the edge end. Thus, in our experiments, we propose
arranging the ES to the edge server.

5) Reencryption Time: Our experiments found that the
mTLS decrypted for about 14 μs, and the encryption operation
took about 7 μs. If the reencryption scheme is used, then the
decryption operation is not required, and only the ES needs to
perform the reencryption operation on the received message. In
our experiments, the time required is about 1.940 ms.

In our experiments, although we can see that the encryption
and decryption time of mTLS is relatively short compared to
the reencryption operation, after mTLS decrypts the ES, the
message to be released by the publisher is completely exposed to
the ES, which is dangerous because the ES is is a semitrusted. If
mTLS is used for encryption and decryption, then the plaintext is
easily intercepted by the intermediate ES, and the data cannot be
guaranteed safety. However, the reencryption scheme we applied
guarantees the confidentiality of the data.

On the other hand, in real life, one topic can be subscribed
by many subscribers. If there are a total of n subscribers, then
in the mTLS scheme, n decryption operations and n encryption
operations are required, and in the reencryption scheme, only
one reencryption operation is required. As shown in Fig. 6, when
the number of subscribers subscribing to the same message is
less than 275, our scheme consumes more time than the mTLS
scheme. However, the time taken relative to the whole process
is still less, so it is fully applicable to IIoT environments. Even
though in this case the encryption and decryption speed of our
proposed scheme is not as fast as that of mTLS, our solution is
based on the environment still applicable to IIoT. Regarding the
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Fig. 6. Performance comparisons between mTLS and our scheme on
edge server side.

Fig. 7. Time consumption for reencryption with different message
lengths in mTLS and our scheme.

problem that ES is a semitrusted entity, it effectively ensures the
confidentiality and anonymity of the data when the number of
subscribers subscribing to the same message is greater than 275.
For example, when subscribers are devices of the smart factory
and the manager of the factory as the publisher needs to issue
control commands to make the smart device work, the number of
smart devices is likely to exceed 275. In this case, our proposed
scheme not only shows high security, but it also has some
advantages in time consumption. In addition, Fig. 7 shows that as
the length of published messages increases, the time required for
mTLS to reencrypt is increasing during the reencryption phase.
However, in our proposed scheme, the time required to reencrypt
does not change. And when the message length is long, such as
256 KB, compared to mTLS, our proposed scheme can save
more time. Because the mTLS needs to reencrypt the whole
message and in our proposed scheme, we only reencrypt the
SKA, the length ofSKA is constant. Therefore, it can be proved
that our proposed scheme has more advantages over mTLS when
the message length is long. For example, when a factory manager
requests a video or picture that a smart device is monitoring
remotely and when factory managers need to install software
into smart devices using over the air technology, the message
length is easily reach 256 KB.

In our scheme, if some work can be done in advance on
end devices, the computation overhead of the end devices will
be reduced. For example, before the publisher generates the
group signature, it can compute e(h,w) and e(h, g2), resulting
in saving two pairing operations and reducing up to 8% of
the time on generating the group signature (i.e., approximately
13 ms in Table III). Furthermore, before the subscriber decrypts
a message, it can compute e(h,w), e(g1, g2), and e(h, g2),

resulting in saving three pairing operations and reducing up to
25%of the time on signature verifying (i.e., approximately 73 ms
in Table III).

VII. CONCLUSION

The development of the IIoT had significantly altered pro-
duction processes in traditional factories, thereby ensured the
efficient production and personalization of goods. Meanwhile,
security was an important issue that couldnot be ignored in
the IIoT environment. In this study, we mapped the entities
of the IIoT to the pub/sub model and proposed a message
authentication scheme that could be practically applied to the
IIoT. The scheme used group signature and proxy reencryption
technology to achieved message anonymity, confidentiality, and
integrity. Security analysis and experiments showed that the
scheme was effective and performs well. However, the scheme
was mainly applicable to the authentication of a single message.
In the future, we would use batch certification to design a secure
and efficient scheme.
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